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Abstract 

Physically unclonable entities are very essential requirements to serve as security 

anchors for highly-secured smart systems. Emerging Internet of Things (IoT) networks 

require such unclonable physical units to operate adequately in a global worldwide 

open network. Analog Physical(ly) Unclonable Functions (PUFs) were proposed two 

decades ago as such unclonable structures. However, all traditionally proposed PUFs 

are analog and suffer from the lack of stability due to aging effects and inconsistency 

related to varying operational and environmental conditions, such as supply voltage 

and temperature. To counteract analog PUFs inconsistency, complex fuzzy extractors 

using large helper data storage and error correction algorithms were deployed. This 

made practical PUFs production costly and highly-complex for mass products. 

The thesis presents first the concept of the Secret Unknown Ciphers (SUC) 

introduced a decade ago as digital clone-resistant highly consistent alternative 

structures to the traditional PUFs. Realizing such SUCs require self-creation of digital 

unknown cipher-structures in a non-volatile FPGA environment without a design 

compiler.  This requires first creating very large classes of cryptographically strong 

ciphers (class size > 2500 ciphers) and then allow the FPGA to irreversibly-self-create 

a permanent hardware structure of one unknown selected cipher-choice out of the 

created class.  

The thesis contribution introduces many new stream and block cipher classes based 

on the state-of-the-art cipher design rules for creating SUCs. The new proposed ciphers 

are designed to fit-optimally into the FPGA fabric cell-structure (LUTs Look up 

Tables) and existing spare hard-core arithmetic units and SRAM blocks.  All proposed 

ciphers are published and are new in the public literature. 

Different self-creation strategies are proposed such that the created cipher module 

is not known to anybody (even to the cipher designer) and do not require a design 

compiler for its embodiment process. Moreover, the cipher creation process should not 

violate any of the FPGA design rules. It is noticed that, no contemporary non-volatile 

FPGA devices do exist which allow our proposed self-reconfiguration mechanisms. 

Therefore, new technical proposals are addressing the FPGA manufacturers showing 

the required changes needed to allow our proposed self-creation mechanisms in future 

non-volatile FPGA technologies. Complexity and security of the proposed new SUCs-

classes are evaluated. The thesis is concluded by showing many application use-case-

scenarios of such SUCs together with the necessary generic operation protocols.



Kurzfassung 

Physikalisch unklonbare Einheiten sind sehr wesentliche Anforderungen für 

hochsichere intelligente Systeme, da sie als hardwarebasierter Sicherheitsankern 

dienen. Die aufkommenden „Internet of Things-Netze“ (IoT-Netze) erfordern, dass 

solche physikalisch unklonbaren Einheiten in einem globalen, weltweit offenen 

Netzwerk angemessen funktionieren. Analog Physical (ly) Unclonable Functions 

(PUF‘s) wurden vor zwei Jahrzehnten als solche unklonierbaren Strukturen 

vorgeschlagen, allerdings sind alle traditionell vorgeschlagenen PUFs analog und 

leiden unter dem Mangel an Stabilität aufgrund von Alterungseffekten und 

Inkonsistenz, aufgrund unterschiedlicher Betriebs- und Umweltbedingungen wie z.B. 

Versorgungsspannung und Tempeeratur. Um den Inkonsistenzen analoger PUF‘s 

entgegenzuwirken, wurden komplexe Fuzzy-Extraktoren mit großer 

Hilfsdatenspeicherung und Fehlerkorrekturalgorithmen eingesetzt. Dies machte die 

praktische Herstellung von PUF‘s als Massenprodukt kostenintensiv und aufwändig. 

Die Doktorarbeit präsentiert zunächst das Konzept der vor einem Jahrzehnt 

eingeführten Secret Unknown Ciphers (SUC) als digitale klonresistente, 

hochkonsistente Alternativstrukturen zu den traditionellen PUF‘s. Die Realisierung 

solcher SUC‘s erfordert die Eigenerstellung von digitalen unbekannten 

Chiffrierstrukturen in einer nichtflüchtigen FPGA-Umgebung ohne Design-Compiler.  

Dies erfordert zunächst die Erstellung sehr großer Klassen von kryptografisch starken 

Chiffren (Klassengröße > 2500 Chiffren) und der FPGA zu ermöglichen, eine 

permanente Hardwarestruktur einer unbekannten ausgewählten Chiffre-Wahl aus der 

erstellten Klasse unwiderruflich selbständig zu erstellen.  

Der Dissertatiosbeitrag präsentiert diverse neue Stream- und Block-Chiffre-

Klassen, basierend auf dem Stand der Technik der Chiffredesignregeln, für die 

Erstellung von SUC‘s. Die neuen vorgeschlagenen Verschlüsselungen sind optimiert, 

um die speziellen FPGA-Fabrik-Zellstrukturen (LUTs Zuordnungstabelle) und die 

freien Hardcore-Arithmetik-Einheiten und SRAM-Blöcke zu nutzen.  Alle 

vorgeschlagenen Verschlüsselungen sind veröffentlicht und sind neu in der 

Fachliteratur. 

Verschiedene Selbsterstellungsstrategien werden vorgeschlagen, sodass das 

erstellte Chiffriermodul niemandem, auch nicht dem Chiffrierdesigner, bekannt ist, 

und keinem Design-Compiler für seinen Einbettungsprozess benötigt wird. Darüber 

hinaus sollte der Prozess der Chiffreneinbettung keine der FPGA-Designregeln 

verletzen. Es wird bemerkt, dass es noch keine modernen nichtflüchtigen FPGA-

Bausteine gibt, die die von uns vorgeschlagenen Selbstrekonfigurationsmechanismen 

erlauben. Daher richten sich die neuen technischen Anforderungen an die FPGA-

Hersteller und zeigen die notwendigen Änderungen auf, die erforderlich sind, um 

unsere vorgeschlagenen Selbsterstellungsmechanismen in zukünftigen nichtflüchtigen 

FPGA-Technologien zu ermöglichen. Komplexitäten sowie die Sicherheitsgrade der 

vorgeschlagenen neuen SUC-Klassen wurden evaluiert. Die Dissertation wird mit 

einer Vorstellung vieler Anwendungsfälle solcher SUC‘s zusammen mit den 

notwendigen generischen Operationsprotokollen abgeschlossen.
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 Creating Random Unknown Ciphers as Digital PUFs and their Applications 

1. Introduction  1 

 Introduction 

1.1 Motivation and Challenges 

With the ever-growing number of devices connected to the Internet of Things (IoT), 

the need for strong security solutions for these devices continues to increase. The 

economic value and dependency on digital interconnectivity of people and “things” 

have come to the point that exploitation, even in a limited form, can be tremendously 

profitable. This is demonstrated as in the September 2016 Mirai cyber-attack [1], 

which took advantage of insecure IoT devices to mount Distributed Denial of Service 

Attacks (DDoS) [2]. This attack brought down internet access on the East Coast of the 

U.S. In 2017, the U.S. Department of Homeland Security (DHS) demonstrated a 

remote hack of a Boeing 757 [3]. The Jeep Cherokee hack in 2015 showed that critical 

systems such as the brakes can be remotely compromised on a moving vehicle [4]. We 

conclude that security constitutes a mandatory requirement in nowadays connected 

systems.   

Our main claim in this thesis is that hardware-oriented security solutions by 

deploying clone-resistant functions and entities is mandatory to build secure connected 

devices. Physical(ly) Unclonable Function (PUF) [5] emerges as secured entropy 

source and secret key generator in electronic devices. However, traditional PUFs 

designs are analog in nature and hence lack stability because of aging effects and under 

operational and environmental variations, such as supply voltage and temperature.  

In order to overcome the disadvantages of analog PUFs, a novel concept of digital 

clone-resistant functions/units coined as Secret Unknown Ciphers (SUC) was 

proposed. SUC is a randomly and internally self-generated cipher inside a chip, where 

the user has no access or influence on its creation process. Even the device 

manufacturer and cipher designer should not be in a position to back-trace the creation 

process and deduce or predict the created random cipher. An individual unknown 

permanent cipher is created in each unit after a single unrepeatable event deploying a 

hardwired non-reversible process. Hence, SUC implementation requires, in its ultimate 

case, non-volatile self-reconfiguring System on Chip (SoC) Field Programmable Gate 

Array (FPGAs). 

This thesis presents novel concepts for creating SUCs in SoC FPGAs, and addresses 

designing new large classes of lightweight ciphers to be used as SUCs. This thesis also 

presents the corresponding SUC creation mechanisms in FPGAs and various 

applications cases deploying SUC-enabled connected devices in automotive, 5G 

networks, and e-commerce with sample secure communication protocols. 
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1.2 Research Objectives and Contributions  

The primary requirement for an ultimate realization of unclonable or clone-resistant 

digital structures, coined as SUCs, is the existence of non-volatile self-reconfiguring 

FPGA technology. Therefore, SUCs' designs should utilize the resources of the 

selected FPGA structures, to allow in-chip self-reconfiguration which restricts the 

available building blocks for the ciphers to be used as SUCs.  

Therefore, the major objectives of this work are ○1  to design large classes of secure 

random block and stream ciphers requiring low FPGA-specific resources to be 

deployed as SUCs, and ○2  to propose efficient SUC creation mechanisms within 

modern non-volatile SoC FPGAs. ○3  To demonstrate the efficiency of using such 

SUCs, several use-case protocols are presented. 

 

The core new contributions are summarized as follows: 

1.2.1 Novel Mechanisms for Creating SUCs in non-Volatile FPGAs 

Creating SUCs requires running an internal process inside each chip to embed a 

random and unpredictable cipher. That is the cipher-structure creator should act as a 

mini-design compiler. Two novel concepts for creating SUCs are introduced:  

1. The first concept proposes embedding a practical manipulation tool for the 

configuration bitstream in SoC FPGAs, which should reside in the system 

controller that is handling SoC FPGA Bitstream configurations. The key 

realization techniques are based on using flexible pre-compiled cipher-layout-

templates which can be filled randomly with unpredictable contents to create 

an unknown individual SUC in a unit without violating the FPGA design rules. 

This mechanism requires few device changes by the FPGA manufacturer in 

future products. 

2. The second concept is a low-cost and less secure mechanism. It allocates the 

SUC-design-template in Static Random Access Memory (SRAM) blocks in the 

FPGA fabric to store random mappings deployed by the SUC design. A 

software cipher creator, coined as GENIE, running in the microcontroller 

initializes the SRAM blocks with randomly selected mappings with keys that 

are also kept encrypted in the embedded Non-Volatile Memory (eNVM). This 

mechanism does not require changes in the FPGA devices. 
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1.2.2 Designing Large Classes of SUC Optimized Ciphers 

The ciphers are designed especially with structures optimized to fit into FPGA LUT 

fabric, arithmetic cores and memory blocks. 

1.2.2.1 Lightweight Random Block Cipher-classes for SUCs 

Three new proposed ciphers are all new in the public literature: 

• Non-Involutive SUC (NI-SUC): this SUC design is mainly based on 

deploying existing 4-bit LUTs in the targeted SoC FPGAs to implement 

randomly selected 4-bit S-Boxes. The cipher-class cardinality is 21350. The 

attack complexity of one NI-SUC requires more than 280 even when the 

adversary reveals the 4-bit S-Boxes. 

• Involutive SUC (I-SUC): I-SUC deploys special involutive (self-inverse) 4-

bit S-Boxes as a building blocks in the cipher round. This results with a 

hardware-saving self-inverse cipher which uses the same structure for 

encryption and decryption. The SUC class cardinality is about 21234. Similarly 

to NI-SUC, the attack complexity of one I-SUC instance is more than 280. 

• Feistel-like SUC: it is an involutive SUC deploying 8-bit S-Boxes initiated 

during the personalization process by using 4-bit S-Boxes as Feistel functions.  

The 8-bit mappings are stored in a dedicated FPGA-SRAM to reduce the 

implementation complexity and speed up the processing. The cardinality of 

that cipher is greater than 21176 with efficient personalization/initialization 

time. 

1.2.2.2 Lightweight Random Stream Ciphers for SUCs 

• RSC Deploying FPGA Arithmetic Cores: this SUC design is coined as 

Random Stream Cipher based SUC (RSC-SUC), it makes use of Digital Signal 

Processing (DSP) hard-cores that are available in most modern FPGAs. RSC-

SUC deploys the so-called single cycle T-functions with randomly-selectable 

parameters and few randomly selectable combining 4-bit S-Boxes. A sample 

implemented RSC-SUC has a class-cardinality of 2185. RSC-SUC is an optimal 

choice when the targeted FPGA application does not utilize the DSP blocks. 

• NFSR-SUC: This cipher-class constructs lightweight stream ciphers, based on 

nonlinearly combining Nonlinear Feedback Shift Registers (NFSR) in Key 

Stream Generator (KSG) mode with randomly selected feedback functions. 

The sample-class presented has a class-cardinality exceeding 2323 possible 

different KSGs. The sample created KSGs exhibit linear complexities 

exceeding 281 and a period exceeding 2161. The worst-case device cloning time 

complexity is about 2162.  NFSR-SUC design can be distributed easier over all 
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the FPGA area because only one line is required to connect each participating 

NFSR. 

1.2.3 Sample SUC Use-Cases and Protocols 

• SUC-Based Secure D2D in 5G Networks: Is a possible end-to-end standalone 

authentication technique between devices and their users. It is based on 

combining users’ biometric identities and SUC-enabled devices. A novel 

property of the proposal is that it is fully independent on both device 

manufacturer and mobile operator. 

• SUC-Based Secure Vehicular V2X Communications: A new Vehicular Ad-

hoc NETwork (VANET) security architecture deploying SUCs as physical 

security anchors is presented.  The application addresses three use cases: secure 

in-vehicle communication, secure over-the-air software update and secure 

Vehicle-to-Everything (V2X) communications fulfilling VANET security 

requirements. A sample software implementation on boards from NXP 

(S32K144) usually used for automotive applications demonstrates the 

performance and complexities of the proposed protocols. 

• SUC-Based Anonymous Fair Exchange E-Commerce: An e-commerce 

system for selling electronic-items on open networks is presented. The system 

offers anonymous entities authentication mechanisms up to completing a fair 

anonymous e-commerce payment transaction. The system is based on 

deploying a physically clone-resistant SUC-based hardware tokens for each 

relevant involved party. 

1.3 Thesis Organization 

This thesis is structured in nine chapters. After this introductory chapter, Chapter 2 

presents holistic overview about unclonable identities and explains their drawbacks. 

Chapter 3 introduces the concept of digital clone-resistant functions and discusses its 

validation of Kirchhoff’s principles, its security bounds and requirements. Chapter 4 

presents novel mechanisms for creating SUC in modern non-volatile SoC FPGAs. The 

proposed SUCs based on random block ciphers are presented in Chapter 5. SUC based 

on random stream ciphers deploying T-functions, that are implemented by using 

FPGA-arithmetic blocks, is presented in Chapter 5. A new family of NFSRs based 

stream ciphers with their usage as SUCs is presented in Chapter 7. Chapter 8 presents 

three SUC applications. Finally, the ninth chapter concludes the thesis. 
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 Physical Security and 

Unclonability 

2.1 Introduction 

Physical(ly) Unclonable Functions (PUFs) [6][7] are increasingly proposed as 

central building blocks in cryptographic protocols and security architectures. PUFs are 

proposed to allow secure and unclonable devices identification and authentication 

[8][9], as memoryless key storage [10] and for intellectual property protection [11]. 

Most PUFs response spaces are noisy resulting with limited entropy. Fuzzy extractors 

(FE) were proposed to stabilize the output space of each PUF [12][13]. FE generates 

and stores Helper Data (HD) in the enrolment/initialization phase, which is used during 

the reconstruction phase to reproduce the correct response by automatic error 

correction. Such error correction mechanisms are complex, expensive and require 

large number of logic gates [12][13].  

This chapter presents a summary on the state of the art of PUFs with their 

drawbacks. It is partially based on the work published in [14]. 

2.2 Basic Unclonability Concepts 

PUF is a function embodied in a physical unique structure where its output looks 

like a random function, it is easy to evaluate but hard to predict even for an attacker 

with physical access. PUFs are increasingly used in cryptographic systems, especially, 

for devices identification/authentication, secure memoryless key storage, IP protection 

and anti-counterfeiting. As unclonable entities, PUFs should fulfill the following 

security requirements [6]: 

• Evaluable: For a given PUF, it should be easy to evaluate a response R for any 

challenge C, R=PUF(C). CRP is used to denote Challenge-Response Pair. 

• Uniqueness:  PUFs should be unique, such that when challenging different 

PUFs with the same challenge C, each PUF should generate a unique response 

which is also different from all other units. Figure 2.1 illustrates this property. 

• Robustness: Means that the PUF should generate consistent and repeatable 

responses within the whole system lifetime. Deviating responses should be 

impossible or tolerable by some adequate means. 

• Unclonability: It should be intractable for an adversary (including the 

manufacturer) even when physically attacked to create a physical or software 

clone of the PUF. 



 

 Creating Random Unknown Ciphers as Digital PUFs and their Applications 

2. Physical Security and Unclonability  6 

 

Challenge C

PUFn-1PUF1 PUF2 PUFn

Rn-1 RnR1 R2  
 

Figure 2.1. PUFs uniqueness property 

• Unpredictability: The adversary should not efficiently be able to compute the 

response of a PUF to any challenge, even if he/she can adaptively obtain 

unlimited number of CRPs from the same PUF or other instances. 

• One-way: PUFs are difficult to invert such that given a PUF and one of its 

responses R, it is hardly infeasible to find the corresponding challenge C. 

• Tamper evident: The PUF should be tamper-evident. That is by any attempt 

to physically access the PUF, the PUF’s challenge/response behavior changes.  

2.3 PUF Instantiations 

The majority of PUF instantiations offer idealized DNA-like identity for physical 

entities. The idea of using physical unique structures to identify units is similar to 

fingerprint identification of human beings. PUFs can be categorized into two main 

categories: mismatch-based PUFs and physical-based PUFs as shown in Figure 2.2. 



 

 Creating Random Unknown Ciphers as Digital PUFs and their Applications 

2. Physical Security and Unclonability  7 

Delay Based PUFs:

• Arbiter PUF
• Ring Oscillator PUF
• Arbiter based PUF
• Synthesized Path PUF
• Loop PUF

Memory based PUFs:

• SRAM PUF
• Butterfly PUF
• Flip Flop PUF
• Memristor PUF
• Buskeeper PUF

Electronic PUFs:

• VT PUF 
• Power Dissipation 

PUF
• Coating PUF
• LC PUF

Non-Silicon PUFs Silicon PUFs

Non-electronic PUFs:

• Acoustical PUF

• Optical PUF 

• Paper PUF
• CD PUF
• RF PUF
• Magnetic PUF

Physical-based PUFs

• VIA-PUF
• SD-PUF
• SPN-PUF

Physical(ly) Unclonable Functions

Mismatch-based PUFs

 

Figure 2.2. Physical(ly) unclonable functions instantiations 

Mismatch-based PUFs deploy devices mismatch such as differences in transistors 

characteristics to achieve sufficient randomness. Physical-based PUFs randomness is 

extracted from whether or not a physical layer is connected or not. Mismatch-based 

PUFs have reliability issue because their responses are inconsistent under variable 

operating conditions such as supply voltage and temperature. Physical-based PUFs 

seem to overcome this issue, however, they are usable only in ASIC. Hence a digital 

robust PUF is required for FPGAs. 

Figure 2.2 shows a classification table of most well-known PUFs in the literature. In 

the twentieth century, non-electronic PUFs have been introduced; they were using 

random patterns on paper and optical entities to extract unique identities. Recently, 

many electronic technologies for PUFs instantiations have been proposed. The 

following sections gives a comprehensive description of each PUF. 

2.3.1 Mismatch-Based PUFs 

2.3.1.1 Silicon PUFs 

Silicon PUFs are popular hardware security primitives that exploit the intrinsic 

variation of Integrated Circuit (IC) manufacturing process to generate chip-unique 

information for various security related applications. It can be used for many purposes 

such as device identification, memoryless key storage and also as seed for random 

number generators. 
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As any PUF should run in its intrinsic environment, many variants of PUFs have been 

proposed, and they are targeted to specific applications.  

2.3.1.1.1 Electronic PUFs  

Electronic PUFs exploit variations in electrical characteristics of ICs such as the 

threshold voltage of CMOS transistors to extract a unique identity from the chip; they 

can be embedded in any IC and deploy its intrinsic characteristics to provide unique 

IC identity. 

Selected examples from the literature are described in the following: 

• VT PUF: VT PUF was introduced in [15], it consists of addressable MOSFETs, 

with common gate and source and sequentially selected drains, driving a 

resistive load. The randomness is coming from the variations of the threshold 

voltage (VT) of each transistor. VT is function of the random placement of the 

impurity dopant atoms in the silicon channels, which vary randomly from 

transistor to transistor. Hence, the drains voltages are randomly different 

because of device mismatch.  

The random analog voltage sequence is converted to a binary identification 

sequence with an auto-zeroing comparator, by comparing successive random 

voltage to each other. 

• Power Dissipation PUF:  Power Dissipation PUF  was introduced in [16], it 

is based on the resistance variation of the chips  power grid which is connected 

to Power Ports (PP). The response consists of a set of voltage drops at a set of 

distinct locations. The measured electrical parameters are random and unique. 

Figure 2.3 describes a sample instrumentation setup of Power Dissipation PUF 

for 6 PPs. 

This PUF has many drawbacks; first, it has only one signature and hence it 

categorized under weak PUFs. Second, it requires external measurement tools 

to measure the voltages and currents. 
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Figure 2.3. Instrumentation setup of power dissipation PUF (from [16]) 

• Coating PUF: Coating PUF was introduced in [17].  A network of metal 

wires (sensors) is laid out in a comb-shape. The space between and 

above is filled with opaque material and randomly doped with 

dielectric particles. The unpredictable capacitance values are measured 

with comb-shaped sensors on the top metal layer of an integrated 

circuit. Figure 2.4 describes a coating PUF.  

Sensor Sensor

top metal

Bulk

Active layers + lower metal layers

passivation

Dielectric coating material

Capacity sensor grid

Capacity differences2r


1r
 

Figure 2.4. Dielectric coating PUF 

2.3.1.1.2 Delay Based PUFs  

Delay based PUFs are based on the small differences in electronic delay paths, they 

can be embedded in Application Specific Integrated Circuit (ASIC) as in Field 

Programmable Gate Array (FPGA) contrary to electronic PUFs that can only 

embedded in ASIC technology. 
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• Arbiter PUF: The initial proposal of Arbiter PUF was introduced in [10][18], 

it is based on the random delay or latency of each switch block, such that for 

two symmetrically designed units, and because of the manufacturing 

variations, there is a small random offset delay between the delays of the two 

units. For n switch blocks, there exist 2n different delays selections as a 

stimulus. Figure 2.5 illustrates the principle of an arbiter PUF. The connections 

between a switch block and its outputs is controlled by a challenge bit. The 

arbiter outputs ‘0’ if the upper signal is faster and ‘1’ otherwise. 

Arbiter Response
0/1

0/1 0/1 0/1 0/1 0/1

ChallengeSwitch Block

0/1

10
Arbiter 0

Arbiter 1

Switch Block Operation Arbiter Operation
 

Figure 2.5. Basic concept of arbiter PUF (figure adapted from Fig. 3 in [18]) 

• Ring Oscillator PUF: Ring Oscillator PUF is also based on random delays 

caused by manufacturing variations. It is based on a delay line where its output 

is inverted and fed backed to its input, resulting with an asynchronously 

oscillating loop. The PUF response is extracted by measuring the frequency of 

the RO, where a simple edge detector can detects the rising edges in the 

periodical oscillation and a counter counts the number of edges over a period 

of time [6]. Ring Oscillator structure is also practically deployed in Microsemi 

S devices as a true random entropy source for the Number Random Bit 

Generator (NRBG) [19], it provides 384 full entropy conditioned bits to the 

Deterministic Random Bit Generator (DRBG) [20]. Figure 2.6 describes the 

basic principle and architecture of RO-PUF. 

Edge Detector Counter Response ~ f
f

Ring Oscillator

 

Figure 2.6. Basic operation of RO-PUF  

• Arbiter Based PUF: Arbiter PUF was introduced in [21] to enhance the 

reliability of delay-based PUFs against temperature variations. Arbiter PUF 

compensates the thermal-induced delay variation in the PUF circuits; a Voltage 

Controlled Current Starved (VCCS) inverter chain is regulated by adapting its 
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control voltage by a complementary to absolute temperature reference 

generator. Figure 2.7 shows VCCS-PUFver1, which is one of the two PUF 

architectures described in [21]. Two multiplexers select 128 pairs of delay 

elements for comparison using randomly chosen challenges as their control 

bits. A rising edge is applied to the inputs of the selected pair of VCCS delay 

elements. Due to process variation, two selected delay elements have different 

delay values. A response bit is then generated at the arbiter’s output: obtaining 

‘1’ if the upper path is faster and ‘0’ otherwise.  

VCCS1

VCCSN-1

VCCSN
M

U
X

M
U

X

128 randomly chosen 
Challenges @100MHz

Arbiter 128 output 
responses

C1

C2.
.
.

C128

VCCS2

 

Figure 2.7. Architecture and principle of VCCS-PUFver1 

• Loop PUF: Loop PUF was introduced in [22], it has nearly the same principle 

as the Ring Oscillator PUF; N identical and controllable delay chains are 

connected in a loop to create a ring oscillator, each delay chain contains M 

delay elements as shown in Figure 2.8. The controller applies different 

combinations of the M control bits and measures the frequency or the delay of 

the oscillating loop. 
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M control bits M control bits
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or  delay
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Delay Chain0

1 2
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Figure 2.8. Loop PUF structure 

2.3.1.1.3 Memory Based PUFs 

Memory based PUFs are targeted to deploy the random state of memory cells when 

powered up. SRAM PUFs has been proposed first and manufactured mostly for ASICs. 

However, SRAM blocks in FPGAs have hard reset which makes them unusable to 
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implement SRAM PUFs. Hence, Butterfly and D-Flip Flop PUFs are proposed to be 

used equivalently in FPGAs. 

• SRAM PUF: SRAM PUFs is one of the most practically used PUFs. It was 

introduced in [11], this research was carried out at Phillips Research, before 

the company Intrinsic ID was founded. Intrinsic ID [23] created SRAM PUF, 

based on the behavior of standard SRAM memory in digital chips. It can 

differentiate devices such as microcontrollers from each other. Every SRAM 

cell has its own preferred state every time the SRAM is powered on, resulting 

from random differences in the threshold voltages. This randomness is 

expressed in the start-up values of “uninitialized” SRAM memory. Hence an 

SRAM response yields a unique and random pattern of 0’s and 1’s. This pattern 

can represent a chip’s fingerprint, since it is unique for a particular SRAM and 

hence for a particular chip. In [24], experimental implementation of the most 

popular intrinsic electronic PUFs have been analyzed, resulting that SRAM 

PUFs have a bit error rates of about 6% at +25 °C, 8% at -40°C and at +85°C. 

Also, the BER at 1.20V and 1.32V is about 6%. SRAM PUFs are used in some 

Microsemi FPGAs such as SmartFusion®2 SoC FPGAs S devices [20] and 

IGLOO2 FPGAs [25]. They can be used for providing secure memoryless keys 

for cryptographic applications (PUF unit complexity is around 100 K-Gate 

Equivalent). SRAM PUF needs its own protected design area/location and 

cannot use the internal FPGA SRAM resources, as usable SRAM has hard-

reset to all-zero after power up and hence its randomness is lost. Furthermore, 

SRAM PUF needs controllable power-up-event to enable the response 

generation, which is not acceptable for most standard SRAM use applications. 

• Butterfly PUF: Since SRAM PUFs cannot be used in FPGA environment 

without additional external resources, butterfly PUF was introduced in [26] to 

overcome this limitation. It imitates the SRAM PUF in FPGA environment 

without the need for actual device power up, it consists of two cross-coupling 

latches. By using clear/preset functionality, a random state will be generated 

depending on the physical mismatch between the latches and the cross-

coupling interconnect. 

• Latch PUF: Latch PUF [27] is very similar to Butterfly PUF, two NOR gates 

are cross-coupled to a simple NOR latch. Depending on the internal mismatch, 

it converges to a stable state. 

• Flip-Flop PUF: Flip-Flop PUF was proposed in [28], it is based on power up 

characteristics of uninitialized flip-flops. Flip-flops have the advantage of 

being able to easily spread over an IC which makes them difficult to locate by 

an attacker. 

• Memristor PUF: Memristor PUF was introduced in [29]. Memristors are 

emerging as next generation non-volatile memory technologies, a memristor is 

defined at logic ‘0’ when 0 < w/D < OL and for logic ‘1’ when OH < w/D < 1, 
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the region 0 < w/D < OL is undefined. Figure 2.9 presents the memristor device 

model. The memristor PUF mechanism exploits the unpredictable state of the 

memristor within the undefined region, where the state depends on the duration 

of access time to the memristor and the value of supply voltage. Each physical 

memristor unit behaves individually differently to the same challenge that can 

be a short write time or low write voltage [29]. 

 

Figure 2.9. Memristor device model [29] 

• Buskeeper PUF: Buskeeper PUF was proposed in [30], Buskeeper or 

Busholder is a week latch that usually has no control signals. It is intended to 

be used with on-chip buses that have multiple drivers, it is equivalent to a DFF 

with the enable signal connected to Vdd [30], also it has lower hardware 

complexity than Latches and DFFs. The principle of Buskeeper PUF is similar 

to all memory based intrinsic PUFs where the initial patterns are read at the 

memory start-up. 

 

Silicon PUFs can provide unclonable identities to all types of ICs in the market. 

However, they cannot be used to protect or provide unique and unclonable identity for 

systems based on non-silicon material. Hence, non-silicon PUFs have been proposed 

to fulfil such requirement. 

2.3.1.2 Non-Silicon PUFs 

Non-silicon/non-electronic PUFs are constructions with PUF-like properties whose 

construction and/or operation is inherently non-electronic. However, electronic 

circuits are used to process and store the PUF’s responses. This section describes some 

selected non-silicon PUFs from the literature. 

• Optical PUF: Optical PUF has been proposed first in [31], where reflective 

particle tags were developed for uniquely identifying strategic weapons. In [7], 

optical PUFs were proposed as Physical One-Way Functions (POWF). The 

concept of optical PUF is presented in Figure 2.10. A Laser beam is directed 

to a light scattering material, random and unique speckle pattern will arise; the 

pattern is captured by a Charged Coupled Device (CCD) camera for digital 

processing to generate a unique identity. To increase the number of CRPs, 

different laser orientations can be used. 
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Figure 2.10. Concept of optical PUF 

• Paper PUF: Paper PUF was proposed in [32], it consists of scanning the 

unique and random fiber structure of regular or modified paper, the reflection 

of a laser beam on the random fiber structure is used as a fingerprint. 

• CD PUF: The data is stored as a series of lands and pits formed on the surface 

of the CD. It was observed that the measured lengths of lands and pits of a 

regular CD contain unpredictable random deviations which can be used as an 

identification profile [33]. 

• RF DNA: In one implementation scenario, a physical token as a mixture of 

conducting and dielectric materials integrated with a Radio Frequency 

IDentification (RFID) is produced. A high frequency wave (5-6 GHz) is 

propagated through the token. A low-cost antenna matrix receives a fingerprint 

of the token and use it as an identification profile [34].  

• Magnetic PUF: Magnetic PUF is based on determining the remanent noise in 

a magnetic medium by direct current saturation of a region thereof and 

measurement of the remaining direct current magnetization. The remanent 

noise may then be digitized and recorded on the same magnetic medium to 

thereby "fingerprint" the magnetic medium [35].  

• Acoustical PUF: Acoustical PUF was introduced in [36], it is based on the 

random delay in a fiber-glass delay line integrated in a device (DL701) used in 

televisions. When probing DL701 with one certain acoustic wave, the internal 

medium of DL701 changes the wave response characteristics individually. In 

[36], it is shown that each individual DL701 produces a unique response. To 

create large number of CRPs, each unit is probed with multiple frequencies. 

Figure 2.11 illustrates the principle of the acoustic delay line PUF’s concept of 

DL701. 
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Figure 2.11. Principle of DL701 acoustic PUF 

2.3.2 Physical-Based PUFs 

Mismatches-based PUFs have a reliability problem resulting from minute and 

variable mismatch characteristics when operating in different environmental 

conditions or because of aging effects. To overcome this mismatch-based PUF 

downside, the random responses in physical-based PUF are obtained from whether or 

not the conducting layers in a semiconductor are physically connected or not. Since 

these physical connections are not influenced by external factors such as temperature 

and supply voltage variations, physical-based PUFs can reach close to perfect 

reliability. However, physical-based PUFs have a limitation that they can be used only 

for ASIC designs. 

2.3.2.1 VIA-PUF 

Vertical Interconnect Access (VIA) PUF was proposed in [37][38], and it uses the 

probability of via formation to generate unique and robust ICs’ responses. The VIA is 

an electrical connection between layers in an IC as depicted in Figure 2.12 (a). As 

shown in Figure 2.12 (b), the via hole size should respect the design rule to be formed 

correctly. Otherwise, the probability of via formation will be less than 1. When 

appropriately selected, i.e. via hole size XM in Figure 2.12 (b), the theoretical 

probability of via formation is 0.5, which cannot be reached in practice [38], mainly 

because of the limited drawing resolution and no fixed via hole size XM when shifting 

from wafer to wafer. Hence, a post-processing method was proposed in [37] to 

overcome this issue.  

Figure 2.12 (c) describes a circuit for reading VIA-PUF response, it consists of N-unit 

cells, where each unit cell has a read transistor and a via placed between it and a load 

resistor. If a via is open, then the corresponding output value is 1, otherwise it is 0. 

It is clear that VIA PUF is only targeted for ASIC, and it is a weak PUF. It is 

fabricated and commercialized by ICTK Co., Ltd. 
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Figure 2.12. VIA-PUF (figure adapted from [37][38]) (a,b) probability of via formation in function of 

via hole size (c) VIA-PUF 2-D extraction circuit. 

2.3.2.2 SD-PUF 

Spliced Digital PUF (SD-PUF) [39] takes advantage of the randomness from Very 

Large-Scale Integration (VLSI) interconnect, namely the metal wires, that can be 

either connected or disconnected. In [39], the interconnect randomness is realized by 

intentionally positioning two interconnect layout line-ends close to each other, and due 

to mask variations, the generated masks will have mismatches. Such mismatch leads 

to uncertain connectivity status.  

Figure 2.13 (a) describes two stripe-pairs; the bottom stripe-pair is split with the 

original split distance 28 nm, whereas the top one is split with only 20 nm. Figure 2.13 

(b) shows the final output image obtained by simulation. The top stripe-pair is 

connected while the bottom one is disconnected.  

28 nm

20 nm
(a) (b)

Connected

Disconnected

 

Figure 2.13. Interconnect under lithography variations (figure adapted from [39]). (a) Mask stripe-pairs 

with split distance of 20nm (top) and 28nm (bottom). (b) Lithography simulation outputs (shapes on 

wafer).  

SD-PUF combines multiple Digital PUFs (D-PUF) from multiple “building-chips”. 

More precisely, SD-PUF is made of w building chips, breaking down to r c  building 

chips, i.e. w r c=  .  
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Figure 2.14 (a) describes the general structure of D-PUF; it consists of N rows and 

M columns of unit cells. The structure of a unit cell is depicted in Figure 2.14 (b), it 

consists of a 2-input XOR gate with one of its inputs connected to the strongly skewed-

1 latch, which stays in logic 1 after power-up. The virtual connection pin is the source 

of the randomness using the mechanism described in Figure 2.13. It may or may not 

connect to the logic network depending on the interconnect randomness status. In [39], 

it was shown that SD-PUF has good statistical properties. It is clear that SD-PUF is a 

strong digital PUF and can be used only for ASICs. 

(a) (b)

Unit Cell Simplified form
Of Unit Cell

 

Figure 2.14. The D-PUF architecture (figure adapted from [39])  (a) The general architecture with N-

row by M-column (b) D-PUF unit cell  

2.3.2.3 SPN-DPUF 

Substitution Permutation Network Digital PUF (SPN-DPUF) was proposed 

recently in [40]. SPN-DPUF integrates D-PUF in an SPN structure as described in 

Figure 2.15, it consists of three different layers:  

 

 

• X-layer: it implements a D-PUF 

• Slayer: it consists of a set of substitution boxes as in the design of PRESENT 

block cipher [41] 

• Player: which is a bit-permutation as in [41] 

SPN-DPUF has statistical properties that are similar to those of SD-PUF. However, it 

has additional hardware overhead resulting from the Slayer. 
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Figure 2.15. The SPN-DPUF architecture (from [40]) 

2.4 PUFs Drawbacks and Disadvantages 

2.4.1 Inconsistency Issue of Mismatch-Based PUFs 

Mismatch-based PUFs have an inconsistent behavior because of their sensibility to 

the environmental and operational conditions variations such as temperature, voltage, 

radiation, and aging factors. Figure 2.16 summarizes the causes of inconsistency issue 

for Mismatch-based PUFs. 

C RPhysical(ly) Unclonable Function

Temperature
Variations

Supply Voltage 
variations

Non-electronic, 
Electronic,
Delay based, 
Memory based

Aging
Effect

 

Figure 2.16. PUFs inconsistency issues 

To overcome mismatch-based PUFs inconsistency, Fuzzy Extractors (FE) or 

Helper Data Algorithms (HDA) are used to extract consistent responses from the 

mismatch-based PUFs. FE is typically implemented inside the chip even as hardware 

or software IP. In some industrial applications, FEs are designed to correct 25% of 

inconsistency errors or more. However, they induce new security weakness that will 

be discussed in the following section. Figure 2.17 describes the general constellation 

strategy of mismatch-based PUFs with FEs. During the enrolment process, a 

mismatch-based PUF generates a response R when challenged with a challenge C. The 

HDA uses R to compute a helper data HD. It is claimed that HD does not reveal any 

information about the cryptographic key and can be therefore stored in any Non-
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Volatile Memory (NVM). The enrollment phase is mostly required once during the 

lifetime of the chip. Whenever the cryptographic key is needed in the field, FE reads 

out the noisy PUF response R’ and use HD to reconstruct the correct key. 

To get an impression about the complexity involved when using a practical 

mismatch-based PUF with fuzzy extractor, the hardware complexity of Quiddikey-

Safe and Quiddikey-Plus are 24K gates and 42K gates equivalents respectively. Both 

modes deploys 2 KB SRAM and have a security strength of 256 bits [42]. 

C Mismatch-
based PUF

Helper Data (HD)
Helper Data 

Extractor Key

Enrolment process

One-Time-Process

R

C Mismatch-
based PUF

Helper Data 
Extractor

Key

Reconstruction

Repeated Action

R’

Helper Data (HD)

 

Figure 2.17. Use of fuzzy extractor with mismatch-based PUFs 

2.4.2 Cloning Attacks on Physically Unclonable Functions 

Many attacks on PUFs have been recently proposed. They are targeting both weak 

PUFs and strong PUFs [43]; weak PUFs have few challenges, commonly only one 

challenge per PUF instance. Hence, it is assumed that the access to the weak PUF 

response is restricted. Whereas, strong PUFs have large number of Challenge-

Response Pairs (CRPs) and are assumed to be unpredictable. Hence, protecting the 

challenge-response interface is not necessary. 

Cloning attacks are categorized as:  

1. Mathematical/modelling cloning: it aims to create an algorithm that behaves 

similarly as the targeted PUF.  

2. Physical cloning: it characterizes the physical response of the targeted device 

and creates an identical physical response in a second instance of the same 

device type.  

The process of cloning a PUF consists of two steps [44]:  
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• Characterization: a process in which the attacker gains knowledge of the 

challenge/response behavior of a PUF. 

• Emulation: the process of recreating or modelling the unique response of a 

PUF, i.e. creating a PUF with identical challenge/response pairs. 

In [45], semi-invasive means have been used to reveal the state of memory-based 

PUF. In [44], cloning SRAM PUF by side channel analysis was treated. As SRAM 

PUFs use standard on-chip memory interfaces and buses, attacker can gain control of 

such interfaces, where he/she could read the memory content and hence clones the 

SRAM PUF. Invasive de-capsulation with micro-probing can provide access to any 

memory content, especially if the memory IC is separated. For SRAM PUFs embedded 

in FPGA for example, this method is infeasible because of the huge number of 

interconnections. Several Side Channel Analysis (SCA) techniques can be used to 

extract the memory content or part of it, if the targeted device includes an inspection 

resistant memory. In [44], Photonic Emission Analysis (PEA) was used to extract the 

full content of an SRAM embedded in Atmel ATmega328P. PEA is passive, non-

destructive and a semi-invasive SCA. The proposed attack uses a backside approach 

to clone the SRAM start-up behavior exploiting the most known countermeasures 

seeking to detect malicious modifications on the front sides of the chips. The amount 

of lab time necessary to produce an initial clone was about twenty hours, and 

subsequent clones were produced more easily in less than three hours [44].  

Strong PUFs are less susceptible to cloning and invasive attacks as weak PUFs. 

However, modelling attacks represent a strong threat in cloning such PUFs. Modeling 

attack was introduced firstly by D. Lim to model an Arbiter-Based PUF [10] and later 

on by Majzoobi et al. to analyze linear and feed-forward PUF structures [46]. Recently, 

Rührmair et al. demonstrated PUF modelling attacks on many PUFs by using machine 

learning techniques [47][43][48]. In such attacks, the adversary may succeed to 

constructs an algorithm which behaves indistinguishably from the original PUF on 

almost all CRPs. In [49], side channel attack was used to analyze PUFs architecture 

and fuzzy extractor implementations by deploying power analysis. Recent attack 

trends combine both side channel and modelling attacks to facilitate machine learning 

deployed for modelling attack [50][51]. In [52], a hybrid attack is presented, 

combining side channel analysis and machine learning for attacking especially such 

weak PUFs which prohibit attackers to observe their outputs. The same attack method 

can also be applied to strong PUFs. It was also shown that fuzzy extractors are 

vulnerable to power analysis. 

2.5 Summary 

This chapter presented a solid background about PUFs, it started by introducing 

basic unclonability concepts and then it presented PUFs instantiations. Each category 

of PUFs is usable in a specific hardware environment. This chapter also presented 
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PUFs drawbacks and shortcomings; generally, their inconsistency and vulnerability to 

diverse cloning attacks. 
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 Digital Clone-Resistance Concept 

3.1 Introduction 

The last chapter presented PUFs drawbacks especially their inconsistency due to 

aging effects, temperature and supply voltage variation, etc. to overcome those 

drawbacks, a decade ago, a first visionary bio-inspired mutation process within VLSI 

devices that was called a “digital mutation” in [53]. This idea was further developed 

to come up with digital clone-resistant functions coined later on as Secret Unknown 

Cipher (SUC) [54][55][56]. SUC is a randomly and internally self-generated cipher 

inside a chip, where the user has no access or influence on its creation process. Even 

the device manufacturer and cipher designer should not be in a position to back-trace 

the creation process and deduce or predict the created random cipher. As the clone-

resistant structures are fully digital, there is no operational inconsistency problems. 

The clone-resistant entity would behave consistently during the whole lifetime of the 

electronic device. 

This chapter introduces the paradigm of unknown ciphers and its security bounds 

and requirements. It is based on the work published in [55][56]. 

3.2 The Paradigm of Digital Unknown Ciphers 

The term “Unknown-Cipher” seems for the first moment as a contradiction, as at 

least the one who designed the cipher should know it? We postulate that the emerging 

digital VLSI technology would allow practical self-creation (Mutating) of permanent 

unknown structures. Such intended mutations (like biological hypermutations for 

immunity), should allow creating permanent unknown cryptographic entities such as 

secrets, ciphers or hash functions etc. within VLSI devices in a post-fabrication 

process. To create physically permanent unknown functions, advanced System on Chip 

(SoC) infrastructure with internal self-reconfiguration capability in a Non-Volatile 

(NV) FPGA environment is then required.  The following key-concepts are presented 

as backgrounds for the secret unknown cryptography. 

3.2.1 VLSI Hardwired Unpredictable One-Way Functions  

The fast progress of SoC VLSI units with huge advanced resources inspired making 

use of that technology progress towards devising new technology-driven 

cryptographic functions. A mechanism for self-creating of irreversible, permanent and 

unknown mappings was never offered as a usable tool for cryptographers. It was 

always assumed that at least the manufacturer needs to know the implemented hard-
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wired function to produce it. However, VLSI progress is about to change this 

paradigm. 

The breakthrough concept of the public-key cryptography introduced in 1976 was 

based on claimed mathematical one-way functions. Modern cryptography still uses 

such functions even when none of them was proved to exhibit perfect security. 

Similarly, VLSI technology may offer soon cryptographically-usable one-way 

structures introducing new horizons and novel properties. 

Assume that the emerging VLSI technology would offer the capability of self-

creating physically unrepeatable hard-wired (permanent) functions in the sense that: 

they are hard or even impossible to reverse, change or remove. We postulate that the 

self-reconfiguration process would emerge to allow triggering a device-internal, 

single-event process to create unpredictable permanent structures. In that case; a 

physical unknown function is created. If any further reconfiguration is then irreversibly 

locked, then an unclonable physical entity is created. As a result, the device 

incorporating that entity becomes unclonable (non-replaceable). Internal one-way-

locks as irreversible-locks seem also to be practically realizable as in the case of anti-

fuse VLSI technology. 3D technologies as indicated in [57] and new technologies as 

memristors may offer 3D constellations towards new interesting permanent VLSI 

structures having smart one-way physical locking capabilities. 

In difference to mathematical one-way functions, physical one-way VLSI functions 

as “encapsulated-secrets” may practically be kept as “secret” and “unknown 

mappings” within the devices. In contrary, traditional cryptography assumes that a 

secret is at least known to somebody and can be forwarded on demand. 

As a result, a new practical pragmatic-security can be attained. Attacking a 

hardwired unknown encapsulated secret at unknown location, enforces attackers to run 

expensive physical invasive attacks on each individual unit which makes attacks not 

profitable. That is, in most practical cases cloning becomes much more expensive than 

paying for legal products. Moreover, analytical and side channel attacks on unknown 

locked physical structures is much more complex especially if the physical layout 

locations of the structures are also not known to anybody. 

3.2.2 Unknown-Ciphers Paradigm and Kerckhoffs’s Principles  

A traditional secret is something known to somebody as a privilege allowing that 

person to have exclusive access rights. Such secret can be willingly duplicated and 

forwarded to another entity to share that privileged access. If a secret is not known like 

a PUF, then it should be physically forwarded to allow privileged sharing. In that case, 

the current privileged-owner would lose his or her access rights after handing over the 

physical secret carrier. PUFs are an example of born unknown secret carriers which 

are somehow equivalent to weak unknown hash functions. To our knowledge, there 
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are no natural physically born unknown ciphers (permutations) such as PUFs. Our 

visionary concept in unknown cryptography is to intentionally-create unknown 

ciphers. The concept of unknown ciphers is not to be confused with “obscured 

ciphers”. Therefore, the proposed unknown cipher or possibly unknown cryptographic 

functions would not lead to “security by obscurity”. Kerckhoffs’s principle assumes 

that any used ciphers are impossible to be kept secret and the only secrets are the keys 

shared by both communicating parties.  

In "La Cryptographie Militaire" [58], Auguste Kerckhoffs stated the principles 

that should apply to a cryptosystem according to [59]: 

1. The system must be substantially, if not mathematically, undecipherable; 

2. The system must not require secrecy and can be stolen by the enemy 

without causing trouble; 

3. It must be easy to communicate and retain the key without the aid of written 

notes, it must also be easy to change or modify the key at the discretion of 

the correspondents; 

4. The system ought to be compatible with telegraph communication; 

5. The system must be portable, and its use must not require more than one 

person; 

6. Finally, given the circumstances in which such system is applied, it must 

be easy to use and must neither stress the mind or require the knowledge of 

a long series of rules. 

As the ciphers created according to our concept are not known to anybody, 

Kerckhoffs’s principles are not violated and are still valid in our concept.  

We postulate that the only perfect secret or cryptographic-function is the one which 

nobody knows or capable to predict. Therefore, attacking such secrets is equivalent to 

an exhaustive search over the whole possible keys and/or functions space. We expect 

that VLSI technology would reach soon the status to allow creating unpredictable and 

unknown cryptographic functions. 

Secret Unknown Cipher SUC: If a cipher is designed by a cryptographer and is then 

kept secret in production, then this leads to the typical case of “Security by Obscurity”. 

Such cases failed so far practically in all known applications as the security concepts 

violate Kerckhoffs’s principle. However, if the cipher creator/generator his or her-self 

cannot predict the generated cipher, then the cipher is deemed as unknown and we call 

it as a “Secret Unknown Cipher” SUC. Therefore, the SUC concept do not violate 

Kerckhoffs’s principles.  
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Bounds on Secret Unknown Ciphers: The unpredictability of a designed cipher is 

upper bounded. A SUC of n-to-n bits is seen to be perfectly created, if it is 

unpredictable (unknown) choice out of all possible 2 !n
 n-bit permutations. To get an 

idea about the huge space of that cipher-choice for a small n as n=10, the number of 

all possible invertible 10-to-10 bits mappings including trivial cases is 
81922 ! 1024! 2n =   choices. 

The following few VLSI-FPGA-specific practical examples show the cryptographic 

significance of such mappings: 

1. Constructing a 4-to-4 bits mapping by using four FPGA 4-LUTs allows a 

total of 264 possible input-output mappings. Only 
4 442 ! 2  of them are 

invertible permutation functions or cipher-mappings including all trivial 

cases. About 221 of them are known as useful optimal 4-bit S-Boxes for 

cryptographic mappings [61] (see section 5.3.2). 

2. A 6-to-6-bit mapping allows 
6 2962 ! 2  possible invertible mini-ciphers 

which may be accommodated within a very small FPGA cell structure. 

3. A traditional cipher size of 64-to-64 bits has a cardinality space of about 
7064 22 ! 2  possible ciphering mappings for all possible keys. 

Further SUC security analysis and unclonability bounds are described in Section 3.2.4. 

3.2.3 Are SUCs Creatable? 

SUC creation seems to be a very challenging task however, not impossible. Assume 

that an NV-FPGA device would allow internal self-reconfiguration. Figure 3.1 shows 

a generic SUC creation concept in such devices. A single-event process triggers a True 

Random Generator (TRNG) leading to randomly-selecting one unpredictable and 

unknown cipher Cj from a large class of a cipher-data-base  1 2,   SC C C  having S 

possible ciphers. For generality, a secret unknown key Zi for that cipher may be 

similarly created. After this single-event process, all dashed entities in Figure 3.1 are 

then irreversibly killed and never allowed to act again.  

The resulting cipher is a secret, however unknown and is unrepeatable selection. It 

is even unknown to the cipher designer himself. Therefore, the designation SUC. 

Notice that for the functionality of the concept, no need to publish the SUC creation 

program of the cipher-class which is designated from now on as the GENIE. In worst 

case, according to Kerckhoffs’s principle, the GENIE can be considered as published. 

Notice that the GENIE is fully seeded by the non-predictable bits of an internal 

hardware TRNG.  
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Figure 3.1. Key concept for creating a secret unknown cipher 

3.2.4 SUC Security and Clonability Bounds 

Selecting unpredictable key from the TRNG output bitstream is basically a trivial 

process. However, designing unpredictable operational cipher is a challenging task. 

The following objectives represent the first obvious challenges and bounds: 

3.2.4.1 SUC-Cloning Resistance 

Basically, something can be cloned if it is known to somebody. The unclonability 

of a cipher comes from the fact that nobody knows it. The first obvious challenge that 

the cipher designer faces, is how to create a cipher which the designer himself cannot 

predict? The first idea is to design a large cipher-class-generator from which one 

unknown cipher is selected. The cipher-class size S of n-to-n bit cipher is upper 

bounded by  2 !n

maxS =  which is the number of all possible n-to-n bit permutations 

including trivial ciphers. By applying Stirling's approximation [14]:  

 

2

max

2
2 !

n

n
nS

e

 
=  

 
 (2.1) 

After further approximations: 

 2( log ( )) 2 ( 2) 2

max 2 2
n nn e nS

− −   (2.2) 

For example, cracking/cloning a 64-bit unknown cipher requires a search 

complexity of 
( )( )

64 7064 2 2 22 2O
− 

 . Whereas, cloning a standard 64-bit known cipher 

with unknown secret-key having 64 bits requires to guess just the key with a 
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complexity of ( )642O . The security difference is obviously tremendous! A created 

SUC is considered as unknown or highly unpredictable/perfect if it is randomly 

selected from a class of size S approaching maxS .  

The Cloning Resistance Entropy (CRE) for a SUC can be defined as: 

 2log ( )CRE S=  (2.3) 

If the creator GENIE is not published then CRE is at maximum:  

 max 2 maxlog ( ) 2 ( 2)nCRE S n=  −  (2.4) 

If the GENIE is published, which constitute the worst case, then the minimum CRE is:  

 min 2log ( )gCRE S=  (2.5) 

Where gS  is the class-size of the cipher-class offered by the GENIE. The challenge 

on the cipher designer is to design gS to be as large as possible with acceptable 

complexity.  

3.2.4.2 SUC Modeling Resistance 

A cipher is considered as practically unclonable by modeling if it is not feasible to 

store all the challenge-response space as much as the Cipher Codebook Size CCBS: 

 0  2    nCCBS =   (2.6) 

Where 0  is the contemporarily valid infeasible cryptographic time and/or memory 

complexity level. 
80

0 2   is considered as adequate for traditional contemporary 

cryptography. 
160

0 2   is taken as adequate for post-quantum cryptography. For 80-

bits ciphers n=80, that is CCBS=280. For low-cost practical consumer applications 

even n=64 may be acceptable.  

Otherwise all conventional security considerations in designing ciphers should be 

considered when designing SUC class. 

The Concept’s Summary: Our key-concept assumes that future non-volatile VLSI 

technologies would become smart-enough to allow self-creating/mutating of 

permanent unknown secrets or even operational and usable unknown cryptographic 

functions at unknown physical locations. We further assume that invasive physical 

attacks on such devices would become practically infeasible especially when creating 

hard-to-trace physical one-way functions in 3D technologies. The resulting systems 

may be considered as practically-perfect if invasive attacks do not pay off. This is a 

very essential aspect for mass products as those of consumer and vehicular technology.  
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As a result, VLSI-progress is offering a new paradigm of hard-wired unknown 

mappings with similar impact on cryptography as that of the mathematical one-way 

functions in public-key cryptography. Physical functions are expected to offer even 

much larger operational space than mathematical functions as physics is dealing with 

additional dimensions like space and time compared to the mathematical functions 

which are limited to abstract mappings. 

3.3 Technology Oriented SUC Self-Creation Concept 

Creating SUC practically in a chip requires running an irreversible one-time 

software process (coined as GENIE) to create internally permanent unknown 

mappings that should be selected randomly by means of a TRNG. Hence, a smart 

System on Chip (SoC) with internal self-reconfiguration capability in a non-volatile 

(NV) FPGA environment is then required. This SoC should also embed a TRNG and 

a microcontroller to run the cipher-creating GENIE processes. 

3.3.1 Basic SUC Creation Scenario in SoC FPGA Devices 

Figure 3.2 describes a sample scenario for embedding SUC in a System on Chip 

(SoC) non-volatile FPGA devices.  
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Kick out the GENIE

Trusted Authority

Created Secret
Cipher known
only to the chip

12 Load GENIE

3

GENIE

TRNG

SUC creation

4

SoC FPGA SNu

SUCu

Secured “Units Individual 
Records” UIRs (to be kept secret)

KTA

KTA

SNn

Xn,0 Yn,0

… …

Xn,i Yn,i

… …

Xn,t-1 Yn,t-1

Xu,i

Yu,i

GENIE

TRNG

SN1

X1,0 Y1,0

… …

X1,i Y1,i

… …

X1,t-1 Y1,t-1

SNu

Xu,0 Yu,0

… …

Xu,i Yu,i

… …

Xu,t-1 Yu,t-1

 

Figure 3.2. Basic concept for creating SUC in SoC FPGAs 
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The FPGA device personalization process may proceed as follows:  

• Step 1: A Trusted Authority (TA) uploads a software package called “GENIE” 

that contains an algorithm for creating internally random secure ciphers. 

Additionally, a reference store coined as Cipher data base (CDB) of 

cryptographically strong functions is included to select designs and parameters 

for each SUC. The TA uploads the GENIE for a short time into each SoC FPGA 

unit and triggers it to run for just one time.  

• Step 2: After being loaded into the chip, the GENIE is triggered to create a 

permanent (non-volatile) and unpredictable random cipher. The cipher design 

components are completely randomly selected by deploying random bits from 

a TRNG within the chip. 

• Step 3: After completing the uSUC  creation, the GENIE is completely deleted. 

• Step 4: by completing step 3, the SoC FPGA unit u contains its unique and 

unpredictable uSUC . TTP personalizes unit u by challenging its uSUC  with a 

plaintext challenge set  1 ( ),0 , , 1,  , ,u u u tX X X −  to get the corresponding 

ciphertext response set  ,( ),0 ,1 1,  Y , ,Yu u u tY − . The two sets are stored securely 

as secret records in the Units Individual Records (UIR) labelled by the Serial 

Number of the device uSN . UIRs are kept secret by TA. A secret TA-individual 

key TAK  may be added to the SUC design for multi-TA usage. 

The X/Y pairs can be used later by TA to identify and authenticate devices. The 

concept is comparable to a PUF with the advantage that SUC based design is capable 

to recover X from Y by using the inverse function 
1SUC-
 or the same involutive SUC 

in case of involutive cipher.  

Most industrial applications do not consume the whole FPGA resources. Hence, if 

the SUC has a low complexity, then it can be embedded in the free FPGA resources 

and may be incrementally added in the unconsumed FPGA fabric area resulting with 

possibly zero costs. Figure 3.3 describes a possible scenario for embedding SUC in a 

System on Chip (SoC) FPGA. The SoC FPGA embeds functional blocks that are not 

using all the FPGA fabric area and the NVM. In this scenario, the GENIE should 

implement the SUC hardware blocks by using the free FPGA logic elements, free 

multiplier blocks, and the free SRAM blocks. Also, the GENIE implements the 

software SUC in the free NVM. In this case, the possible hardware and software 

components of the implemented SUC can be distributed at possibly unknown 

individual locations in each mutated device. 
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Figure 3.3. Embedding SUC blocks in free SoC FPGA areas with zero-cost  

3.3.2 A Generic Physical Identification Protocol for SUC Units 

After finalizing the personalization process as in Figure 3.2 (Step-4), TA has for 

each SoC FPGA a secret record in the UIRs including X/Y pairs.  

In reference to Figure 3.4, a sample two-way protocol can be used to identify a physical 

unit u ( uSN ), having uSUC  and 
1

uSUC−
 structures as follows: 

• Step 1: TA selects randomly one of the , ,/u i u iX Y  pairs and challenges unit u 

with ,u iY . Unit u uses its 
1

uSUC−
 structure to decrypt ,u iY  to deliver the 

corresponding cleartext  ' 1

, ,( )u i u u iX SUC Y−=  and sends '

,u iX  to TA.  

• Step 2: If '

, ,u i u iX X=  then the unit is deemed to be authentic and can be 

accepted.  Otherwise u is not authentic and should be rejected. The pair 

, ,/u i u iX Y  is marked as consumed and should not be used later for highest 

security level. 
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Figure 3.4. Generic protocol for SUC 

In [54], two generic identification/authentication protocols have been proposed. 

The protocols attain very efficient identification management by avoiding the use of 

large storage of challenge/response pairs to identify consumed X/Y pairs by the device. 

For example, the device requires just 1024 bits to identify 1024 consumed X/Y pairs. 

A further refined protocol is presented which even do not need to delete the used pairs 

after being used for identification. 

3.3.3 Requirements on the SUC-Creating "GENIE" 

The most difficult and challenging task in creating SUCs is how to devise and run 

a “GENIE” software with acceptable complexity in memory and time in the target SoC 

units. This is highly dependent on the existing technology infrastructure.  

The requirements for an ultimate creation environment can be summarized as follows:   

• A non-volatile FPGA fabric with self-reconfiguration capability to result with 

permanent hardwired structures created by an unrepeatable single-event 

process by the GENIE program. Such technology is not yet available. 

However, it is expected to be available in the near future. The nearest available 

non-volatile technology is Microsemi SmartFusion®2 SoC FPGA devices. 

However, without a self-reconfiguration capability. 

• The created SUC structures should be non-removable. That is, a secured one-

way locking mechanism to prohibit later self-reconfiguration capability is 

necessary.  

• Low GENIE run-time complexity. 

• Low software complexity and run time in downloading and deleting the 

GENIE. 

• The locations of the created SUC functions should be hard to find or to predict. 
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• The used SUC functions, their parameters and their operation sequence and 

contents should be unpredictable.  

• The attained SUC security-level should be acceptable even when the “GENIE” 

is completely published, disclosed or somehow become known to the attackers. 

3.4 Summary 

This chapter introduced the new paradigm of unknown ciphers as SUCs and 

discussed its validation of Kerckhoffs’s principles. It also presents SUCs’ clonability 

and modeling resistance bounds. Moreover, a primary mechanism for self-

creating SUC in modern SoC FPGA is shown with a sample authentication protocol 

for SUC-enable devices by a trusted authority. 
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 SUC Creation Mechanisms 

4.1 Motivation and Problem Formulation 

The last chapter introduced the new concept of SUC, showing that creating SUC 

requires self-reconfiguring non-volatile SoC FPGAs. However, this technology 

requirement is not fulfilled by contemporary devices. Hence, novel mechanisms are 

proposed to allow creating SUCs in modern SoC FPGAs. 

The first creation mechanism targets Microsemi SoC FPGAs, that use non-volatile 

technologies. The first proposed mechanism is based on embedding a configuration 

bitstream manipulator inside the system controller to grant internal bitstream 

manipulation by the GENIE to create SUCs. This creation mechanism can be deployed 

efficiently by the SoC FPGAs manufacturer. However, it is not usable by other parties 

that do not have full knowledge about the configuration bitstream format. Hence, a 

second practical SUC creation mechanism is proposed for realizing SUC in 

contemporary volatile and non-volatile SoC FPGAs technologies. 

This chapter is mainly based on the work published in [55][60]. 

4.2 Novel Template-Based SUC Creation Mechanisms 

SUC should be randomly and internally generated inside the chip in a post-

fabrication single-event process. Users, TA and manufacturer should have no access 

or influence on its creation process. The randomized creation process should not be 

liable to be back traced and the adversary should not be able to gain information or 

predict the created ciphers. The personalization process requires triggering the 

“GENIE” program to act in a single, unrepeatable event. The GENIE contains a set of 

cryptographic mappings library and a bitstream manipulation program. The GENIE 

triggers the true random source TRNG to get random stream of bits. Based on the 

received random bits, a random number of mapping from a large set of cryptographic 

mappings are selected and their operational parameters, contents and sequence are 

randomly specified. The creation process should be equivalent to the best-effort of a 

smart cipher designer doing his best to design a good cipher such that all created 

ciphers are different with a 100% probability. The resulting SUC should be finally 

stored irreversibly in a non-volatile structure within the FPGA.  

In the following, a novel technique is presented for a high-speed creation procedure 

of SUCs in SoC FPGAs. The creation concept is based on Bitstream-manipulation in 

a pre-defined FPGA layout template.  
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4.2.1 Inspiring SUC Structures from SoC Environment 

The Configuration bitstream contains all information about all Look Up Tables 

(LUT) contents, Block SRAMs, MACCs, I/O configuration for the pins and the exact 

placement and routing of all the used components in the design. Nowadays, FPGAs 

providers use bitstream encryption to protect designer IPs. The SoC FPGA embeds a 

decryption engine to decrypt the configuration bitstream internally before configuring 

the device. For Microsemi FPGAs, the user is not allowed to get access to the clear 

configuration bitstream. This process together with lack of public documentation about 

the bitstream format makes finding the locations of the bits to be manipulated in the 

SDT hardly possible. Therefore, a modified version of such FPGAs is necessary. The 

new version should allow bitstream manipulation and allow knowing the locations of 

the corresponding footprints of the template in the bitstream format. Otherwise, the 

proposed manipulator GENIE can be embedded by the FPGA manufacturer that 

should be trusted in this case. 

In some FPGA technologies, the LUTs contents can be located by analyzing the 

configuration bitstream. It is also possible to allocate the configuration bits 

representing the used interconnection resources inside the FPGA. LUTs are used to 

implement logical and mathematical functions in the FPGA fabric; In this thesis, 

substitution boxes are deployed in many of the presented SUC designs. Figure 4.1 

shows a sample RTL representation of a 4-bit S-Box. Each output bit iy  represents a 

logical function iF  of the inputs 3 2 1 0x x x x . Every 4-bit LUT can implement any 4 to 1 

logical function. Hence, each function iF  is implemented by the corresponding LUTi

. Each iLUT  is represented in the configuration bitstream by a consequent stream of 

16 bits describing the truth table of the 4 to 1 realized logical function. 

A 4-bit S-Box requires 4 LUTs as described in Figure 4.1. The total configuration 

bits required to implement a 4-bit S-Box is 64 bits. To implement a random S-Box, the 

GENIE can modify the corresponding 4 LUTs contents by selecting randomly one S-

Box content from a provided set of cryptographically strong 4-bit S-Boxes. 

Consequently, it is advisable to select the FPGA LUT-size for the mappings involved 

in the cipher design to attain the highest FPGA fabric utilization.  
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Figure 4.1. Sample representation of a 4-bit S-Box in the configuration bitstream 

The ultimate strategies and golden rules in creating SUCs in future programmable 

VLSI technologies can be summarized as follows: 

1. Recycle the existing unused free resources in a modern FPGA to come up 

with possibly zero-cost SUC design 

2. Let the existing free logical resources define and dictate the basic cipher 

mapping functions to be used in designing the GENIE cipher classes. 

3. Design new cryptographic mappings to make optimum use of such ready 

and free existing FPGA functions 

4. The implementation complexity is considered to be zero if the unused 

resources by device application, even complex resources are deployed to 

serve for the SUC structure 

5. SUCs are expected to be rarely used. Therefore, a time-hardware resources 

trade-off can be optimally made to reduce the overall system cost and 

complexity. For example; deploying free and functionally unused LUTs for 

realizing SUC is considered as zero-cost. 

6. Any resulting new cipher structure by deploying unused mapping resources 

worth to be investigated. This may result with excellent novel cipher 

classes which were not investigated by the scientific community due to 

their unacceptable high-complexity when proposed to be implemented as 

ciphering functions. 
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4.2.2 Template-Based SUC Creation Mechanism 

The key idea of the creation concept and targets are illustrated in Figure 4.2. 

According to Figure 4.2 (a), the design compiler of the FPGA investigates the 

floorplan of the existing design and seeks free gaps of unused FPGA-cells. A designer 

may also reserve some free layout areas/blocks as free-area to allocate the SUC 

structures there in a later incremental design compilation. The free areas (dashed area 

in Figure 4.2 (a)) are then routed and interconnected as an SUC-design-template (SDT) 

with default design-rules-safe contents. This SDT is downloaded completely equally 

for all units to be personalized. The layout of the free template is shown in Figure 4.2 

(a). 

During the personalization process, and when downloading the FPGA-bitstream 

into each individual unit as in Figure 4.2 (b), a random selection of cipher mappings 

and their parameters is programmed/configured in the free software/hardware 

templates respectively to make each unit differently unique. The GENIE should be 

smart enough to result with completely differently allocated, unpredictable and 

unknown ciphers as shown in Figure 4.2 (b), units 1 to n. 

Notice that, the SDT contains mappings and functionalities which may be or may 

not be used in the final generated SUC inside each individual unit. The software 

mappings, that constitute the SUC program, are distributed also randomly in blocks in 

the reserved non-volatile memory locations. The use and parameter selections of all 

reserved templates are completely randomly selected by the random bits generated by 

the TRNG module within the SoC unit. As the TRNG bits are completely 

unpredictable, the resulting ciphers 1SUC  to nSUC  are fully unknown, different and 

unpredictable in their location, sequence, contents and parameters as symbolically 

indicated in Figure 4.2 (b).  

Notice that, the SoC FPGA configuration bitstream is manipulated by the GENIE 

at the dedicated SDT locations according to the TRNG random source bits. Therefore, 

as shown for example in Figure 4.2 (b), the unit of 1SUC  has less blocks and are 

differently occupied at different locations compared with unit of nSUC .  
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Figure 4.2. A template-based concept for SUC generation in SoC FPGAs 

4.2.3 Technical Realization of a Template-Based SUC Creator 

Figure 4.3 illustrates a possible internal personalization process. It is also describing 

a concept for partially self-reconfiguring the SoC FPGA. During the personalization 

process, the Manipulator GENIE modifies the corresponding bits of the cryptographic 

mappings by randomly selecting cryptographic mappings from the Cipher Data Base 

(CDB). The blocks are filled up also directly by randomly selected contents. All 
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random selections are controlled by the TRNG bit source in an unpredictable way. The 

SoC FPGA configuration bitstream BS is modified to BS’ to accommodate the default 

SDT into it. For the FPGA personalization process, BS’ is normally encrypted to EBS’ 

for better production security in the user environment. Figure 4.3 illustrates the 

personalization process proceeding as follows: 

1. The encrypted bitstream EBS’ is downloaded equally to configure each 

SoC FPGA individually. EBS’ includes the application design together 

with the SDT.  

2. The resulting BS’ bitstream is manipulated in real time by the GENIE 

controller fed and instructed by the TRNG bits. Based on these true random 

bits, the controller selects some mappings from the CDB and selects 

random fill-up mappings correspondingly. The control unit manipulates the 

configuration bitstream 'BS  to generate 
'

uBS  for unit u. The result is now, 

an individual randomly personalized bitstream 
'

uBS  for the unit uSUC . 

Notice that, even if all units are personalized at the same time in parallel, 

each unit would create a different unpredictable and unknown own SUC. 

The probability to get two equal SUCs, even when not considering the 

cardinality of the key, is 1/ SUC  where SUC  denotes the cardinality of 

the SUC class. 

3. 
'

uBS  is now stored in the non-volatile software part and in the FPGA-fabric 

to permanently configure individually the device. This process can be seen 

as a single-event “electronic mutation” within each SoC-FPGA device. 

After completing this uSUC  personalization process, the manipulator GENIE is 

deleted and a reconfiguration-lock is irreversibly activated to prohibit any later FPGA-

fabric or software changes. The unit includes at this stage a permanent and operational 

individual Secret Unknown Cipher uSUC  which nobody knows. This makes the 

particular FPGA device physically unique with a probability approaching 100%. The 

only entity which can encrypt and decrypt according to the unknown cipher uSUC  is 

that particular unit without any possible substitute. Even the Trusted Authority (TA) 

does not know the cipher and cannot fabricate any physically equal unit. Notice also 

that, the locations of the used templates are not known. An invasive complicated attack 

is required to read the manipulated bitstream to be able to clone the unit. Each unit 

needs to be attacked individually, as cloning one unit would not make cloning another 

unit less complex. 
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Figure 4.3. SoC FPGA personalization process 

4.2.4 Sample Process for Creating SUCs in Microsemi FPGAs 

Modern SoC FPGAs incorporate an FPGA fabric together with one-core or multi-

core microcontroller. Thus, they constitute a rich environment for accommodating 

SUCs. Microsemi is the only contemporary provider of non-volatile FPGAs where the 

non-volatile configuration memory cells are distributed over all the FPGA fabric area 

and directly control the routing switches and look-up tables used to realize user logic. 

The fact that the non-volatile memory cells are distributed over the whole FPGA 

fabric, makes invasive attacks on the system very difficult. Other RAM-based FPGAs 

use a flash memory to store the configuration bitstream in a flash-memory outside the 

FPGA fabric. During each power up, the flash memory loads the configuration 

bitstream to the FPGA fabric which makes side channel attacks much easier. Non-

volatile technology does not need to reload bitstreams resulting with much higher 

physical security level. 

Figure 4.4 describes the design flow for creating SUCs in SoC FPGAs. This concept 

is dedicated for Microsemi SoC FPGAs and can be usable also for other SoC FPGAs: 

(1) The SUC design template is added to the device Application Core (AC) that can be 

compiled and locked against layout changes. (2) When considering to implement only 

the device application design, Libero SoC is used to generate the encrypted bitstream 

EBS corresponding to the device application core. (3) To generate a bitstream 
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including the SDT, incremental synthesis and routing of the SDT is performed which 

reduces the time for generating the updated bitstream accommodating the SUC 

template. The updated Encrypted Bitstream (EBS’) contains the application core 

together with the SDT. (4) When loading EBS’, a decryption engine residing inside the 

FPGA decrypts EBS’ to result with a clear bitstream BS’. (5) The Manipulator GENIE 

residing in each SoC modifies the bitstream BS’ during its loading by filling up the 

corresponding mapping bits with others presenting randomly chosen mappings. The 

manipulator GENIE generates a personalized bitstream, for instance 
'

1BS  for unit 1. 

(6) After personalization, the Manipulator GENIE is deleted and each SoC unit will 

embed its unique digital identity. 
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Figure 4.4. Possible process flow for creating SUCs in Microsemi-similar SoC FPGA environment 

Figure 4.5 describes the methodology used to create the SUC bitstream template 

including the dedicated device application core 'EBS . (1) The user application core is 

locked after compilation and its layout can also be locked to avoid any influence on 

the design performance. (2) The SDT is added to the locked Application Core. (3) The 
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software compiles and routes incrementally the SDT which will reduce the time 

required for SoC FPGAs unit’s personalization tremendously. (4) The generated 

encrypted bitstream 'EBS  includes the application core together with the SDT; parts 

of the configuration bitstream includes the SUC components (cryptographic 

mappings). The interest is focused on the randomly selected mappings that will be also 

modified internally by an internal random selection of strong cryptographic mappings 

as described in Figure 4.4. 
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Normally generates bitstream:  BS
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Figure 4.5. Efficient SDT creation by using incremental compilation  

4.3 Sample Software SUCs Creator  

4.3.1 Motivation 

In the previous section 4.2, we have described a novel concept allowing partial self-

reconfiguration in future SoC FPGAs, it is based on internal partial bitstream 

manipulation, this concept was proposed in [55]. To create SUCs, an SDT is deployed 

where some mappings in the SDT are selected randomly from a corresponding set. 

This operation is to be done internally inside the chip by the GENIE. Despite the 

novelty and efficiency of the proposed method in [55] (section 4.2), it requires having 

access to the configuration bitstream format, and hence it can be implemented 

efficiently even by the SoC FPGA manufacturer or when having access to the 

configuration bitstream format.  
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Hence, a user practical concept for creating SUC is required when having no access 

or information about the configuration bitstream format, this constitutes the main 

purpose of the work presented in this section. In the following, a new less-secure 

mechanism for creating random ciphers in existing SoC FPGAs is described. A sample 

realization of this concept is prototyped in Microsemi SmartFusion®2 SoC FPGA but 

it can be implemented similarly in all modern volatile and non-volatile SoC FPGAs. 

4.3.2 Novel Software SUC Creation Concept 

This section describes a novel SUC creation concept. As a requirement, the 

following components should be embedded within the targeted SoC FPGA to 

implement the proposed SUC creation concept: 

• Microcontroller for running the GENIE operations, it should also embed a 

sufficient non-volatile memory for storing parts of the GENIE 

• Cryptographic cores: mainly, a cipher such as Advanced Encryption Standard 

(AES), PUF (or pseudo-PUF) and a True Random Number Generator (TRNG) 

• An FPGA fabric with SRAM memory blocks 

The SUC creation concept proceeds in three steps: 

• SUC Design Template (SDT) creation 

• One-Time SUC personalization 

• SUC reinitialization 

In the following, each step is described in details. 

4.3.2.1 SUC Software Creation Mechanism  

SUC is a randomly and internally self-generated unknown and unpredictable cipher. 

The first step to create an SUC is to design a cipher where some or all of its mappings 

or keys can be selected randomly, here we opt for SDT concept proposed first in [55] 

and presented in section 4.2. In this work, the SDT makes use of some logic elements 

and SRAM block(s) as described in Figure 4.6. The logic elements are used to 

implement SUC state machines (SUC SM), multiplexers, etc. whereas the SRAM 

block(s) are used to store the random mappings or keys loaded to it during 

reinitialization process. 

The SDT is an HDL design that can be compiled incrementally and added to the 

end product design as proposed in [55] (see Figure 4.4). The resulting configuration 

bitstream would be used to configure all SoC FPGAs equally where the area location 

of the SDT is fixed. The configuration bitstream contains also the software application 

that will run in the processor (ARM Cortex M3, Cortex-A9, …). The software 

application includes the GENIE Application Programming Interfaces (APIs). It is also 



 

 Creating Random Unknown Ciphers as Digital PUFs and their Applications 

4. SUC Creation Mechanisms  43 

possible that each producer locates the SDT in its preferable area location in the FPGA 

fabric.  
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Figure 4.6. SUC design template creation process 

4.3.2.2 One-Time Personalization Process 

After finalizing the SDT creation process, each SoC FPGA embeds the same SDT 

in the FPGA fabric. The one-time personalization process is to be accomplished by the 

GENIE which is a software application that resides in the eNVM as shown in Figure 

4.7. 

The GENIE contains the following components: 

• Set of cryptographic mappings: set of well selected mappings with good 

cryptographic properties to be used during personalization process to create 

unique SUCs. 

• Personalization process API: It gets random numbers from the TRNG and 

selects randomly couple of mappings from the set of cryptographic mappings. 

It is also possible to generate a set of keys that can be used with the SDT. After 

that, the selected mappings are encrypted by using a standard cipher such as 

AES keyed with a memoryless key provided by the PUF. The encryption of 

the selected mappings protects the mappings from being disclosed to an 

adversary. The encrypted mappings or keys are stored in the eNVM.  
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After completing the personalization process, the personalization process API 

and the set of cryptographic functions should be erased from the memory 

• Reinitialization Process API: this API only initializes the SRAM block(s) by 

the generated mappings or keys. It starts by decrypting the stored encrypted 

mappings or keys in the eNVM and then loads the clear mappings or keys to 

the SRAM block(s). After each power-on, the reinitialization process API runs 

to initialize the SRAM block(s). Hence, it should be kept stored in the eNVM. 
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Figure 4.7. One-time personalization process of SoC FPGA unit u 

4.3.2.3 Reinitialization Process 

The SUC random mappings or keys are stored in a volatile memory (RAM) block(s) 

in the FPGA fabric. After each power-on, reinitializing the RAM block(s) is 

mandatory. This operation is accomplished by the Reinitialization Process API which 

decrypts the stored encrypted mappings or keys stored in the eNVM and loads the clear 

data to the RAM block(s) as shown in Figure 4.8. 

Notice that, the random ciphers are generated internally such that the random 

components selections depend on some random and unpredictable values generated by 

the TRNG. Hence, the randomly generated cipher is known only to the SoC FPGA and 

is unknown to all other parties even the manufacturer. This requires an assumption that 

the chip manufacturer does not fake the creation process by embedding some known 

random bits to be used. 
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Figure 4.8. Reinitialization process of SoC FPGA unit u 

4.3.3 Sample Implementation Case as Feistel-like SUC 

A use-case implementation of SUC by deploying this concept is presented in section 

5.7. The SDT is based on substitution permutation network structure deploying 8 8-bit 

S-Boxes. The 8 8-bit S-Boxes are selected randomly from a class generated by using 

optimal 4-bit S-Boxes as Feistel network rounds functions. The set of cryptographic 

functions contains all Serpent-type 4-bit S-Boxes. The personalization process API 

deploys some random numbers from the TRNG to select couple of 4-bit S-Boxes from 

the set of cryptographic functions and then generate the 8 8-bit S-Boxes. Then it stores 

them encrypted in the eNVM. After each power-on, the reinitialization process API 

decrypts the stored encrypted 8 8-bit S-Boxes and loads the clear 8 8-bit S-Boxes to 

one large SRAM (LSRAM) block. 

4.4 Summary 

This chapter presents first a novel mechanism for allowing partial self-

reconfiguration in SoC NV-FPGAs. This mechanism is based on embedding a 

proposed configuration bitstream manipulation tool in the system controller that is 

responsible for configuring the SoC NV-FPGA. This mechanism can be seen as an 

ultimate solution however it has practical limitation because the NV-FPGAs 

configuration bitstream format is known only to the manufacturer. Hence, our first 

proposed SUC creation mechanism in SoC NV-FPGAs can be practically implemented 

only if the-FPGA manufacturer offers special manipulation capabilities. 
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To overcome the limitation of the first SUC creation mechanism, this chapter 

presents a second novel practical and pragmatic less secure mechanism for creating 

SUCs in volatile and non-volatile SoC FPGAs, it deploys the embedded SRAM blocks 

in the FPGA fabric to store the randomly selected mappings and keys by the GENIE. 

These mappings and keys are also stored in an encrypted form by the help of the 

manufacturer PUF in the eNVM to be used for a reinitialization process.  
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 SUC-Classes as Block Ciphers 

5.1 Motivation and Problem Formulation 

In the previous chapter, novel mechanisms for creating SUC in SoC FPGAs were 

presented. The main idea is based on internally and randomly selecting some mappings 

used in the SDT. This chapter presents three SDTs based on random block ciphers: 

Non-Involutive SUC (NI-SUC), Involutive SUC (I-SUC), and Feistel-like SUC. I-SUC 

is an involutive design performing both encryption and decryption operations with the 

same circuit. Whereas NI-SUC is non-involutive, hence it is required even to 

implement the decryption circuit or use different variants of communication protocols 

to achieve similar usage. Feistel-like SUC is an involutive design targeted especially 

to be used with the second mechanism (section 4.3) for creating SUCs in SoC FPGAs. 

This chapter is mainly based on the work published in [55][60]. 

5.2 Definition of SUC based on Random Block Ciphers 

SUC is a randomly and internally self-generated cipher inside a chip, where the user 

has no access or influence on its creation process. Even the device manufacturer should 

not be in a position to back-trace the creation process and deduce or predict the created 

random cipher. An individual unknown cipher is created in each unit after an 

unrepeatable single event and irreversible process. Each generated SUC can be seen as 

an invertible unknown Pseudo Random Function (PRF); defined as follows: 

 
   : 0,1 0,1

n m
SUC

X PRF Y

→
 (4.1) 

and its inverse mapping as: 

 
   1

1

: 0,1 0,1
m n

SUC

Y PRF X

−

−

→
 (4.2) 

An SUC when designed as a block cipher, requires that m n . For lowest 

implementation complexity, an involutive SUC is a good choice. In that case 
1SUC SUC−= . For optimum space utilization m n= , (input and output spaces are 

equal) the cipher is then defined as a Pseudo Random Involution PRI: 

 
   : 0,1 0,1

n n

PRI

SUC

X Y

→
 (4.3) 

where  ( ( ))SUC SUC X X=  for all  0,1
n

X  . That is, encryption and decryption 

operations use the same mappings resulting with minimum realization complexity.  
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5.3 Non-Involutive SUC Cipher Structure 

For efficient performance, SUC should consume low software and hardware FPGA 

resources to be implemented possibly at zero cost in the free available FPGA 

resources. This section describes a first proposed SUC class coined as Non-Involutive 

SUC (NI-SUC). 

5.3.1 Description of Non-Involutive SUC Design Structure 

The proposed NI-SUC is a random cipher based on Substitution Permutation 

Network (SPN) structure designed to optimally use the FPGA resources. Figure 5.1 

describes the overall NI-SUC cipher structure having a block size of 64 bits. The cipher 

includes 31R =  rounds where 1R+  keys are generated by a key scheduling algorithm. 

For each round, a round key iK  is XORed before the substitution layer and after the 

last round. The substitution layer includes 16 randomly 4-to-4-bit mappings selected 

from the class of Serpent-type 4-bit S-Boxes that will be presented in section 5.3.2. 

Serpent-type 4-bit S-Boxes [61] have optimal differential, linear and algebraic 

properties. The diffusion stage is implemented as fixed bit permutation described in 

section 5.3.3.  

bit permutation
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Figure 5.1. NI-SUC structure 
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5.3.2 Library of 4-bit S-Boxes for the Creation GENIE 

This section presents S-Boxes cryptographic properties and classes of good 4-bit S-

Boxes. It also describes the selected class of 4-bit S-Boxes used in the proposed SUC 

designs in this chapter. 

5.3.2.1 Cryptographic Properties of S-Boxes 

5.3.2.1.1 Linear Resistance 

The only nonlinear component in NI-SUC is the S-Boxes which constitute a 

confusion layer. In this section, we investigate the nonlinearity of the S-Boxes.  

Walsh transformation is a useful tool for linear cryptanalysis. Let 

2 2 2:  and n n nf → F F F , the Walsh transformation of f at   is defined by: 

 
2

( ) .
( ) ( 1)

n

f x x

f

x

W







= −
F

 
(4.4) 

With (⋅) denotes the dot product of two vectors such that: 

1 1 2 2 0 0. . . ... .n n n nx x x x   − − − −=    . It is clear that ( )fW   ranges from to 

2 to 2n n− . 

Let an S-Box: 2 2: n nS →F F , for any vector 2

nbF  the corresponding component 

function bS  is defined as: 

 
2 2:

. ( )

n

bS

x b S x

→

→

F F
 (4.5) 

For 2

naF , the component function linearity is defined as:  

 
2

. ( ) .
( ) ( 1)

n

b S x a xW

b

x

S a




= −
F

 
(4.6) 

The linearity of the S-Box 2 2: n nS →F F  is the maximum linearity of its component 

functions:  

  
2 /0

( ) max ( )
n

W

b
a

Lin S S a


=
F

 (4.7) 

The nonlinearity of the S-Box 2 2: n nS →F F  is the minimum nonlinearity of its 

component functions: 

 
1 1

( ) 2 ( )
2

nNL S Lin S−= −  (4.8) 
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5.3.2.1.2 Differential Resistance 

In this section, S-Boxes differential resistance is investigated. The best 4-bit S-Box 

has the characteristic such that one-bit input change causes at least two output bits 

change. A good diffusion layer associated with such S-Boxes increases the cipher 

resistance to differential cryptanalysis. 

For an n-bit S-Box S, considering two inputs 'X  and ''X  with the corresponding 

outputs 'Y and ''Y . Let 
' ''X X X =   be the input difference and 

' ''Y Y Y =  be the 

output difference, with  
2 2

and n nX Z Y Z    . 

The differential resistance is defined as: 

  
2

( ) max # ( ) ( )
nx Z

Diff S S x S x X Y


=  + =   (4.9) 

( )Diff S  gives the maximal probability of finding any fixed nonzero input 

differences and the corresponding output differences. Hence, the S-Box is secure 

against differential attack if it has small ( )Diff S . 

5.3.2.1.3 Branch Number 

The branch number of an n n  bit S-Box is:  

  
,

( ) min ( ) ( ( ) ( ))
a b a

BN S wt a b wt S a S b


=  +   (4.10) 

Where 2, na bF . It is clear that the branch number of a bijective S-Box is at least 2. 

5.3.2.2 SUC-Usable Classes of 4-bit S-Boxes 

This section presents two classes of 4-bit S-Boxes from the literature: optimal 4-bit 

S-Boxes and Serpent-type 4-bit S-Boxes. SUC designs in this chapter deploy the 

second class. 

5.3.2.2.1 Optimal 4-bit S-Boxes 

Let 2 2: n nS →F F  be a 4-bit S-Box, S is an optimal 4-bit S-Box if the following 

conditions hold:   

1. S is a bijection  

2. ( ) 8Lin S = , let 
4

2,a bF  be the input and the output respectively, if 

( ) ( ) 1wt a wt b= = , then it holds that ( ) 4Lin S = ,  

3. ( ) 4Diff S = , let 
4

2,a bF  be the input differences and the output 

differences respectively, if ( ) ( ) 1wt a wt b= = , then it holds that ( ) 2Diff S =  
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The total number of all possible 4 to 4-bit mappings is 
44 22   and the number of all 

possible permutations (bijective mappings) out of them is 
4 442 ! 2 ! 2n =  . In [61], the 

affine equivalence classes of bijective 4-bit S-Boxes have been exhaustively analyzed. 

There exist 
20.41 032 2396   such optimal 4-bit S-Boxes ordered in 16 classes.  

5.3.2.2.2 Serpent-type 4-bit S-Boxes 

A Serpent-type 4-bit S-Box [61] has a linearity ( ) 8Lin S =  and differential 

resistance ( ) 4Diff S = . In addition to that, any one-bit input difference causes at least 

two bits output difference i.e. BN=3. Hence, all S-Boxes in this class have an average 

differential and linear probabilities 
22p −= . This criterion increases the number of S-

Boxes involved in linear or differential characteristics and hence increases the attacks 

complexities. According to [61], the number of Serpent-type 4-bit S-Boxes is 
212,211,840 2 . 

5.3.3 Non-Involutive SUC Bit-Permutation Mapping 

To attain adequate hardware efficiency, we propose to use a bit permutation stage 

which deploys only the interconnections fabric for the diffusion layer. Table 5.1 

describes a new fixed bit-permutation that is devised and investigated to be deployed 

in the NI-SUC design. The bit position i of round r is mapped to bit position ( )p i  of 

the next round 1r + . This bit permutation has the property that the outputs of any S-

Box in round r are connected to the inputs of 4 different S-Boxes in round 1r + .   

Table 5.1. NI-SUC bit-permutation 

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

p(i) 0 4 8 12 16 20 24 28 32 36 40 44 48 52 56 60 

i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

p(i) 1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 

i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 

p(i) 2 6 10 14 18 22 26 30 34 38 42 46 50 54 58 62 

i 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 

p(i) 3 7 11 15 19 23 27 31 35 39 43 47 51 55 59 63 

5.3.4 Proposed Key Scheduling Algorithm 

The LUTs in a non-volatile technology can be deployed to efficiently store keys. 

Figure 5.2 shows a novel Random Key Scheduling Algorithm for NI-SUC ( )NIRKSA , 

to accommodate 32 fully random keys of length 64 bits in 64 LUTs. It is based on 

using random 4 to 1 mappings :j
i

j

ik
F C k→ , where C is the 4 bits LSB or the 4 bits 
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MSB of the rounds counter and 
j

ik  denotes the subkey bit j of round key i. All the 

mappings j
ik

F  are 4-to-1 LUTs. Hence one LUT stores 16-bit key. NIRKSA  requires 

64 LUTs for all random mappings j
ik

F . 

i
k

TRNGManipulator GENIE

4 bits4 bits

64 bits

63
ik

F 32
ik

F

4 bits4 bits

31
ik

F 0
ik

F

5-bit Up-Down Counter

 

Figure 5.2. Random key scheduling algorithm 

To realize NIRKSA , the GENIE manipulates randomly the configuration bitstream 

for the 64 LUTs by direct use of the random bits generated by the TRNG. The whole 

created key is then fully unpredictable and unknown. The up-down counter is used to 

allow both encryption and decryption operations. NIRKSA  generates the encryption 

round-keys by counting-up and the decryption round-keys by counting-down.  

As each LUT is a 4 to 1 mapping having 
42 162 2=  possibilities, the cardinality (key 

space) of NIRKSA  is: 

 

42 64 10242 2

1024

NIRKSA

Or the key Entropy Bits

 =

− =
 (4.11) 

Figure 5.3 presents a general description of the NIRKSA . The key update function 

is defined as 
0 1F F F= , where 63 62 320 ...

i i ik k k
F F F F= and 31 30 01 ...

i i ik k k
F F F F= .  
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Figure 5.3. General description of RKSANI 

5.3.5 Cardinality of NI-SUC Cipher Class 

NI-SUC deploys a randomly selected 16 4-bits S-Boxes from the class of Serpent-

type S-Boxes, and a fixed bit permutation. For each unit, the resulting SUC depends 

on the randomly selected S-Boxes and the vectors of the key scheduling algorithm. 

For NI-SUC, with block size of N-bit, and number of different substitution layers |SL| 

using 4-bit Serpent-type S-Boxes, the cardinality of the Class of NI-SUC is: 

 
2log (#Serpent-type 4-bit S-Boxes)

4- 2
N

SL

NI SUC
 

=  (4.12) 

For a block size 64N bits=  and one distinct round |SL|=1, the number of all creatable 

ciphers (cipher class cardinality) is: 

 
21

2

64
log (2 )

3364- 2 2NI SUC


=    

As the key space is 10242NIRKSA  . That is 10242  different key choices are possible 

for each NI-SUC S-Boxes set selections. Therefore, the total number of possible 

creatable SUCs with secret unknown keys is: 

 
1024 326 1350

1 2 2
NI

g RKSA
S NI SUC += −     

A single unknown choice out of this huge number of ciphers can be considered as 

practically unknown cipher with a cloning resistance entropy of 1350 bits. It is upper 

bounded by ≈ 20.4 x 31 x 16 + 1024 = 11 142 bits for 31 rounds. 

5.4 Involutive SUC Design Template 

5.4.1 Involutive SUC Structure 

This section describes an involutive SUC coined as I-SUC. It is using special 

random involution ciphers class inspired from existing FPGA fabric structures, the 

ciphers design is based on SPN with number of rounds R=32. I-SUCs have the 

advantage that the same design is used for both encryption and decryption operations. 

To create an involution cipher based SPN structure, the basic requirements is to use 
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involutive S-Boxes and involutive diffusion layer. Involutive S-Boxes were used in 

many lightweight block ciphers such as KLEIN and NOEKEON to save the cost of 

implementing S-Boxes inverses. Furthermore, the key scheduling should be also 

designed such that the whole cipher constitutes an involution resulting with fully equal 

processing unit for both encryption and decryption operations. Figure 5.4 descibes the 

I-SUC block structure. I-SUC uses, in difference to the former cipher class, 16 

randomly selected however, only Involutive optimal 4-bit S-Boxes (S0 to S15).  

Moreover, I-SUC deploys a fixed involutive diffusion layer. Notice that the final round 

includes only a substitution layer. 

Plaintext/Ciphertext 

Involutive Diffusion Layer (Permutation P) 

Ciphertext/ Plaintext 

15S 14S 13S 12S 11S 10S 9S 8S 7S 6S 4S 3S 2S 1S 0S5S

0K

Involutive Diffusion Layer (Permutation P)

iK

2RK −

15S 14S 13S 12S 11S 10S 9S 8S 7S 6S 4S 3S 2S 1S 0S5S

15S 14S 13S 12S 11S 10S 9S 8S 7S 6S 4S 3S 2S 1S 0S5S

 

Figure 5.4. I-SUC using micro involutive S-Boxes 

5.4.2 The Library of Involutive S-Boxes 

In [62], all the 4-bit involutive (self-inverse) S-boxes with linear, differential and 

almost resilient analysis were investigated. According to [62], the number of such 

optimal involutive 4-bit S-Boxes is found to be 
17.151 20 245 9   . 

5.4.3 Proposed New Involutive Diffusion Layer 

In order to use the same cipher for encryption and decryption operations, the 

diffusion layer should be an involution. An involutive linear transformation from [63] 

is modified for the proposed cipher as shown in Figure 5.5  and described formally in 

equations (4.13) and (4.14). It is designed to optimally make use of the hosting FPGA 

resources. The linear transformation is only involutive for even number of S-Boxes.  
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Let 
out

iS  be the 4-bit output of the thi  S-Box, the XOR sum of the outputs of all 16 

involutive S-Boxes is: 

 
15

0

out

i
i

Sum S
=

=  (4.13) 

Each 4-bits output (Outi) of the linear transformation are defined as follows: 

 
out

i iOut S Sum=   (4.14) 

The overall involutive diffusion layer P is defined as: 

 15 14 0 15 14 0( || || ... || ) || || ... ||out out outP X S S S Out Out Out= =  (4.15) 

Where || denotes the concatenation operation. 
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Figure 5.5. I-SUC round having involutive substitution and diffusion stages with an XORed round key 

5.4.4 Conditions on I-SUC to Yield an Involutive Cipher 

For R rounds I-SUC, let SLi with 0 1i R  −  be a random involutive Substitution 

Layer i, and the fixed diffusion layer P. Let X be the input plaintext and Y be the output 

ciphertext, then:  

 
( )( )( )( )( )( )2 0

1 2 0

- ( )

...R

R R

Y I SUC X

SL K P SL K P SL X−

− −

=

=  
 (4.16) 
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For an I-SUC to be involutive, the decryption function should be the same as the 

encryption function however with reversed key order, that is:  

 
( )( )( )( )( )( )0 2

1 2 0

- ( )

... R

R R

X I SUC Y

SL K P SL K P SL X−

− −

=

=  
 (4.17) 

If P and key XORing operations commute, such that ( ) ( )r rP X K P X K =    in any 

round r (see the necessary conditions in the theorem and key deriving equation (4.20) 

below) then : 

  ( )( )( )( )( )( )0 2

1 2 0... R

R RX SL P K SL P K SL Y−

− −=    (4.18) 

In that case, the same hardware mappings can be used for encryption and decryption 

by just reversing the key order. 

To fulfil (4.18), and let I-SUC be involutive, the substitution layers need to fulfill the 

following conditions: 

 1

0 : 1 ; for  even
2

with
1

0 : 1 ; for  odd
2

R i i

R
R

SL SL i
R

R

− −

 
− 

 
= 

−  −  

 (4.19) 

Designing I-SUC according to (4.19) results with a large class of I-SUCs since a 

new set of involutive S-Boxes can be randomly selected in about 50% of the cipher 

rounds. However, this would result with high hardware complexity. Hence, we 

propose to use the same random substitution layer 0SL  equally in all rounds.  

To fulfill the required commutative property between P and the XORed Key, the 

following theorem provides the derived design requirements.  

Theorem. Let P denotes the diffusion layer of I-SUC, and let the key of round r be 

15 14 0|| || ... ||r r r rK K K K= .  

If 15 14 1 0... 0r r r rK K K K    = , then: 

 ( ) ( )r rP X K P X K =   (4.20) 

Proof. Let 15 14 0|| || ... ||r r r rO O O O=  be the output result of the diffusion layer output 

XORed with the round key rK , such as: 

 15 14 0( || || ... || )out out out r rP X S S S K O=  =   

According to (4.13) and (4.14), we have: 
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15

0 1 15

0

...

( )

out out out out

i

i

r r out r

i i i i i

Sum S S S S

O Out K Sum S K

=

= =   

=  =  


 

To compute 
'( )r rP X K O = , first we have: 

15

0 15 15 0

0

'

' ( ) ( ... ) ( ... )

' ( )

out out out r r

i i

i

r out r

i i i

Sum S K S S K K

O Sum S K

=

=  =     

=  


 

For 
'r r

i iO O= , the following condition should hold: 

15 0' ... 0r rSum Sum K K=    =  

This condition can be fulfilled by taking any 4-bit key symbol equal to the XORed 

sum of the remaining key symbols, for instance:  

 15 1 0...r r rK K K  =  (4.21) 

5.4.5 Key Scheduling Algorithm for I-SUC Structure 

Figure 5.6 describes the Random Key Scheduling Algorithm for I-SUC design (

IRKSA ) for R=32 rounds with 31 keys. In each round r, a round key 

15 14 0|| || ... ||r r r rK K K K=  is generated according to (4.21) such that 15 1 0...r r rK K K  = . 

In this sample design, 60 LUTs are filled-up as unknown secret key randomly by the 

GENIE while 20 LUTs implement the XORing operations to generate 0

rK . In this case, 

the key cardinality is: 

 
42 60 9602 2IRKSA  =  (4.22) 
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Figure 5.6. Key scheduling algorithm for I-SUC 

5.4.6 Cardinality of the Created I-SUC Class 

I-SUC deploys 16 random S-Boxes selected from the class of optimal 4-bit 

involutive S-Boxes, and a fixed linear diffusion layer. 

For I-SUC, with block size N, using optimal 4-bit involutive S-Boxes, the cipher-class 

cardinality due to the number of possible S-Boxes choices for |SL| different rounds is: 

 2log (#   4-  - )
4- 2
N

Optimal involutive bit S Boxes SL

I SUC
 

=  (4.23) 

For I-SUC with a block size N=64 bits, |SL|=1, the cardinality of this class is: 

 2log (145920)
2744- 2 2

N

I SUC


=    

Notice that the key space is 9602IRKSA  . That is 9602  different key choices do exist 

for each I-SUC S-Boxes choice. Hence, the total number of possible I-SUCs with keys 

is: 

 
960 274 1234

2 2 2
I

g RKSA
S NI SUC += −    (4.24) 

I-SUC is a practical low-cost SUC version with a cloning-resistance-entropy of 1234 

bits. It is upper bounded by ≈ 17.15 x (32/2) x 16 + 960 = 5 350 bit for 32 different 

rounds. 
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5.5 Security Analysis of NI-SUC and I-SUC Classes 

The proposed cipher classes are ciphers with unknown S-Boxes and keys. 

Therefore, first the traditional known attacks on ciphers with similar structures are 

presented.  

At Eurocrypt 2001, Biryukov and Shamir investigated the security of AES-like 

ciphers with key dependent S-Boxes and affine transformation, they successfully 

cryptanalyzed two and half rounds by using multiset attack [64]. The attack was 

improved in [64] to successfully cryptanalyze Substitution Affine Networks (SAN) of 

three rounds with unknown or key dependent m-bit S-boxes and n n  bits affine layers 

with complexities 22 m  chosen plaintexts and 
32 ( / )m n m  time steps. In [65], Borghoff 

et al. proposed several attacks on C2 algorithm, which has a secret 8 to 8 bits S-Box 

and a 56 bits key. The attack reverses firstly the S-Box with complexity of 242  C2 

encryptions and later on the key with complexity 248. In [66], Borghoff et al. deployed 

similar manner with differential-style attack to break Maya with number of rounds up 

to 28. Maya [67] is a PRESENT-like cipher with key dependent S-Boxes. The attack 

model described in [66] suggests that it is possible to break up to 28 rounds before 

reaching the bound 264 of available plaintexts. The attack was extended to break 

PRESENT-like ciphers with secret components (S-Boxes or bit permutation), and 

randomly chosen components up to 16 rounds with data complexity less than 264. This 

type of differential-style attack exploits that there are weak differential properties of 

key dependent S-Boxes or randomly selected S-Boxes. We propose to deploy only a 

set of optimal S-Boxes characterized by strong differential and linear properties to 

prohibit the differential-style attack of [66] for both NI-SUC and I-SUC. 

To cryptanalyze NI-SUC or I-SUC, an adversary should reverse the randomly 

selected optimal S-Boxes and then apply a known attack such as differential and linear 

cryptanalysis to break one NI-SUC or I-SUC.  

In the following, for both linear and differential cryptanalysis, for both NI-SUC and I-

SUC, only the second part of the attack is investigated. 

5.5.1 Linear Cryptanalysis 

This section presents the security analysis of the proposed random block ciphers 

against linear cryptanalysis. The idea behind linear cryptanalysis, invented by Matsui 

[68], in a nutshell, is to take advantage of high probability occurrences of linear 

expressions involving plaintext bits and ciphertext bits and subkey bits. 

Lemma 1. For NI-SUC, by deploying the bit permutation in Table 5.1, the number of 

S-Boxes involved in any 2-Rounds of a linear approximation is greater than or equal 

to 4.   
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This can be deduced by similar manner as in [63]. 

Lemma 2 [63].  For I-SUC, by deploying the involutive diffusion layer in Figure 5.5 

the number of involutive S-Boxes involved in any 2-Rounds of a linear approximation 

is greater than or equal to 2.  

The maximal bias P  of a linear approximation of an optimal n-bit S-Box (n=4) is:       

1
22

2
2

n

n

NL
P

−
−−

= =  

Where the nonlinearity of optimal 4-bit S-Boxes is NL=4. 

The number of Plaintext/Ciphertext pairs NL required for linear cryptanalysis of an 

R rounds NI-SUC or I-SUC can be approximated by: 

 
4

2

1
2 R

L R
N

P
 =  (4.25) 

For NI-SUC or I-SUC with over 30 rounds, NL is greater than or equal to 2120, which 

fulfils the contemporary security level requirement. 

5.5.2 Differential Cryptanalysis 

Differential cryptanalysis was firstly introduced by Biham and Shamir in [69]. It 

has been used to break many ciphers such as the full 16 round DES-like cipher [70]. It 

exploits the high probability of certain occurrences of plaintext differences and 

differences into the last round of the cipher. 

Lemma 3. For NI-SUC, by deploying the bit permutation in Table 5.1, the number of 

S-Boxes involved in any 2-Rounds of a differential characteristic is greater than or 

equal to 4. 

Proof. Serpent-type 4-bit S-Boxes are such that a difference in a single bit input causes 

at least two bits output difference. The proposed bit-permutation in Table 5.1 

interconnects between substitution layer rounds such that the input bits to an S-Box 

come from 4 distinct S-Boxes or equivalently each 4 output bits of each S-Box go to 

4 distinct S-Boxes.  

Lemma 4 [63]. For I-SUC, by deploying the involutive diffusion layer in Figure 5.5, 

the number of involutive S-Boxes involved in any 2-Rounds of a differential 

characteristic is greater than or equal to 4.  
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The maximum XOR pair probability of the S-Boxes used in the NI-SUC or I-SUC is 

equal to 2-2. Hence, the number of plaintext/ciphertext pairs required for differential 

cryptanalysis of an R rounds NI-SUC or I-SUC can be approximated by:  

 
42 R

DN   (4.26) 

For NI-SUC or I-SUC having at least 30 rounds, the number of Plaintext/Ciphertext 

pairs required for differential cryptanalysis is greater than or equal to 2120.  

5.5.3 Post-Quantum Usability 

In 1994, Shor developed new quantum polynomial-time algorithms for the discrete 

logarithm and integer factoring problems [71]. Shor’s algorithm can be used, by an 

adversary armed with a quantum computer, to break the widely used RSA 

cryptosystem, DSA and ECDSA. However, there are many classes of cryptography 

that are beyond RSA, DSA and ECDSA and are not vulnerable to Shor’s algorithm 

such as [72]: Hash-based cryptography, Code-based cryptography, Lattice-based 

cryptography, Multivariate-quadratic-equations cryptography and Secret-key 

cryptography. In [73], Grover proposed a quantum algorithm that can find an element 

in a set of N completely randomly ordered elements with a complexity ( )O N . 

Grover’s algorithm is the only known quantum algorithm threatening symmetric 

cryptography [74]. It is not shockingly fast as Shor’s algorithm, for instance, AES-

128/AES256 provide a post-quantum security level of 64-bit/128-bit. 

For I-SUC and NI-SUC, the effective key for classical computing even without 

considering the cardinality of the key scheduling is 2274 and 2336 respectively (without 

considering the cardinality of the key scheduling for NI-SUC). That is, the attack 

complexity of Grover’s algorithm is ( )1372O  for I-SUC and ( )1632O  for NI-SUC. 

5.5.4 Statistical Analysis of I-SUC and NI-SUC Classes 

This section shows some statistical performance figures for both I-SUC and NI-SUC. 

5.5.4.1.1 Simulated Avalanche Behavior of I-SUC and NI-SUC 

Few experimental simulations were conducted to investigate the effect of the 

number of rounds on the avalanche characteristics of both I-SUC and NI-SUC. One 

thousand randomly generated inputs were used to measure the avalanche 

characteristics for both SUC designs as a function of the number of rounds. Figure 5.7 

and Figure 5.8 show the experimental results for the number of output bit changes as 

a function of the number of rounds for both I-SUC and NI-SUC respectively. The 

results show that I-SUC reaches a perfect avalanche characteristic after only 3 rounds, 

while NI-SUC requires 7 rounds. This is due to the linear transformation which 
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significantly improves the avalanche characteristic of I-SUC. However, both designs 

have perfect avalanche characteristic for the proposed number of rounds. 
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Figure 5.7. Output hamming distance as a function of number of rounds in I-SUC 
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Figure 5.8. Output hamming distance as a function of number of rounds in NI-SUC 

5.5.4.1.2 Evaluating the Avalanche Properties of the Cipher Classes 

SUC is considered to have a good avalanche characteristic if flipping one input bit 

results with changing about half of the output bits [75]. Since there are large number 

of possible ciphers for both proposed I-SUC and NI-SUC designs, we evaluate the 

avalanche characteristics for sets of randomly selected SUCs as follows: 

• One thousand optimal 4-bit S-Boxes are selected to generate thousand NI-

SUCs  

• One thousand involutive optimal 4-bit S-Boxes are selected to generate 

thousand I-SUCs 
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To evaluate the avalanche characteristics for each resulting SUC, 100 random 

messages are used, where each time one bit of the message is flipped. 

Figure 5.9 and Figure 5.10 show the ranges of the measured number of output bit 

changes when changing one input bit for thousand I-SUCs and NI-SUCs respectively. 

The SUCs are labelled as S0, S1, …, S999. Figure 5.9 shows that for all randomly 

selected I-SUCs, the expected number of output bit changes is bounded between 28 

and 35. Whereas, it is bounded by 22 and 31 for NI-SUC in Figure 5.10. These bounds 

are close to 32, which is equal to half the block size of NI-SUC and I-SUC. 

Consequently, both SUC designs can be seen as pseudo random permutations. 
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Figure 5.9. Avalanche characteristic of I-SUCs 
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Figure 5.10. Avalanche characteristic of NI-SUCs 
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5.6 Hardware-Software Performance and Complexities of 

NI-SUC and I-SUC 

5.6.1 Hardware Complexity of NI-SUC and I-SUC 

Hardware complexity was one of the main objectives of this work. NI-SUC uses a 

bit permutation mapping that does not consume logic resources (and no additional area 

in our example). However, only the encryption operation is prototyped and when 

needed, the decryption algorithm should be additionally implemented. The decryption 

module requires about 64-LUT less than the encryption one because both encryption 

and decryption designs use the same key scheduling. I-SUC is an involution and hence 

both encryption and decryption operations can be performed by using the same 

structures. When designing the proposed SUCs, the highest resource efficiency was 

targeted to optimally exploit the provided resources in Microsemi FPGAs. The 

proposed random SUCs are lightweight and could be used as physical identities adding 

a security value (possibly for free) in existing SoC FPGA applications. 

Figure 5.11 shows an area optimized implementation method for the proposed NI-

SUC. I-SUC can be implemented similarly by using the 64-bit register after the 

substitution layer since the last round does not include a diffusion stage. 

S15 S14 S13 S12 S3 S2 S1 S0

Key 
update

64 bits

D

Q

Plaintext

enc/dec
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Bit permutation

Ciphertext

1   0

Ki

64-bit 
register

 
Figure 5.11. Area optimized implementation for NI-SUC 

Table 5.2 shows the prototyped hardware complexities of the proposed SUC 

modules in SmartFusion®2 SoC FPGAs. It shows that the I-SUC version is more 

efficient design (as involutive cipher) requiring much less resources for both 

encryption and decryption compared with the NI-SUC version. 

Table 5.2. Hardware complexity of NI-SUC and I-SUC in SmartFusion®2 SoC FPGA 

SUC Design Resources Area 
Usage in % 

for M2S05 

Usage in % 

for M2S150 
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NI-SUC 
LUT 212 3.49 0.14 

DFF 72 1.18 0.05 

I-SUC 
LUT 226 3.56 0.14 

DFF 72 1.18 0.05 

*** A comparative table of all proposed SUC designs in this thesis is described in Table 7.6 

 

5.6.2 Complexity of Pure Software SUC Implementations 

The implementation of NI-SUC and I-SUC in software form is performed on ARM 

Cortex-M3 embedded in SmartFusion®2 SoC FPGA. Table 5.3 describes the overhead 

of the software complexities of both I-SUC and NI-SUC. Note that M2S010/25/50/60 

embed 64 Kbytes of embedded SRAM (eSRAM) and 256 Kbytes of eNVM. Whereas 

M2S090 and M2S150 embed 64 Kbytes of eSRAM and 512 Kbytes of eNVM. 

 

Table 5.3. Software complexities of the SUC templates 

SUC Design Code size Overhead 

(Bytes) 

FPGA Memory Utilization (%) for M2S0xx 

10/25/50/60 90/150 

NVM RAM NVM RAM NVM RAM 

NI-SUC 1152 272 0.43 0.41 0.21 0.41 

I-SUC 896  272 0.34 0.41 0.17 0.41 

5.6.3 Software Hardware and Time Complexities of the GENIE 

The most challenging task when dealing with the SUC concept is in designing an 

efficient GENIE program. The runtime complexity is one of the most challenging tasks 

for industrial applications. The necessary memory for the GENIE’s program and data 

should be accommodated completely within the target SoC device for highest security.  

5.6.3.1 Software Memory Complexity  

Assume that the GENIE would be allowed to insert a bitstream manipulator tool 

that can manipulate the configuration bitstream. The bitstream to be manipulated 

contains an application core design together with the SUC templates. The software 

GENIE contains:  
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• Configuration Bitstream Manipulation Tool (BMT) 

• Mappings storage: in this work, the class of optimal S-Boxes is to be stored 

with the GENIE. 

The memory complexity of the GENIE is described as follow: 

 c BMT SMSW C C= +  
 

(4.27) 

Where BMTC denotes the memory complexity of the bitstream manipulator tool 

which need to store all templates address locations. BMTC  is relatively small in most 

cases.  SMC  represents the major memory complexity of the stored mappings. Each S-

Box consumes 64 bits: 

• For NI-SUC: 16.875 SMC MByte=  

• For I-SUC: 1.113 SMC MByte .  

5.6.3.2 Hardware Complexity 

When the GENIE is realized inside a system controller as that of SmartFusion®2 

SoC FPGA, the overhead hardware complexity is expected to be negligible since all 

required actions can be realized by BMT. 

5.6.3.3 Time Complexity 

During the personalization, the GENIE selects random mappings and then 

manipulates the configuration bitstream accordingly. This requires getting random 

numbers from the TRNG. The required number of bits from the TRNG for I-SUC and 

NI-SUC are -I SUCTRNG  and -NI SUCTRNG  respectively: 

( ) ( )

( ) ( )

17.15

- 2 2

20.4

- 2 2

16 log 2 log

16 log 2 log

I SUC I

NI SUC NI

TRNG RKSA

TRNG RKSA

 =  +


=  +

 

This results with:  

- 156 BytesI SUCTRNG =  and - 170 BytesNI SUCTRNG =  

It is expected that, the TRNG can generate the required number of bytes in real-

time. Otherwise, such small number of random bits can be generated and stored in a 

dead-time before running the personalization process to save latency time in the 

enrollment phase. 
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5.7 Feistel-Like SUC 

5.7.1 SRAM-Based SUC Design Structure 

The proposed Feistel-Like SUC design constitutes a use-case implementation of the 

SUC concept presented in Section 4.3. This practical SUC concept deploys SRAM 

block(s) in the FPGA fabric to store the randomly selected mappings by the 

personalization process API.  

For this purpose, the proposed SDT should have some mappings that can be 

embedded in the fabric SRAM blocks. S-Boxes are deployed in many block ciphers 

designs, mostly to build confusion layers. In FPGA environment, S-Boxes can be 

implemented even by LUTs or by deploying SRAM blocks. By considering the 

possible configuration of SRAM blocks, many n-bit S-Boxes could be implemented 

efficiently, the proposed design choice in this work is 8-bit S-Boxes and this will be 

sustained in Section 5.7.6.2.1. 

Figure 5.12 describes the proposed 64 bits involutive Feistel-Like SUC design 

deploying 8-bit S-Boxes generated by using Feistel structure. All rounds use the same 

substitution layer (8 8-bit S-Boxes) generated by randomly selecting them from the S-

Boxes set that will be described in Section 5.7.2. The diffusion layer is performed by 

using an involutive bit-permutation shown in Section 5.7.3. 

IS0IS1IS2IS3IS4IS5IS6IS7

IS0IS1IS2IS3IS4IS5IS6IS7

IS0IS1IS2IS3IS4IS5IS6IS7

8-bit 8-bit 8-bit 8-bit 8-bit 8-bit 8-bit 8-bit

Bit-permutation

8-bit 8-bit 8-bit 8-bit 8-bit 8-bit 8-bit 8-bit

IS0IS1IS2IS3IS4IS5IS6IS7

Bit-permutation

Bit-permutation

 

Figure 5.12. Feistel-Like SUC design-template using a class of 8-bits S-Boxes 
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5.7.2 The Proposed Class of Involutive 8-bit S-Boxes  

Involutive 8-bit S-Boxes can be generated, for instance, by the inversion mapping 

in 
8(2 )GF . However, there exist only 30 irreducible polynomials of degree 8 in  

8(2 )GF  resulting with 30 possible involutive 8-bit S-Boxes.   

We propose a novel methodology to generate a new large class of involutive 8-bit 

S-Boxes by deploying the set of Serpent-type 4-bit S-Boxes as Feistel functions as 

described in Figure 5.13. Involutive 8-bit S-Box are constructed by using an odd 

number of rounds r of balanced Feistel network. 

4-bit 4-bit

r rounds
r is odd ≥ 3

S1

S2

S2

S1

 

Figure 5.13. Proposed design to generate a class of 8-bits S-Boxes 

To have an involutive 8-bit S-Box, the design should be symmetric. The following 

conditions should be fulfilled: 

1

1
with 0 : 1

2
r i i

r
S S i− −

− 
=  − 

 
 

The number of 4-bit S-Boxes iS  that can be selected randomly from the set of Serpent-

type is:  

1

2

r +
 

Notice that, the same number is possible to select randomly when using 1'r r= +  

rounds ( 'r  is even). 

In the following, cryptographic properties of the resulting large class of 8-bit S-

Boxes generated from the class of Serpent-type 4-bit S-Boxes are investigated 

theoretically.   

Cryptographic Properties of the Class of 8-bit S-Boxes: In the design of Figure 

5.13, a class of 8-bit S-Boxes can be generated by selecting randomly 
1

2

r +
 4-bit S-
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Boxes from the set of Serpent-type 4-bit S-Boxes, where r is an odd number of 

balanced Feistel rounds. 

The following theorem is used to characterize the cryptographic properties of the 

resulting class of 8-bit S-Boxes. 

Theorem [76]. For the 8-bit S-Box design in Figure 5.13 with 3r  , if the average 

differential probability (respectively the average linear probability) of the bijective 4-

bit S-Boxes Si 
1

0
2

r
i

− 
  

 
 is smaller than p, then the resulting 8-bit S-Box has an 

average differential probability (respectively, average linear probability) smaller than 

p2. 

Optimal 4-bit S-Boxes have an average differential and linear probability 
22p −= .  

5.7.3 Involutive Bit-Permutation 

In order to use the same design for both encryption and decryption operations, the 

diffusion layer should also be an involution. In [77], authors describe one involution 

player with good cryptographic properties that we formulate as follows:  

 [ ] [ ]i j j iIS IS=  (4.28) 

Where output bit j of the involutive S-Box i ( iIS ) is fed to the input bit i of the 

involutive S-Box j ( jIS ) in the next round. Note that, this linear transformation can 

only be used in block ciphers with block length N using M equal S-Boxes, each having 

n-bit inputs such that M=N/n. 

5.7.4 Cardinality of the Feistel-Like SUC Class 

5.7.4.1 Cardinality of the Class of 8-bit S-Boxes 

The number of Serpent-type 4-bit S-Boxes is 212S =  [61]. The design of 8-bit S-

Box uses 
1

2

r +
 randomly selected 4-bit S-Boxes. It is also possible to use one randomly 

selected 4-bit S-Box in all rounds. 

Hence, the cardinality of the resulting class of 8-bit S-Boxes is: 

 
1

2

r

S
+

=  (4.29) 
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5.7.4.2 Cardinality of the Feistel-Like SUC-Class 

Feistel-Like SUC deploys 8 8-bit S-Boxes as described in Figure 5.12. Each 8-bit 

S-Box is selected randomly from the generated class   of 8-bit S-Boxes. Hence, the 

cardinality of Feistel-Like SUC is: 

 

8 11
8 21 822

8 84 84

F ((2 ) )eistel-Like SUC

Feistel-Like UC 2S

rr

r

S



++

+

 
= =  

 

= =

 (4.30) 

For r=13, the cardinality of Feistel-like SUC is 21176.  

5.7.5 Statistical Analysis of the Feistel-Like SUCs 

5.7.5.1 Avalanche Effect  

This section presents statistical analysis results for Feistel-Like SUC.  According to 

the presented mechanism for creating SUCs, the GENIE selects randomly 4 ( 1)r +  

4-bit S-Boxes from a set of Serpent-type 4-bit S-Boxes and uses them to generate 

randomly eight 8-bit S-Boxes. Hence, to check possible avalanche characteristics of 

Feistel-Like SUCs, SUCs deploying different S-boxes should be considered. 

Simulations results are done for r=3, which consists the lowest number of rounds used 

to generate 8-bit S-Boxes. 

In this experiment, we test the avalanche characteristics as follows: 

• A set of 1000 Serpent-type 4-bit S-Boxes is used to construct 1000 8-bit S-

Boxes. 

• 1000 Feistel-Like SUCs are generated where each Feistel-Like SUC uses one 

S-Box from the resulting set. 

• The input set to evaluate the avalanche characteristic contains 100 random 

numbers. For each number, the number of output bit changes is measured when 

flipping each of its bits. 

In the ideal case, the expected number of bit changes should have a binomial 

distribution with the peak at the half of the number of output bits (32 in our case).  

Figure 5.14 shows an almost perfect binomial distribution for Feistel-Like SUC. 
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Figure 5.14. Distribution of the output hamming distance when testing the avalanche effect for Feistel-

Like SUC 

5.7.5.2 Avalanche Characteristic in Function of the Number of Rounds 

To evaluate the effect of number of rounds on the avalanche characteristic, we 

conducted similar experiment as the previous one with different number of rounds 

ranging from 1 to 32. Figure 5.15 shows the ranges of output bit changes in function 

of the number of rounds, the mean of the number of output bit changes is plotted in 

blue line. 
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Figure 5.15. Expected number of output bit changes in function of the number of rounds 

5.7.6 Implementation of the Feistel-Like SUC Core 

5.7.6.1 General Description Deploying SRAM for SUC Core 

Figure 5.16 describes the general structure of the SUC core. The SUC core consists 

of the Feistel-Like SUC (SDT) with an APB slave interface to receive/send 

challenges/responses to the Microcontroller SubSystem (MSS).  The LSRAM block is 

connected to the MSS via an APB slave interface for reinitialization process. The MSS 

can only write on the LSRAM and is not physically allowed to read. 
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The control signals of the SUC core are connected directly to the GPIOs of the MSS. 

The APB interfaces are used as a data bus for the following tasks: 

1. Write all the involutive S-Boxes (256 Byte x 8 S-Boxes) from the MSS to 

the LSRAM block during the reinitialization process. 

2. Send a challenge (64-bit) from the MSS to the SUC core. 

3. Receive a response (64-bit) from the SUC core to the MSS. 

The main oscillator (50MHz) is used to generate all the required clock frequencies 

via the PLL component. The MSS and APB interfaces are working with 100MHz, 

while the Feistel-Like SUC is clocked by 200MHz. 
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Figure 5.16. General structure of the SUC Core 

5.7.6.2 Implementing the SUC Design Structure 

5.7.6.2.1 Implementation of 8-bit S-Boxes 

SmartFusion®2 SoC FPGAs embed LSRAM blocks that can store up to 18,432 

bits. Each LSRAM block can be configured in any of the following depth width  

combinations: 512 36 , 512 32 , 1 18k , 1 16k , 2 9k , 2 8k , 4 4k , 8 2k , or 

16 1k . 
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Each 8-bit S-Box requires 256 bytes to store the S-Box output while its inputs will 

be provided as the access address. Consequently, the configuration 2k 8  is deployed 

to implement all the eight 8-bit S-Boxes as shown in Figure 5.17. The 11-bit access 

address are composed of 3 bits for the S-Box address (S1 to S8) and 8 bits as inputs to 

the selected S-Box. Note that each LSRAM block contains two read ports that will be 

deployed to provide 16 bits for each read rather than 8 bits. Hence, 4 cycles are 

required to generate the 64 bits outputs of the substitution layer. 
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Figure 5.17. Implementation of the 8 8-bit S-Boxes in one LSRAM block 

5.7.6.2.2 Feistel-Like SUC State Machine 

The SDT state machine consists of three states: NOP, RUN, and READY. The SUC 

remains in the NOP state till having a trigger signal from the MSS to start 

encryption/decryption operation. During the RUN state, the SUC perform 

encryption/decryption operation and moves to the READY state when the response is 

ready.  

5.7.6.2.3 Hardware Implementation of SUC Core 

The implemented SUC core in the FPGA fabric consist of the SDT together with 

an APB interface as described in Figure 5.18. Following is a description of each SUC 

Core component: 

1. APB interface: It is the main connection between the MSS and the FPGA 

fabric and it is used to send and receive challenge-response pairs between 

the MSS and the SUC.   

2. Multiplexer (64bit): It is used to select between the input data from the APB 

interface and the output data from the PLayer. The default state allows to 

receive the challenge from the MSS via the APB interface. 
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3. Latch: It consist of a 64-bit register with an enable control input from the 

SUC controller. The latch is used to store the input data that will be 

provided to the Slayer when receiving the order from the SUC controller. 

4. SLayer: It consist of a state machine that reads the corresponding 

Involutive S-Boxes from the LSRAM and it has also a 64-bit Register to 

save the output data of the SLayer. 

5. Player: A 64-bit permutation for the output data of the SLayer. Each input 

bit is connected, via a layer, to a different bit position of the multiplexer. 

6. SUC controller: it is used to send control signals to the other components 

and receive control signals from the MSS.  

The MSS sends a plaintext to the SUC core by using the APB interface. The 

maximum data width of the APB interface is 32bit. Therefore, a state machine is used 

to handle the total input data 64-bit for the SUC core.  

The SUC controller is triggered by a high level of the start input (start=’1’). By 

default, the multiplexer provides the 64-bit output from the APB interface (Tx) to the 

latch (select=’0’). At the second clock cycle, the SUC controller makes select=’1’ 

which stays in high level till the end of the “run state”. The SUC controller triggers the 

latch by putting enable=’1’. After that, the latch will provide its input data to the Slayer 

state machine.  

The Slayer state machine processes each 2 8-bit data blocks from the latch 

separately. Each 8-bit data block constitutes an input to one 8-bit S-Box. The Slayer 

state machine should get the corresponding 8-bit S-Box output of each 8-bit input data 

block from the LSRAM. The LSRAM block is configured as 2048x8bit cells with two 

read ports: A and B. Each read port has an input address of 11-bits to access all cells 

in the LSRAM. The 3 most significant bits are used to select one of the 8-bit S-Boxes 

where the other 8 low significant bits are used as data block inputs to a selected 8-bit 

S-Box. Each read port (A and B) has an output data of 8-bits providing the output of 2 

8-bit S-Boxes in one cycle. The 16-bit (2x 8-bit) are stored directly in the output 

register of the Slayer. This process is repeated four times to provide the 64-bit output 

of the substitution layer. 

The output register of the Slayer state machine has two roles: first, during the “run 

state”, it provides the input data to the Player. Second, on the “ready state”, the APB 

interface gets the output of this register as the final response from the SUC and sends 

it directly to the MSS. 

The Player (see Section 5.7.3) is implemented by using only connection layers 

between the output register (64-bit) of the Slayer and the multiplexer input which is 

connected to the Latch starting from the second clock cycle. 
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Figure 5.18. Implementation method of the SUC core 

5.7.6.2.4 Performance of the Feistel-Like SUC Design Structure 

The SUC Design Template (SDT) requires 144 cycles to complete a full encryption 

or decryption for 64-bit data with 15 rounds.  

The SUC remains in the NOP state until that it receives a high level of the start 

signal from the MSS. When start=’1’, the latch is activated with a positive edge of the 

signal “enable” to store the input data from the multiplexer, which is, by default, 

configured to get the data from the APB interface (select=’0’). In the next clock (Clk) 

positive edge, the latch’s enable signal returns to ‘0’ and multiplexer control signal 

select=’1’ allowing direct connection between the Player and the Latch. The data now 

is ready to be processed by the Slayer which takes 8 clock cycles to generate the 

corresponding output of the Slayer; in each clock cycle, the Slayer state machine 

provides two access addresses in port A and B to read the data (2x 8-bit) from the 

corresponding two LSRAM cells in the next clock cycle. This process is repeated four 

times to generate the 64-bit Slayer output which is stored in a 64-bit register. At the 

clock cycle number 10, the latch is activated to store the first-round data. The full 

round is repeated 15 times while, in the last round, the final SUC response is taken 

directly from the Slayer output register (no Player at the last round). After the clock 

cycle 144, the SUC moves to the ready state and stays in this state till that start=’0’.   
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Figure 5.19. Performance of the proposed SUC design template 

5.7.6.2.5 Implementation Complexity of the resulting SUCs 

5.7.6.2.5.1  Hardware Complexity and Performance of Feistel-Like SUC 

This section presents the implementation results of the proposed SDT in the FPGA 

fabric. Table 5.4 presents the hardware resources usage by the SUC core, which 

contains the SUC design template together with the SUC APB interface. The SDT 

includes the SUC logic and SUC SRAM, which contains one LSRAM with its interface 

to the SUC logic and the APB slave for initialization. The complete SUC core deploys 

1 LSRAM, 191 LUTs, and 208 DFFs. In terms of clusters, this requires 18 logical 

clusters in addition to 1 LSRAM block with its interface clusters. 

Table 5.4. Hardware complexity of the SUC core 

Module Resources usage 
% of resources usage in 

M2S005 

% of resources 

usage in M2S150 

 

L
U

T
 

D
F

F
 

L
S

R
A

M
 

eN
V

M
 

L
U

T
 

D
F

F
 

L
S

R
A

M
 

eN
V

M
 

L
U

T
 

D
F

F
 

L
S

R
A

M
 

MSS 0 0 0 2 0 0 0 1.56    

CoreAPB3 38 0 0 0 0.62 0 0 0 0.02 0 0 

SUC SRAM 27 4 1 0 0.44 0.06 10 0 0.01 0.002 0.42 

SUC Logic 126 204 0 0 2.07 3.36 0 0 0.08 0.13 0 

Total 191 208 1 2 3.15 3.43 10 1.56 0.13 0.14 0.42 

*** A comparative table of all proposed SUC designs in this thesis is described in Table 7.6 
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Table 5.5 describes the execution time of the Feistel-Like SUC in the FPGA fabric. 

For one encryption/decryption, the Feistel-Like SUC requires 2.88 us when running at 

a frequency of 50 MHz and 0.72 us when clocked with 200 MHz. 

Table 5.5. Hardware performance of Feistel-Like SUC 

Operations Number of Cycles 
SDT Clk 

[MHz] 

Data Size 

[bit] 

Time 

[us] 

Encryption/ 

Decryption 
144 

50MHz 
64 

2.88 

200MHz 0.72 

 

5.7.6.2.5.2  Software GENIE Implementation 

The software GENIE consists of two APIs:  

• One-Time Personalization Process API 

• Reinitialization Process API 

In the following, we present the software performance of both one-time 

personalization and reinitialization processes APIs.  

a) Software Performance of OTPP 

This section describes the software performance of the OTPP. 

Theorem. Let r be the number of Feistel network rounds used to generate 8-bit S-

Boxes. Let S  represents the number of optimal 4-bit S-Boxes, which constitute the 

class of cryptographic mappings stored with the GENIE package. The required number 

of random bytes from the TRNG is: 

 ( ) ( )24 log 1  BytesTRNG S r  =   +   (4.31) 

Proof. The number of randomly selected 4-bit S-Boxes to generate each 8-bit S-Box 

is ( )1 / 2r + . Hence, the GENIE selects ( )4 1r +  4-bit S-Boxes to generate all 8-bit 

S-Boxes. 

The number of all optimal 4-bit S-Boxes is S , hence ( )2log S 
   random bits are 

required to select randomly one 4-bit S-Box out of this set. 

The theorem follows. 

The time complexity induced by triggering the TRNG to generate TRNG  bytes is: 

 1 2TRNG TRNG   =  +  (4.32) 
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Where 1 4.78125 us =  and 2 388 us = . These parameters follow from experimental 

results using the random number generator embedded in SmartFusion®2 SoC FPGA. 

To generate an 8-bit S-Box, the OTTP executes r  rounds, a linear fitting of the 

implementation results shows that the time complexity to generate an 8-bit S-Box is: 

 3 4r r  =  +  (4.33) 

Where 3 1.63 us =  and 4 0.07 us = . 

After generating each 8-bit S-Box, the OTPP encrypts the resulting S-Box and then 

stores the result in the eNVM.  

Let e  denotes the encryption time complexity, PUF  denotes the required time to 

retrieve the PUF key, and envm  denotes the required time to store all the encrypted S-

Box in the eNVM. Hence, the time complexity of the OTPP is: 

 ( )8OTPP TRNG PUF r e envm     = + + + +  (4.34) 

It can be expressed in simpler form as: 

( ) ( )1 2 2 3log 1OTPP k S r k r k  =  + +  +   

Where: 

1 14 19.125usk =   

2 38 13.04 usk =   

( )3 2 48 647PUF e envmk     = + + + +   

For r=3 and |S|=256, we have 647.679OTPP  .  

Table 5.6 shows the experimental results of the OTPP execution time for the same 

parameters values r=3 and |S|=256. 

Table 5.6. Software performance of the personalization process API 

Personalization Processes 
MSS Clk 

[MHz] 
Data Size [Byte] 

Time 

[ms] 

Random Number Generator 

100MHz 

16 0.464 

Retrieve PUF key 16 30 

4bit to 8bit Sbox Generator 2048 
22 

AES256 Encryption 2048 

Writing to eNVM 2048 596 

Total Personalization Time 648.464 
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Figure 5.20 describes the execution time of the OTPP, according to the derived 

model in the previous theorem, in function of the number of rounds r and the 

cardinality of the set of 4-bit S-Boxes used.  

 

Figure 5.20. Execution time of OTPP in function of the number of rounds r and the crypto-functions 

set cardinality |S| 

b) Software Performance of Reinitialization Process 

After each power-on, the SoC FPGA runs the reinitialization process to retrieve its 

SUC. This API reads first the encrypted eight 8-bit S-Boxes from the eNVM, then it 

retrieves the PUF key and uses it to decrypt the 2048 bytes and loads them to the 

LSRAM block. Table 5.7 presents the software performance results. The total 

reinitialization time is 51 ms and it is constant. 

Table 5.7. Software performance of the reinitialization process API 

Personalization Processes 
MSS Clk 

[MHz] 

Data 

Size [Byte] 

Time 

[ms] 

Reading from eNVM 

100MHz 

2048 1.33 

Retrieve PUF key 16 30 

AES256 Decryption 2048 18 

Writing to LSRAM 2048 1.77 

Total Reinitialization Time 51 
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5.7.7 Comparative Analysis with Microsemi SRAM-PUF 

To make an accurate performance comparison between our proposal and the 

existing PUF-based authentication mechanisms, all implementations are performed on 

SmartFusion2 M2S150 SoC FPGA embedding SRAM PUF and Elliptic Curve 

Cryptography (ECC) used also for challenge-response purpose. 

5.7.7.1 SRAM PUF Functionalities in Microsemi FPGAs 

SRAM PUF is a widely deployed PUF instance; a commercial SRAM PUF is 

manufactured by Intrinsic ID [23]. It is embedded in many chips such as Microsemi 

large SmartFusion2 and IGLOO2 FPGAs, Intel Stratix 10, and NXP LPC5500 series, 

etc. SRAM PUF can be used for memoryless key generation and storage, 

authentication, and it can also provide random seeds.  

5.7.7.1.1 Memoryless Key Storage 

Microsemi ‘S’ grade SmartFusion2 SoC FPGAs (-060, -090 and -150 devices) 

embed Quiddikey IP core from Intrinsic ID with 2KB SRAM [78]. The deployment of 

SRAM PUF for key generation requires three steps [78][79]:  

• Enrollment process: it is used to generate an activation code (AC) of 1192 byte 

based on the startup state of the SRAM. The AC is stored in the eNVM for 

future use in generating user keys.  

• Key Code Generation: an activation code and intrinsic or extrinsic keys are 

used to generate key codes 

• Key Reconstruction: an activation code and key codes are utilized to 

reconstruct the intrinsic or extrinsic keys 

The enrollment is necessary to be done only one time. Users can retrieve an 

intrinsic/extrinsic key by only running the key reconstruction process. 

As described in Figure 5.21 the Feistel-Like SUC provides a large number of 

challenge-response reaching 2n , where 64n =  is the Feistel-Like SUC block size. 

Whereas SRAM PUF is a weak PUF providing one unique SRAM intrinsic key, 

however, it is possible to enroll multiple intrinsic/extrinsic keys. The enrolled keys are 

encrypted by using AES keyed with the memoryless intrinsic key of the SRAM PUF. 
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Figure 5.21. General comparison between Feistel-Like SUC and SRAM PUF 

5.7.7.2 Current Challenge-Response Mechanism in SmartFusion2 and 

IGLOO2  

The large devices of ‘S’ grade SmartFusion2 and IGLOO2 (-60, -90, -150) embed 

an authentication mechanism based on Elliptic-Curve Cryptography (ECC). The 

manufacturer adds a random unique 384-bit key (KECC) to each device during the key 

provisioning step, it is claimed that this key is not recorded or re-constructible by the 

manufacturer and it is generated by a Hardware Security Module (HSM). This key is 

protected using the SRAM PUF, i.e., it is enrolled as an extrinsic key. 

As described in the previous section, the enrollment of KECC is required to be done 

once, Quiddikey IP will generate a corresponding key code KCECC and stores it in the 

eNVM. Quiddikey IP can reconstruct KECC using KCECC and the Activation Code 

(AC). To enroll a device, several challenges are generated, and the corresponding 

responses are recorded. To authenticate a device, a user checks a response of a same 

recorded challenge as proof that the device is the same.   Figure 5.22 describes the key 

provisioning and challenge-response mechanisms in ‘S’ grade large SmartFusion2 and 

IGLOO2 devices. 

QuiddiKey IP 
(SRAM PUF)

KECC: 384-bit key
HSM

KCECC

AC

eNVM

ECC

384-bit

Challenge

Response

Key provisioning

Challenge-response

KCECC

Encrypted and authenticated

SmartFusion2/IGLOO2
Large Devices

 

Figure 5.22. Challenge-response mechanism in Microsemi SmartFusion2 SoC FPGAs, IGLOO2 

FPGAs, ‘S’ grade and large devices (>50 K) 

In the following, we provide an accurate performance comparison between our 

proposed Feistel-Like SUC, Quiddikey IP SRAM PUF embedded in SmartFusion2 
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SoC FPGAs, and the challenge-response mechanism based on ECC recommended to 

be used in some SmartFusion2 and IGLOO2 devices.  

Table 5.8 presents the performance comparison results. A basic retrieving of an 

intrinsic or extrinsic key requires 30ms, while the challenge-response mechanism 

based on ECC requires 33.8ms for the first challenge-response after power-up and 

22.5ms for the other challenge-response operations. The Feistel-Like SUC requires 

only 0.72us when clocked at 200MHz. Hence, the execution time of Feistel-Like SUC 

is tremendously faster with a factor of 41666 and 30250 than Quiddikey IP and ECC 

CR service, respectively.  

Table 5.8. Performance comparison between Feistel-Like SUC and existing solutions 

Function Components 
Latency 

(ms) 

Quiddikey IP 

SRAM PUF 

One-

Time 

Activation Code 600 

Enroll Key 646 

Retrieve Key (C-R mode) 30 

Feistel-Like SUC 

One-Time Personalization 664 

Reinitialization (each power-up) 51 

Feistel-Like SUC (C-R mode) 0.00072 

ECC CR Service 33.8/22.5 

Note: Section 5.7.6 described the implementation of Feistel-Like SUC following the 

general SUC creation mechanism described in Section 4.3. By deploying the same 

mechanism, we can implement any random block cipher design such as NI-SUC and 

I-SUC with comparable hardware complexities and performances; NI-SUC and I-SUC 

have random key scheduling algorithms inducing a hardware overhead and their 

latency to generate a response for a challenge is about 4 times compared to Feistel-

Like SUC. This is due to the fact that the latest was designed with lower number of 

rounds, highest optimizations to make use of SRAM blocks and a totally different 

novel method to increase its cardinality compared to NI-SUC and I-SUC.  

5.7.7.3 Enrollment Process of an SUC-Enabled Device by a TTP 

Table 5.9 shows the measured time values of the enrollment process with different 

numbers of CRPs. The communication between the trusted authority and the SUC is 

deploying basic CAN bus 2.0 with baud rate 100 bit/s. 

Table 5.9. Timing analysis of the enrollment process 

Number 

of Pairs 

CAN 

Speed 

MSS Clock 

[MHz] 

SUC Clock 

[MHz] 

Data Size 

[Byte] 

Time 

[s] 

16 100k 

bps 
100MHz 200MHz 

256 1.2 

32 512 2.34 
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1024 16384 72.2 

2048 32768 144 

5.8 Secure Generic Communication Protocols for SUC-

based on Random Block Ciphers 

This section describes generic authentication protocols between devices/entities 

embedding SUCs based on random block ciphers and a Trusted Third Party (TTP). 

The following assumptions are considered: 

• SUC-enabled Devices: each electronic device embeds an SUC based on 

random block cipher. This work addresses both possible cases: I-SUC and NI-

SUC.  

• Trusted Third Party: the TTP disposes of Units Individual Records (UIR) 

containing Challenge/Response Pairs (CRPs) for each personalized device. 

During the initialization process, the TTP collects t-CRPs X/Y for each unit and 

register them in the UIR.  

5.8.1 Authentication Protocol of SUC-enabled Devices 

This section describes an authentication protocol for SUC-enabled electronic 

devices by a TTP. Figure 5.23 describes an SUC-based authentication protocol 

between a device D and a TTP. We suppose the case of non-involutive SUC where the 

SUC and its inverse (
1SUC −
) are required. In case of involutive SUC, the same SUC 

function is used for both encryption and decryption. The protocol proceeds as follows:  

• Device D starts the authentication by sending its serial number DSN  to the TTP.   

• TTP verifies if the serial number exists in its UIR. If not, TTP rejects and 

aborts. Otherwise, it picks randomly a pair , ,/D k D kX Y , and generates a random 

value R, then computes ( ),,  ,  T D D kH H SN R X  and sends TH  concatenated 

with R and  ,D kY  to device D.   

• Device D uses its unique DSUC  to reproduce the corresponding 

( )1

, ,D k D D kX SUC Y−  and checks whether ( ),,  ,  D D k TH SN R X H= . If it is not 

the case, device D rejects and aborts. Otherwise, it sends ( ),,  TD T D kH H H X=  

to the TTP.  

• The TTP accepts if ( ),,  D k TDTH H X H=  and rejects otherwise.  

Note that, TDH  can be used as a shared key TDZ  between the TTP and device D. 
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Figure 5.23. Practical authentication protocol between a TTP and an SUC-enabled device D 

5.8.2 Device-to-Device Mutual Authentication Protocol 

This section describes a mutual authentication protocol between two SUC-enabled 

devices 1D  and 2D . A TTP acts as a one-time mediator to allow mutual authentication 

between 1D  and 2D . After completing its task, the TTP will not be able to eavesdrop 

the communication between the two devices. At the end of the protocol, both devices 

will have a shared secret key known only to 1D  and 2D . 

Figure 5.24 describes the mutual authentication protocol. We suppose the case of 

non-involutive SUC where the SUC and its inverse (
1SUC −
) are required. In case of 

involutive SUC, the same SUC design is used for both encryption and decryption. The 

protocol proceeds as follows. 

• Step 1: devices 1D  and 2D  pick each a onetime ticket as Cleartext/Ciphertext 

pairs of the other party from the TTP. The TTP sends the encrypted pairs to 

both devices 1D  and 2D  
2 2, ,/D j D jX Y  and 

1 1, ,/D i D iX Y  respectively.  

• Steps 2: devices 1D  and 2D  build a secured link by an ad-hoc public-key 

technique to hide their personal information from the TTP.   
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• Step 3: device 1D  gets introduced to the merchant by providing its serial 

number 
1DSN . Meanwhile, it challenges device 2D  with the ciphertext 

2 ,D jY  

received from the TTP in step 1. A random value 
1DR  is generated and sent in 

concatenation with the serial number and the challenge to device 2D . 

• Step 4: device 2D  decrypts 
2 ,D jY  to get 

2 ,D jX , it generates a random value 
2DR  

and sends 
2 1 2 1 2, ,( , , , )D D i D j D DH H X X R R=  concatenated with 

2DR  and 
1 ,D iY  to 

device 1D , where H is a public hash function. Device 1D  is challenged with 

1 ,D iY  received from the TTP in step 1.  

• Step 5: By deploying its 
1

1

DSUC− , device 1D  generates 
1,D iX  from 

1 ,D iY . It 

computes 
1 1 2 1 2, ,( , , , )D D i D j D DH H X X R R=  and verifies if 

2 1D DH H= . If it is not 

the case, it rejects and aborts. Otherwise, both parties authenticate successfully 

each other. 

• Step 6: devices 1D  and 2D have now a shared secret key 
2 1D DZ H H= =  
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Figure 5.24. Mutual authentication protocol between SUC-enabled devices D1 and D2 

5.8.3 Updating Consumed CRPs/Tickets 

In [54], an efficient CRP management is presented. The TTP shares for instance 

with a device D a seed DS  such that Di DX S i= + . The value i is stored in a memory 

of size t-bit to manage used pairs by D. When the t-bit memory is fully marked (that 

is all t-CRP entries are consumed) then a new CRP list should be created. To update 

the CRP list after being consumed, an update protocol is required. 

Figure 5.25 describes an update protocol for device D CRPs. Suppose that device 

D consumes all the t-CRPs (as one-time tickets) where the last one is /DL DLX Y . First, 

the TTP generates a new random seed 
'

DS  with a random number TR . Then, encrypts 

'

DS  concatenated with TR  as 
'( )

DLX D TE S R  and sends 
'( )

DLX D T T
E S R R  to device D. 
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Device D computes 
' ' 1 '( ( ))

DL DLD T X X D TS R E E S R−=  and checks if 
'

T TR R= . If not true, 

process is aborted. Otherwise, device D uses its SUCD to generate the new set 
'( )Di D DY SUC S i= +  for all 0 1i t  − . Device D generates a random number RD and 

encrypts all DiY  entries with RD using the key DLX  as 
0 ( 1)( ,..., ,..., )

DLX D Di D t DE Y Y Y R−
 to 

be sent to TTP  with RD. TTP decrypts the received message to disclose the new CRP 
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Trusted Third Party Device D: SND

 

Figure 5.25. CRPs update protocol 

5.9 Summary 

This chapter presents three SUC design templates based on block ciphers designs: 

NI-SUC, I-SUC and Feistel-Like SUC. A prototype implementation in Microsemi 

SmartFusion®2 SoC FPGA technology is evaluated for both NI-SUC and I-SUC. 

Whereas, a full implementation of Feistel-Like SUC was presented. The created 

ciphers can serve as very efficient and consistent clone-resistant physical entities in 

future smart electronic units. The expected implementation cost may be very low up 

to zero-cost in modern programmable VLSI technologies. The attained security level 

of the SUC designs is evaluated and shown to be scalable to attain the necessary 

security levels even for post-quantum cryptography. This chapter also describes 

generic lightweight mutual authentication protocols for SUC-enabled devices.
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 SUCs Deploying FPGA Arithmetic 

Cores 

6.1 Motivation and Problem Formulation 

SUC designs can be categorized into: SUCs based on random block ciphers and 

SUCs based on random stream ciphers. In the previous chapter, three SUC designs 

based on random block ciphers are proposed: NI-SUC, I-SUC and Feistel-Like SUC. 

This chapter addresses a class of Random Stream Ciphers (RSC) deploying arithmetic 

operations offered by the DSP blocks embedded in modern FPGAs. This class serves 

for creating SUCs coined as RSC-SUC. The proposed RSC-SUC uses single cycle T-

functions (Triangular-Functions), that can be implemented by means of DSP blocks, 

and few S-Boxes consuming few LUTs. In [80][81], Klimov and Shamir proposed a 

class of single cycle T-functions and presented their security analysis. These functions 

have a cycle length of 2n for n-bit integer arithmetic in 
2nZ , which makes them suitable 

as building blocks in stream ciphers. Deploying T-function as Key Stream Generator 

(KSG) generates long cycles, however with modest security levels (about /32n ). We 

overcome this security weakness by combining a T-function with a number of 

randomly selected S-Boxes from a class of FPGA-inspired involutive optimal S-Boxes 

to create RSC-SUCs. The resulting RSC-SUC class cardinality is relatively large 

enhancing the overall cryptographic system entropy. 

This chapter is mainly based on the work published in [82]. 

6.2 T-Functions Based Key Stream Generators KSGs 

Definition [80]: A T-function is a mapping, in which the i-th bit of the output depends 

only on the bits 0,1,..., i  of the input. All the bitwise machine operations and most of 

the numeric machine operations in modern processors are equivalent to T-functions, 

and their compositions are also T-functions. 

T-Functions have been studied by Anashin in [83], who proved1 that a T-function 

is invertible if and only if it can be represented in the form: 2 ( )c x v x+ + , and it defines 

                                                 

 

1 In [83] different terminology is used; the provided terminology appears in [80] 
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a single cycle if and only if it can be represented in the form 2( ( 1) ( ))c x v x v x+ + + − ,  

where c is some constant and v(x) is some T-function. 

6.2.1 Minimal T-Functions Based Key Stream Generators 

T-Functions are relatively new cryptographic building blocks suitable for stream 

ciphers. They can be used as Key Stream Generators (KSGs). In [80][81], Klimov and 

Shamir introduced a minimal single cycle T-function defined over 
2nZ  as follows:  

 
2

1 2
( ) ( ) in nF x x x C Z= +   (5.1) 

where 2 • •1•1C =  , corresponds to all odd numbers greater than or equal to 5. 

Another nonlinear mapping with three operations is 
2( )x x C−  . These T-functions 

are single cycle with a cycle length of 2n . 

In [80], Klimov describes two other families of minimal mappings which are single 

cycle with cycle length 2n , defined over 
2nZ  as follows:  

 
2

2( ) ( )F x x x C=    (5.2) 

where, C is any odd integer from
2nZ . 

We propose to use these T-functions as building blocks to create a class of stream 

ciphers; each randomly built stream cipher from these classes constitutes an RSC-SUC 

according to the general SUC concept described in section 4.2. Figure 6.1 shows the 

general structure of the proposed T-function based stream cipher.  

Plaintext Pi

Ciphertext Ci

n-bits

m bits

Keystream Generator (KSG)

n-Bit State

n-bits
D         Q

xi
xi+1

Single Cycle              
T-function, f(x)

 

Figure 6.1. General structure of T-function-based key stream generator 

6.2.2 Analysis of ( )2x x C   Based Key Stream Generator 

In this section, security analysis of the mappings 
2( )x x C   in 

2nZ  when used as 

key stream generator is presented. In [80], authors present two methods to attack the 
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key stream generator based on 
2( )x x C+   (can be applied also to 

2( )x x C−  ), 

where the attacker deploys special input patterns and analyses the output: 

• In the first attack, which has a complexity of 
/2(2 )nO , the attacker provides an 

input /2

2
2 / n

n

ix y y Z=  . This results with: 1=      2n

i ix x C mod+  . 

• An improved attack has data, memory and time complexity of 
/3(2 )nO  [80].  

The proposed key stream generator, as shown in Figure 6.1, uses a secret random 

initial state to create its secret key-sequence. The attacker cannot manipulate this initial 

state, but he/she can reveal the state by a simple Chosen Plaintext Attack (CPA): as 

i i ix C P=  , where xi is state-i and Ci is the corresponding ciphertext of the plaintext 

Pi in this state. An attacker willing to apply the two above proposed attacks needs to 

look for a state xi satisfying at least one of the above conditions on xi correspondingly.  

6.3  SUCs as Stream Ciphers/KSGs 

6.3.1 KSG Deploying T-Function with Random S-Boxes 

One weakness in deploying only a single cycle T-function as KSG is that the 

adversary is able to figure out the KSG states by simple operations as described in the 

previous section. We propose to overcome this weakness by deploying m/4 random S-

Boxes as 4-to-4 bits mappings on m-bits from the T-function state. In this case, the 

attacker needs to find the mapping of each used S-Box before attacking the KSG.  

Figure 6.2 describes the proposed KSG by combining a single cycle T-function and 

some S-Boxes with good cryptographic properties. The most significant m-bits of the 

single cycle T-function will feed m/4 4-bits S-Boxes (m is selected to ensure a trade-

off between hardware overhead and security level); the single cycle T-function has a 

cycle length of 2n  which will be also the cycle length of the entire KSG ( m n ). 

In [62], 4-bit involutive S-Boxes were investigated, coming up with 
17145920 2

4-bits involutive S-Boxes satisfying both linear and differential attack resistance 

conditions. Note that, this is a small class from the class of all possible 4-bits S-Boxes 

which has a cardinality of 
42 ! . These S-Boxes are also resistant to algebraic attacks 

according to [61], where S-Boxes which are optimal against linear and differential 

attacks are optimal against algebraic attacks as well. Since the SUC is targeting to 

create random unknown ciphers, it is proposed to use just few random S-Boxes (m/4), 

to prohibit the attacks described in the previous section, where an adversary tries to 

find a suitable state by predicting the next state equation, and then reveals the secret 

key by analyzing few plaintext-ciphertext pairs. Using randomly selected S-Boxes 

increases the overall cardinality of the resulting SUC class and protects against such 

attacks. In the proposed KSG, an adversary should first reverse the random S-Boxes 
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to reveal the m-bit coming out of the single cycle T-function generator. However, 

deducing the random S-Boxes by just analyzing the KSG output is unlikely as the 

attacker has no access to the S-Boxes inputs.  

Single Cycle           
T-function

Plaintext

Ciphertext

D         Q

n-bit

m-bitm-bit
C

Initial Vector (IV)
(n-bit)

n-bit

KSG

S-Boxm/4-1

S-Box0

S-Box1

S-Boxm/4

 

Figure 6.2. RSC-SUC design template 

6.3.2 Creation Concept of RSC-SUC 

In section 4.2, novel concepts for creating randomly unpredictable ciphers are 

presented. Figure 6.3 describes a methodology for implementing RSC-SUC based on 

the first concept described in section 4.2. In a prior step, the custom design is created, 

and then RSC-SUC template is designed and compiled incrementally. Note that, 

incremental layout is possible in most modern FPGA EDA tools. This would allow 

reducing the time required for creating unique and secure identities for electronic 

devices. A functional bitstream with empty templates for RSC-SUC is now ready for 

downloading in each FPGA unit.  

The realization concept requires that the GENIE selects randomly: the initial value 

tIV , the parameter tC  and the set of m/4 4-bit S-Boxes tS . This simplifies the task of 

the GENIE to perform just a bitstream manipulation at the right locations through the 

switch SW in the targeted FPGA. The randomly selection are controlled by the 

unpredictable TRNG. Such operations can be done on-the-fly at a very high-speed with 

a GENIE having relatively low hardware and software complexities. 

The RSC-SUC layout with empty-template is implemented and the personalization 

of the whole unit (RSC-SUC and custom design) is generated as a single unrepeatable 

event in the programming phase. The GENIE gets unpredictable random stream of bits 

from the TRNG as for the parameter tC , the Initial Vector ( tIV ) and for randomly 

choosing S-Boxes ( tS ) from a pre-compiled list of all 172  optimal involutive 4-Bits S-

Boxes. 
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Figure 6.3. Concept for personalizing individual SoC FPGAs with RSC-SUCs 

When uploading the configuration bitstream to the unit, it is decrypted first to get 

the clear bitstream and then the software GENIE modifies the desired bits 

corresponding to ,  and t tt IV SC . The new configuration bitstream passes again through 

the system controller to configure the FPGA fabric and uniquely personalize the unit. 

The GENIE should be completely deleted after completing the personalization/FPGA-

programming process. No backtracking is possible for the unpredictable and 

unrepeatable single event creation process (see section 4.2). The resulting SUC will 

include a consistent and individual DNA-like electronic identity chain for the unit t for 

all its following lifetime.  

6.3.3 Cardinality of the Proposed RSC-SUC 

With the increasing number of connected network nodes, securing the 

communication between nodes in the IoT requires a hardware token that provides 

unique and clone-resistant physical identity for each node/unit. Considering the huge 

number of nodes, the possible number of RSC-SUCs that can be generated should be 

high enough to cover all devices. Additionally, SUCs with input keys can be optionally 

used to provide unique key ( TAK ) as a personalization key for each Trusted Authority 

TA.  

In this section, the cardinality of the proposed RSC-SUC is evaluated. As described 

in Figure 6.2, the KSG has three initialization vectors as random secret keys:  

• The initialization vector (IV) with size n-bit resulting with cardinality:  

2nIV =  
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• The random vector C is chosen according to the condition in (5.1) such that:  

22nC −=  

• The S-Boxes are chosen also randomly from a class of optimal involutive S-

Boxes having the cardinality of 172 . Deploying m/4 S-Boxes, results with an 

S-Box cardinality:  

17 /42 mSBoxes =  

Therefore, the cardinality of the proposed KSGs as SUCs is:  

 
2 2 17 /42 n mKSG − + =  (5.3) 

In comparison, the initial KSG with pure T-function as shown in Figure 6.1  would 

result with a SUC cardinality of only 2 22 n− .  

In the next section, a sample realization for n=68 and m=12 is demonstrated, this 

results with a KSG cardinality 
2 2 17

18542 2
m

n

KSG
− + 

= = . The parameters selections are 

optimized to show the efficiency of the resulting RSC-SUC in this particular 

technology. 

6.4 Hardware Complexity 

SUCs are targeted to be embedded in non-volatile electronic units to provide 

permanent, secret/unknown, irremovable and tamper-proof physical identities. The 

SUC creation-process requires relatively small software program that should run in the 

initialization process as a single-event-process in each unit. Microsemi 

SmartFusion®2 SoC FPGA technology was selected as a suitable environment for our 

proposal; it includes flash-based (permanent) logic fabric incorporated in the same 

chip with an ARM Cortex-M3 processor. The main motivation for using 

multiplications in the ring of integers modulo 2n  is that Microsemi FPGAs fabric 

embed also DSP hard-cores having hardwired multipliers allowing accumulation 

options. Each Mathblock contains also an adder, carry in and carry out such that 

multiplication can be performed for wide integers. Figure 6.4 describes a proposed 

architecture for the created KSG using the T-function 
2( ) ( )f x x x C= +   with n=68 

bits, deploying three 4-to-4 bits S-Boxes such that m=12 bits. 
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Figure 6.4. Sample implementation for RSC-SUC 

6.4.1 Implementation of Wide Multiplication using DSP Blocks 

Microsemi SmartFusion®2 SoC FPGAs incorporate mathblocks performing 

multiplications of two 17-bit unsigned numbers. Each mathblock contains also an 

adder, carry in and carry out such that larger multipliers can be conducted by cascading 

such units. To perform wide multiplications, a 17-bit shift is embedded in each 

mathblock and can be activated to shift the result of the previous mathblock before 

performing addition. 

In this section, the adopted concept for realizing wide multiplication between two 

n-bit integers is described. The number of required 17-bit mathblocks for n-bits 

multiplier precision is computed as follows: 

Lemma. The number of 17x17 bits multipliers required to perform a single-cycle 

multiplication between two n-bit wide integers in the ring of integers 
2nZ  is: 

 

 

1

1

2

:
17

k

Mul

i

k
N i k

n
Where k

=

+
= = 

=


 (5.4) 

Proof. Let 
17

17 ...17 162 i

i i ia A +=  and 
17

17 ...17 162 i

i i ib B += , where A and B are two n-bits 

integers with 17 ,n k k Z=   

A and B can be expressed as follows: 

1 2 3 2 1 0.......k k kA a a a a a a− − −= + + + + + +  

1 2 3 2 1 0.......k k kB b b b b b b− − −= + + + + + +  
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Multiplying A by B yields: 

( )

( )

1 2 3 2 1 0

1 2 3 2 1 0

.......

.......

k k k

k k k

A B a a a a a a

b b b b b b

− − −

− − −

 = + + + + + +

 + + + + + +
 

Reducing the integer result in
2nZ , yields: 

0 0 0 1 0 2 0 3 0 2 0 1

1 0 1 1 1 2 1 3 1 2

2 0 2 1 2 2 2 3

1 0

mod 2

..............

..............

.............

...

n

k k k

k k

k

k

A B

a b a b a b a b a b a b

a b a b a b a b a b

a b a b a b a b

a b

− − −

− −

−

−

 =

+ + + + + + +

+ + + + + +

+ + + + +

+

 

That is, the number of multipliers required for computing

1

mod2 is . .
k

n

i

A B i q e d
=

   

Each mathblock includes 17-bit shift at one of the adder inputs; which can be 

activated or deactivated to perform the operations shown in the previous proof. For 

example, 0 0 0 1a b a b+  requires two multiplications and one addition where 0 0a b  are the 

17 LSB bits and 0 1a b  are the 17 MSB bits. In this case, before adding the carry out of 

a0b0 to 0 1a b , this carry out should be shifted once by 17-bit.   

For the sample implementation of Figure 6.4, n=68=174 bits, k=68/17=4 that is 

4 5 / 2 10MulN =  =  multipliers. In the following, the required operations for 

performing the squaring operation by deploying 17 bits mathblocks are shown: 

Let 3 2 1 0X x x x x= + + + , where 
17

17 ...17 162 i

i i ix X += , with ...i jX  denotes the 

concatenation of bits i to j of X. 

Thus, 

2

3 2 1 0 3 2 1 0

3 0

2 1 2 0

1 2 1 1 1 0

0 3 0 2 0 1 0 0

mod 2 ( ) ( )NX x x x x x x x x

x x

x x x x

x x x x x x

x x x x x x x x

= + + +  + + +

= +

+ +

+ + +

+ + +

 

Figure 6.5 shows the hardware structure required for squaring 68 bits unsigned integer 

by deploying only 17 bits Mathblocks according to the proposed scheme. 
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Figure 6.5. Squaring n=68-bit integers in 
2nZ by deploying FPGA Mathblocks 

6.4.2 Implementation of Substitution Boxes Using LUTs 

The required S-Boxes consume 4 LUTs each, resulting with a total of 12 LUTs. 

The S-Boxes outputs are register buffered to provide best performance control, each 

output bit requires one DFF, and hence the S-Boxes and their output storages require 

one logic cluster that is 12 Logic elements, where each logic element includes one 

LUT and one DFF.  

6.4.3 Resulting RSC-SUC Hardware Complexity 

Most FPGA applications do not consume the total resources of the deployed FPGA, 

especially Mathblocks when the applications do not require digital signal processing. 

In such cases, our proposed SUC unit requires very few FPGA resources and can be 
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added incrementally to the existing application for zero-costs when consuming unused 

FPGA resources. 

The designed RSC-SUC was modelled in VHDL and synthesized to check its 

hardware complexity and performance. Mentor Graphics Modelsim ME design tool 

was used for simulation and Synplify pro ME for synthesis. When implementing the 

proposed KSG as in Figure 6.4, the Mathblocks and their Logic Interfaces (MLI), 

Look-Up Tables (LUT) and D-Flip Flops (DFF) constitute the basic consumed 

resources. Table 6.1 shows the resources consumed for different devices of 

SmartFusion®2 SoC FPGA family. The KSG requires 10 MLIs, 81 LUTs and 80 

DFFs, this can be considered as zero cost in many real-world applications.  

Table 6.1. Hardware complexity of RSC-SUC 

SmartFusion®2 SoC 

FPGA 

Family devices 

Resources usage 

#MLI=10 

% of usage 

#LUTs=81 

% of usage 

#DFFs=80 

% of usage 

M2S005 90.9 1.33 1.32 

M2S010 45.45 0.67 0.66 

M2S025 29.41 0.29 0.29 

M2S050 13.88 0.14 0.14 

M2S060 13.88 0.14 0.14 

M2S090 11.9 0.09 0.09 

M2S150 4.16 0.05 0.05 

*** A comparative table of all proposed SUC designs in this thesis is described in Table 7.6 

6.5 Summary 

In this chapter, RSC-SUC deploying single cycle T-functions was presented. The 

proposed SUC design template is based on a KSG deploying a class of single cycle T-

functions as principal building block together with randomly selected S-Boxes from a 

set of optimal 4-bit S-Boxes. Implementation results show that the proposed SUC 

design template consumes few mathblocks and logic elements in Microsemi 

SmartFusion®2 SoC FPGAs. The concept can generally be deployed in all SoC 

systems having non-volatile FPGA logic area.  
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 NFSR-SUC  

7.1 Motivation and Problem Formulation 

In the previous chapter, the first proposed SUCs based on random stream ciphers is 

presented; the proposed RSC-SUC makes use of DSP blocks embedded in modern SoC 

FPGAs to implement single cycle T-Functions as keystream generators. Previous 

chapters also present SUC based on random block ciphers with three SUC designs 

templates (SDT): I-SUC, NI-SUC and Feistel-Like SUC.  

This chapter addresses a new alternative SDT based on combining well-selected 

Nonlinear Feedback Shift Registers (NFSRs) with a low complexity combining 

function. Each N-bit NFSR deploys a randomly selected nonlinear feedback function 

selected from a set of feedback functions ensuring that each resulting NFSR has a 

period of 2 1N − . We coin this design as NFSR-SUC. NFSR-SUC has the advantage 

that it can be distributed over all the FPGA area. Whereas, the hardware designs of I-

SUC, NI-SUC, Feistel-Like SUC and RSC-SUC should be located in a compact area of 

the FPGA to achieve lightweight implementation. For NFSR-SUC, each NFSR can be 

implemented in a small free area of the FPGA and provide its single output bit to the 

combining function by one-bit routing. This may allow a zero-cost SUC 

implementation in best-cases with lower vulnerability to side channel attacks. 

This chapter is mainly based on the work published in [56]. 

7.2 Selected State of the Art on Key Stream Generators 

A short review on the state of the art in designing stream ciphers is given to 

introduce to the adopted NFSR-SUC design.  

In 2005, the European project ECRYPT launches a competition to design new 

stream ciphers that might be suitable for widespread adoption. This project is called 

eSTREAM (ECRYPT Stream Cipher Project) [84] and it received 35 submissions. 

When it came to its end in 2008, four of the proposals in the final portfolio were suited 

to fast software encryption: HC-128, Rabbit, Salsa20/12 and Sosemanuk, while other 

four stream ciphers offered particularly efficient hardware implementation: Grain v1, 

MICKEY 2.0, Trivium and F-FCSR-H which has been excluded later because of 

recent cryptanalytic results. A number of NFSR-based stream ciphers have been 

proposed to the eSTREAM project such as Achterbahn [85]. Achterbahn was one of 

the challenging new designs based on combining several NFSRs with a nonlinear 

combining function, which performs nonlinear operations on sequences with distinct 

minimal polynomials. In [86], authors highlight some problems in the design principle 
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of Achterbahn summarized in the small length of the NFSRs and the weakness of the 

combining function. The complexity of the attack presented in [85] depends 

exponentially to the number of shift registers and their size, and to the number of shift 

registers outputs that would cancel the nonlinear part of the combining function if they 

are equal to zero. The proposed family of stream ciphers design overcome previous 

cryptanalytical attacks. 

7.3 Designing a GENIE for Creating Unknown KSGs 

7.3.1 Creating SUC Based on Combining NFSRs 

Figure 7.1 describes a methodology for creating SUC based on combining NFSRs. 

In this work, the SDT deploys 16 NFSRs where their outputs are combined with a 

well-designed combining function. Each NFSR is providing one bit per cycle to the 

combining function. This makes it possible to distribute NFSRs over all the FPGA 

where only one connection is required to connect an NFSR to the combining function. 

This constitutes an advantage over SUC based on block cipher designs or even RSC-

SUC. The GENIE runs once in the microcontroller subsystem during the 

personalization process. For each selected NFSR length, the GENIE has a set of 

feedback functions.  

N1-bit

Created SUC

Feedback function 1

Ni-bit

Feedback function i

N16-bit

Feedback function 16
TRNG

SoC FPGAt

Microcontroller
Subsystem

FPGA fabric

Random Cipher 
Creator

GENIE
ZCombining 

Function

 

Figure 7.1. Creating KSG core as SUC based on combining NFSRs 

The personalization of a SoC FPGAt proceeds as follows:  

• The GENIE triggers the TRNG and gets random numbers. 
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• The GENIE selects randomly, for each NFSR, a feedback function from the 

corresponding set and loads it to the corresponding area in the FPGA fabric. 

Also, the GENIE generates a random initial state for each NFSR. 

• Furthermore, the combining function can also be selected randomly by 

fulfilling some conditions to ensure that the GENIE is going to generate SUCs 

with an acceptable minimum-security level. However, this is not considered in 

this work. 

This process results with a creation of random and unpredictable cipher. 

7.3.2 Description of the Random Keystream Generator 

The basic components of the KSG are 16 Nonlinear Feedback Shift Registers 

(NFSRs) of lengths 6 to 17 and 19, 21, 22 and 23, combined by a balanced Boolean 

function F with algebraic degree 4, correlation immunity 8 and algebraic immunity 4. 

Each NFSR produces binary sequences of maximum period 2 1N − , where N is the 

length of the shift register. For each NFSR, a feedback function is selected internally 

and randomly by the GENIE from a corresponding set of selected nonlinear feedback 

functions. The outputs of the 16 NFSRs provide the 16 inputs to the combining 

function F which outputs the running key tZ .  
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Figure 7.2. Description of the proposed NFSR-SUC 

The 5 4-bits Look Up Tables (4-LUTs) implement the Boolean combining function 

F. The total number of all the NFSRs bits is 223 bits. This design is hardware oriented 

to FPGA environment where the basic logic computing unit in FPGA is 4-LUT. The 

key-loading algorithm that determines the initial internal states of the NFSRs from a 

key (K ≥ 80 bits) and an initial vector (IV) is not investigated in this work since it is 

not required for the proposed SUC usage, i.e. the key (K) can be the initial NFSRs 

states. A key scheduling algorithm can be added to the SUC design template with 

additional overhead. Figure 7.2 describes the NFSR-SUC design template. 

7.3.2.1 Selectable Sets of Nonlinear Feedback Shift Registers 

The principal components of KSG are the 16 NFSRs with lengths from 6 to 17 and 

19, 21, 23 and 24. Each N-bit NFSR has a set of feedback functions ensuring all a 

maximum period of 2 1N − . This section describes in details the NFSRs design 

methodology. 

Definition 7.1. A feedback Shift Register consists of pure cycles if and only if its 

feedback function has the form:  
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 0 1 1 0 1 1( , ,..., ) ( ,..., )N Nf x x x x g x x− −=   (6.1) 

where g is a Boolean function that does not depend on 0x . 

Definition 7.2. A (binary) de Bruijn sequence is a sequence of period 2N  in which 

each N-bit pattern occurs exactly once in one period of the sequence. 

The linear complexities of order N de Bruijn sequences are bounded by 
12N N− +  and 

2 1N −  [87]. 

Definition 7.3. A modified de Bruijn sequence is a sequence of period 2 1N −  in which 

each N-bit pattern occurs exactly once in one period of the sequence. 

In [88], for each NFSR iA  with -bitiN  where 4 24iN  , a set of feedback 

functions ensuring maximum period of 2 1iN
−  was presented. All feedback functions 

have the form in (6.1). The search covered three types of feedback functions with 

algebraic degree two: 

1 0 1 1 0 1 0

2 0 1 1 0 2 0

3 0 1 1 0 3 0

( , ,..., ) ( , , , )

( , ,..., ) ( , , , , )

( , ,..., ) ( , , , , , )

N a b c d a b c d

N a b c d e a b c d e

N a b c d e h a b c d e h

f x x x x g x x x x x x x x x

f x x x x g x x x x x x x x x x x

f x x x x g x x x x x x x x x x x x x

−

−

−

• =  =   

• =  =   

• =  =     

                      

Where , , , , , {1,2,..., 1}a b c d e h N − . 

The set of N-bit Fibonacci NFSRs with the period 2 1N −  can be partitioned into 4 

subsets [88]: basic, reverse of basic, complement of basic, and reverse complement of 

basic. In [88], only NFSRs with basic form were listed. The forms of the reverse, 

complement and reverse complement of the basic form are described as follows: 

• Reverse form: 0 1 1 0 1 1( , ,..., ) ( ,..., )r N Nf x x x x g x x− −=   

• Complement form: 0 1 1 0 1 1( , ,..., ) 1 ( ,..., )c N Nf x x x x g x x− −=    

• Reverse complement form: 0 1 1 0 1 1( , ,..., ) 1 ( ,..., )rc N Nf x x x x g x x− −=    

Thus, for each listed feedback function in [88], three feedback functions generating 

the reverse, complement or reverse complement sequence can be deduced. 

For NFSRs with -bitiN , 
iNS  denotes the set of Boolean functions g listed in [88] 

(by removing the xor with 0x ) together with their reverse, complement and reverse 

complement form. We coin those functions as Random Feedback Functions (
iNRFF ). 

The set 
iNS  with only the functions having basic form (without xor with 0x ) are listed 

in Table 7.5. 
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Figure 7.2 describes the general structure of the used NFSRs. For each NFSR iA  of 

length iN , the feedback function contains Random Feedback Function   (
iNRFF ). Its 

general form is defined as follows: 

 0 1 1 0 1 1( , ,..., ) ( ,..., )
iN N Nf x x x x RFF x x− −=   (6.2) 

where: 

For each NFSR iA  of length iN , a set of random feedback functions 
iNS  is selected 

such that each of its 
i

j

NRFF  makes the NFSR iA  achieves a maximum period of 

2 1iN
− where: 

 
1{ ,..., ,..., }i

i i i i i

Aj

N N N N NRFF S RFF RFF RFF =  (6.3) 

During the personalization process, one of the feedback functions is to be selected 

randomly from this set and will be used to construct NFSR iA . 

NFSR Ai

1

iNRFF

2

iNRFF

| |i

i

A

NRFF



: Set of random feedback 

functions for NFSR Ai

ix

Ni -bit

(Ni -1)-bit

1iN − 2 1 02iN − 3iN −

 
iN

S

iN
RFF

 

Figure 7.3. General structure of the selected NFSRs sets 

Each selected NFSR iA  in Figure 7.2 has a form of the general structure in Figure 

7.3, and generates a nonlinear sequence of period 2 1iN
−  which is a nonlinear modified 

de Bruijn sequence. The linear complexity iL  of an NFSR iA  is bounded by: 

 
1

2 2 1i iN N

i iN L
−
+   −  (6.4) 

The number of NFSRs and their lengths are selected to satisfy the primarily security 

requirements described in the following: 

B-M Algorithm attack: in order to ensure that the attack complexity of B-M 

Algorithm is over 280; in terms of time complexity, the linear complexity L of the total 

key stream sequence should exceed 240, since the complexity of B-M algorithm attack 

is the square of the linear complexity.  

Correlation immunity: If an adversary succeeds to recover the randomly selected 

feedback functions, she/he can try to mount a correlation attack. In this case, to protect 
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the system against correlation attack, the total number of bits of certain number of the 

least NFSRs, where the number is determined by the correlation immunity, should 

exceed the computing power namely 280. The correlation immunity of the combining 

function F is equal to 8, thus the total number of bits of the shortest 9 NFSRs should 

exceed 80. 

With these two constraints, we obtain the optimal NFSRs designs for NFSR-SUC. 

Table 7.5 describes the sets 
iNS  of the selected random feedback function 

iNRFF  

that have only the basic form, the reverse, complement and reverse complement forms 

can be deduced easily. In the format of the 
iNRFF , indexes of variables of each 

product-term of a feedback function are separated by a comma, round bracket around 

the indexes denotes that those indexes belong to the same product-term. For example, 

( )1,2, 2,4 represents the 
iNRFF : 

 1 2 3 4 5 1 2 2 4( , , , , )
iNRFF x x x x x x x x x= + +  (6.5) 

7.3.2.2 Cardinality of the Designed KSG Class 

The selected sets of N-bit NFSRs are used to create NFSR-SUC. The NFSR-SUC 

design randomness is based on deploying all possible feedback functions ensuring that 

each used N-bit NFSR generates a sequence with period 2 1N −  

In this paper, the NFSRs selected for the proposed design can be made random, 

since for each N-bit NFSR there exist a number of possible feedback functions 

ensuring a maximum period of 2 1N − . Hence randomly selecting one of the feedback 

functions for each NFSR iA  will ensure the same security level of the resulting 

random KSG as will be investigated through this chapter. 

Table 7.1 presents the number of selected NFSRs 
iA  for each used NFSR iA  with 

length iN : 

Table 7.1. Number of all selected NFSRs 

i 1 2 3 4 5 6 7 8 

|Ai| 84 160 168 160 188 200 144 144 

i 9 10 11 12 13 14 15 16 

|Ai| 100 96 60 60 36 16 20 12 
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Theorem 7.1. Let iN  be the lengths of the NFSRs of the KSG, where iN S  such as 

{6,...,  17,  19,  21,  22,  23}S = .  

We denote by 
iA  the number of NFSRs iA . The cardinality of the KSG is: 

 2log
2

i ii S i S
A N

  
+ =  (6.6) 

This results with cardinality: 
3232   

i
i S

N


 refers to the NFSRs initial state which is randomly selected by means of the 

TRNG. It is adding an entropy of about 223 bits. 

7.3.2.3 Boolean Combining Function 

The Algebraic Normal Form (ANF) of the proposed Boolean combining function 

is as follows: 

 

1 16 1 2 3 4 6 7 8

9 11 10 11 10 12 13 15 14 15 14 16

9 10 11 10 11 12 13 14 15 16

( ,..., )F x x x x x x x x x

x x x x x x x x x x x x

x x x x x x x x x x

= + + + + + +

+ + + + + +

+ + +

 (6.7) 

This Boolean combining function consists of two parts: 

• The linear part, which contains the monomials of degree one 1x  to 8x , and be 

implemented by deploying two 4-LUTs, 

• The nonlinear part containing monomials of degree two and three, related to 

the terms 9x  to 16x  can also be realized with another two 4-LUTs. The outputs 

of all four 4-LUTs are combined with one 4-LUT to generate the keystream tZ

. 

Definition 7.4. The Boolean combining function F can be described as follows: 

 
16:{0,1} {0,1}F →  (6.8) 

A secure Boolean combining function should have the following properties: balanced, 

high algebraic degree, high correlation immunity and high nonlinearity.  

In the following, we present the analysis results of the Boolean combining function F. 

7.3.2.3.1 Balanced Combining Function 

A Boolean combining function is balanced if and only if the numbers of ‘1’s and 

‘0’s in its truth table are equal. Since the LFSRs/NFSRs are supposed to be randomly 

i.d.d. (independent identically distributed), the combining function must be balanced 

to satisfy the pseudo-randomness. Otherwise, by inputting a large number of randomly 
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selected values, the output value will not be balanced. This could lead that the whole 

system would be vulnerable to cryptanalytic attacks.  

Simulations on SageMath show that the Boolean combining function F is balanced. 

7.3.2.3.2 Algebraic degree 

The algebraic degree is the degree of ANF of the Boolean combining function. 

Since the ANF of the Boolean combining function has degree 4, the algebraic degree 

of F is 4. 

7.3.2.3.3 Correlation Immunity 

Before we introduce the correlation immunity, an introduction to Walsh 

transformation is needed. 

Definition 7.5. Let 1 2 1 2{ , ,..., } and { , ,..., }n nx x x x    = =  be n-tuples over {0,1}, 

and dot product of x and   is defined as: 

 1 1 2 2. . . ... .n nx x x x   = + + +  (6.9) 

Then the Walsh Transformation on a n-variable Boolean function ( )f x  is defined as: 

 
.( ) ( )( 1)x

x

F f x  = −  (6.10) 

The Correlation immunity can be calculated based on the Walsh Transformation as 

follows: If for all 1 ( )wt t  , with ( )wt   is the weight of  , the Walsh 

Transformation ( ) 0F  = , then the number t is called correlation immunity. 

The resulting correlation immunity of the Boolean combining function F is 8. This 

is also resulting from a simulation on SageMath. 

7.3.2.3.4 Nonlinearity 

The nonlinearity is the distance from the combining function F to the set of affine 

functions of n-variables (An): 

 ( ) min ( , )
nh ANL F d F h=  (6.11) 

The resulting nonlinearity of the combining function F is: NL(F) = 26624 
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7.3.2.3.5 Algebraic immunity 

For :{0,1} {0,1}mF → , define ( ) { :{0,1} {0,1}/ . 0}mAN F g F g= → = , any function 

( )g AN F  is called the annihilator of F. The algebraic immunity of F is the minimum 

degree of all the nonzero annihilators of F and of all those of 1F + . In [89], it was 

proved that the algebraic immunity is less than or equal to / 2n  for any n-variable 

Boolean function F. Simulations on SageMath show that the algebraic immunity of 

the Boolean combining function F is 4.  

To summarize, the Boolean combining function F is balanced with algebraic degree 

4, correlation immunity 8, nonlinearity 26624 and algebraic immunity 4. 

7.4 Security Analysis 

This section presents security analysis of the stream cipher in regards to the 

following attacks: Brute force attack, Correlation Attack, Algebraic Attack and Parity 

Check Attack. 

7.4.1 Brute Force Attack 

7.4.1.1 Exhaustive Search Attack on the NFSRs Initial States 

The first brute force attack is an exhaustive search of all the internal NFSRs states. 

An Adversary tries to enumerate all possible states, then generate the corresponding 

sequence in each case and compare it with the known keystream. If the generated 

sequence and the keystream match, then the internal states of the NFSRs are found and 

the cipher will be broken. 

The complexity of the attack is: 

 

16

2

1

log ( )

2

i

i ii S
i

N A

=


=

+ 
 

(6.12) 

The total length of the NFSRs is 223 bits and the cardinality of the KSG is about 

2100 resulting with a brute force attack complexity of about 2323. We conclude that the 

complexity of an exhaustive search attack to guess all possible internal states is beyond 

possible computational power.  

7.4.1.2 Berlekamp-Massey Algorithm 

In order to analyse the complexity of the B-M algorithm on the proposed cipher, it 

is necessary to compute the lower bound of the total linear complexity of the output 

bitstream. The time complexity of the B-M algorithm attack is the square of the total 

linear complexity, and the data complexity is double. If the lengths 1,..., tN N  of t shift 
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registers are pairwise relatively prime, then the linear complexity ( )L  of the 

keystream   can be expressed as: 

 1( ) ( ,..., )tL F L L   (6.13) 

If the lengths of the primitive NFSRs are not pairwise relatively prime, then then 

above equation does not hold. In this case, 1( ,..., )tF L L  provides only an upper bound 

for ( )L  . However, in many cases, it is still possible to derive a reasonable lower 

bound for the linear complexity of  . 

Corollary. [90] Let 1,..., t   be nonzero output sequences of primitive binary NFSRs 

of lengths . ., respectively, and with linear complexities 
1,..., tL L , respectively. Let 

1( ,..., )tF x x  be a Boolean function of algebraic degree 1d . A lower bound for the 

linear complexity of the sequence 
1( ,..., )  = tF  can be given if the following two 

conditions are fulfilled: 

1. The algebraic normal form (ANF) of 
1( ,..., )tF x x  contains a monomial 

1
,...,

di ix x  of degree d for which the corresponding shift register lengths 

1,..., dN N  are pairwise relatively prime. 

2. For all monomials of degree d, which have the form 
1 1 1,..., ,...,− +j k j di i i i ix x x x x , 

we have gcd( , ) 1=ij kN N . 

If both conditions are true, then: 

 1 2
( ) ... 

di i iL L L L  (6.14) 

The Boolean combining function F has algebraic degree 4, the ANF of F contains 

the following monomial 
13 14 15 16x x x x  with degree 4: 

1. The monomial 
13 14 15 16x x x x  satisfies condition 1 in corollary 1: The lengths of 

the corresponding shift registers 
13 14 15 1619, 21, 22, 23= = = =N N N N  are 

pairwise relatively prime. 

2. The other monomials in the ANF of the Boolean combining function are of 

degree less than the degree of the monomial 
13 14 15 16x x x x . Then condition 2 

holds. 

We conclude that the linear complexity of the keystream   is: 

 
18 20 21 22 81

13 14 15 16( ) (2 19)(2 21)(2 22)(2 23) 2   + + + + L L L L L  (6.15) 

B-M algorithm requires about 1622  time complexity and 822  data complexity to break 

each one of the resulting KSGs.  
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7.4.2 Correlation Attack 

Correlation attack was firstly proposed by T. Siegenthaler in 1984 [91], then 

improved by W. Meier and O. Staffelbach in 1989 as fast correlation attack [92]. The 

main idea of correlation attack is to focus on the Boolean combining function of the 

KSG and find the correlation between the combination of several LFSRs/NFSRs and 

the output keystream. This requires to have previous knowledge about the used 

NFSRs, i.e. an adversary should reverse the randomly selected feedback functions 

before applying this attack. Since, there is more than 2100 possible combinations of 

feedback functions and about 2223 initial states, trying to reverse the feedback functions 

is likely impossible.  

Considering that an adversary knows the used feedback functions, in this case, an 

adversary can apply correlation attack with an aim to recover the NFSRs initial states. 

By considering the classical fast-correlation attack, when the Boolean combining 

function has correlation immunity n, the adversary needs at least 1+n  shift registers 

at the same time. The correlation immunity of the Boolean combining function F is 8; 

therefore, the total length of the smallest 9 NFSRs is:   

 

14

6

90
=

=

=
i

i

i  (6.16) 

Thus, if an adversary is given the used feedback functions of an SUC, the 

complexity of the correlation attack is at least 290. However, this attack cannot be 

realized since for each SUC, the random feedback functions are selected randomly and 

internally inside the chip.  

7.4.3 Algebraic Attack 

Algebraic attack [93] is another important attack against stream ciphers. It aims to 

find a well-chosen multivariate polynomial G(s), such that G.F is of substantially lower 

degree, where F(s) is the combining Boolean function and s is the current state. To 

examine the degree of the linear polynomial equations system, an assertion for the 

degree of the algebraic equations from [94] will be used. It is described in the following 

fact:  

Fact [94]. For 2 2 −jN

j jN N , the kth entry in the monomial spectrum of the shift 

registers 
jA , with 1 16 j , contains close to 

1
2

−jN
different monomials and has in 

general degree 1−jN . 

For the Boolean combining function F, we find the term with highest degree and 

then calculate it as follows: The highest term is 
13 14 15 16x x x x  and its degree can be 

calculated as: 
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 13 14 15 16( 1)( 1)( 1)( 1) (19 1)(21 1)(22 1)(23 1) 81− − − − = − − − − =N N N N  (6.17) 

Since we need 2 2−jN
 different monomials, in order to express the bits of the 

sequence by the initial state of each register. So, we need: 

 13 15 1614 81(2 2)(2 2)(2 2)(2 2) 2− − − − 
N N NN  (6.18) 

Different monomials in order to express the bits of the sequence from the highest 

degree term. Set apart the remaining different monomials, the complexity for solving 

the system of equations is: 

 
81 192.78((2 ) ) (2 ) =O O  (6.19) 

where 2.38   is the exponent of the fast matrix multiplication. The complexity of 

solving the system of equations ensures that the proposed algorithm is secure against 

algebraic attack. 

7.4.4 Parity Check Attack 

The parity check attack was firstly proposed in [86], which can successfully break 

the Achterbahn stream cipher. It starts attacking the weakness of the Achterbahn 

Boolean combining function; when two terms are equal to 0, then the whole nonlinear 

part would be 0. Therefore, the Boolean combining function is purely linear. After the 

linearization of the Boolean combining function, a parity check is applied in order to 

retrieve possible inner states of some certain registers. A parity check attack is very 

sensitive to the number of terms in the combining function after linearization. 

In the following, the security analysis of the proposed algorithm against parity 

check attack is investigated. The ANF of the Boolean combining function F is known 

to the attacker as:  

 

1 16 1 2 3 4 6 7 8

9 11 10 11 10 12 13 15 14 15 14 16

9 10 11 10 11 12 13 14 15 16

( ,..., ) = + + + + + +

+ + + + + +

+ + +

F x x x x x x x x x

x x x x x x x x x x x x

x x x x x x x x x x

 (6.20) 

It has a linear part and a nonlinear part. When we examine the common terms of 

the nonlinear part, if 
9 10 13 14 0= = = =x x x x , then the Boolean combining function 

would degenerate into a pure linear Boolean combining function, that is: 

 1 16 1 2 3 4 5 6 7 8( ,..., ) = + + + + + + +l x x x x x x x x x x  (6.21) 

The upper bound of the linear complexity is relatively not that high: 

 
8 14.9

1
2

=

=
 

i

ii
L L  (6.22) 
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So, an LFSR with length L can be built, and a parity check can be applied on the 

sequence output of the sequence from the linear Boolean combining function. 

The periods of all the NFSRs are as follows: 

 

6 7 8 9 10

1 2 3 4 5

11 12 13

6 7 8

2 1 ; 2 1 ; 2 1 ; 2 1 ; 2 1 ;

2 1 ; 2 1 ; 2 1

T T T T T

T T T

= − = − = − = − = −

= − = − = −
 (6.23) 

where 
iT  denotes the period of NFSR Ai. 

So, the parity check can be computed as follows: 

 1( ) ( ) ( )=  +ll t l t l t T  (6.24) 

Since the period of the first register is 
1T , this expression does not contain any term of 

1x . Similarly:  

 

2

3

4

5

6

7

( ) ( ) ( )

( ) ( ) ( )

( ) ( ) ( )

( ) ( ) ( )

( ) ( ) ( )

( ) ( ) ( )

=  +

=  +

=  +

=  +

=  +

=  +

lll t ll t ll t T

llll t lll t lll t T

lllll t llll t llll t T

llllll t lllll t lllll t T

lllllll t llllll t llllll t T

llllllll t lllllll t lllllll t T

 (6.25) 

Therefore, ( )llllllll t  contains only terms of 
8x . Thus, it satisfies: 

8( ) ( ) ( ) += llllllll t llllt llll tll ll Tl l  

In terms of bits ( )l i , we have the following equation: 

1 2 3 4 5 6 7

8 1 2 1 8 2 3 2 8

1 2 3 1 2 8

1 2 3 4 5 6

       

  ...   ...  ...

 ...

)

 ...

( ) ( ) ( ) ( ) ( ( ) ( ) ( )

( ) ( ) ( ) ( ) ( )

( ) ( )

(

...

+ + + + + + + + + + + + + + +

+ + + + + + + + + + + + + + + +

+ + + + + + + + + +

+

+ + + + + + +

l t l t T l t T l t T l t T l t T l t T l t T

l t T l t T T l t T T l t T T l t T T

l t T T T l t T T T

l t T T T T T T 7 8  0)+ + =T T

 

This is the basic parity check on l(t) that can be used to attack the KSG, it is the 

XOR between 256 bits from the sequence, within the time interval: 

15

1 2 3 4 5 6 7 8 2= + + + + + + + maxT T T T T T T T T  

It is the complexity required for the parity check attack, but the degeneration 

happens under the condition 
9 10 13 14 0= = = =x x x x . Hence, the complexity to satisfy 

this condition should be considered. Consider the 
9x  register first, which 

9 0=x  is the 
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condition for further parity check attack. For every bit used in parity check, totally 256 

bits, they should all satisfy this condition. The number of all the possible internal states 

in register 
9x  is 214. Since the output should be independent and identically distributed 

(i.d.d), the expected number of cases that satisfy this condition is:  

 
14 256 2422 2 2− − =  (6.26) 

At this step, the attack cannot continue, since the possibility of finding a case 

satisfying the condition 
9 0=x  is too small to ignore. Similar results can be derived 

for 
9 10 13 14, ,  and x x x x . 

7.4.5 Side Channel Attacks 

This section provides a discussion about the vulnerability of the proposed family of 

stream ciphers to side channel attacks. In [95], authors analyzed the stream ciphers 

candidates of the eSTREAM phase-3 in respect to side channel analysis. For SUC 

concept, the ciphers are generated randomly and internally inside the SoC FPGA. For 

the purpose of the application described in the next section, there is no 

resynchronization process based on changing an initial vector or key. In the following, 

a discussion about security of SUC-based on stream cipher design in respect to side 

channel attacks is presented: 

1. Timing analysis: it exploits dependencies between the execution time of an 

algorithm and a secret key bits. The proposed stream cipher design template 

does not include conditional branches and hence any randomly generated 

stream cipher inside the FPGA will provide outputs in constant time. So, timing 

attacks will not be possible. 

2. Power analysis: two major categories are discussed. Simple power analysis 

(SPA) uses a single measurement to reveal a secret key by searching for 

patterns in the power trace, while Differential Power Analysis (DPA) uses 

many power measurements that are evaluated by statistical analysis to reveal a 

secret key. In [96], authors investigate power analysis of stream ciphers which 

requires frequent resynchronization. Since in the case of SUC, the internal state 

is selected randomly and unpredictably once during the personalization of the 

SoC FPGA, there is no initial vector or key to manipulate from outside to 

mount such attacks. 

7.5 Sample Generic Protocols for SUC Based on Random 

KSGs 

SUC is a digital clone-resistant unit that can be deployed as a security anchor in 

wide spectrum of applications such as automotive security [97], Device-to-Device 

communication [98], etc..  
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This section describes sample authentication protocol for devices embedding NFSR-

SUCs. Moreover, an update protocol for the challenge/response pairs is presented. 

7.5.1 Enrollment Protocol 

During the enrollment process, the TA orders a unit A to generate a set of t k-bit 

responses
0 1,..., −tY Y . Each k-bit response results from running the KSG for k cycles.  

7.5.2 Identification Protocol 

Figure 7.4 describes an identification protocol for SUC based on random stream 

ciphers; it proceeds as follows: 

• Unit A sends its serial number
ASN to the TA that checks for its existence in the 

TA Unit’s Identification Records (UIR). If ASN UIR , then TA accepts and 

continues otherwise it rejects and aborts the communication. 

• The TA selects the exact 
iY  and generates a random nonce 

TR . Then, it encrypts 

TR  with a standard block cipher by using 
iY  as key and sends it in concatenation 

with 
TR  as ( ) ||

iY T TE R R . 

• Unit A generates the next response 
iY  and decrypts the received message as 

1 '( ( ))− =
i iY Y T TE E R R . If ' T TR R , unit A rejects and aborts the communication. 

Meanwhile, unit A keeps the state
1−iS , this protects the system from being 

desynchronized. When ' =T TR R , unit A generates a random nonce 
AR , then it 

encrypts it by the same 
iY  and sends it concatenated with 

AR  to TA. 

• TA decrypts the received message as 1 '( ( ))− =
i iY Y A AE E R R . If '=A AR R , it accepts. 

Otherwise, it rejects and aborts the communication. 

Trusted Authority Unit A

sequentiallyiYSelect

A
SN

( )
iY T T

E R R
− =

=

1 '

'

( ( ) )

If then accept

else reject

i iY Y T T T

T T

E E R R R

R R

( )
iY A A

E R R
− =

=

1 '

'

( ( ) )

then accept

else reject

i iY Y A A A

A A

E E R R R

If R R

TRGenerate random nonce 

ARGenerate random nonce 

 

Figure 7.4. Identification protocol of SUC based on random stream cipher 
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7.5.3 Update Protocol 

Figure 7.5 describes an update protocol for SUC based on random stream ciphers, 

it proceeds as follows: 

• The TA and unit A authenticate each other by using the last response
1−tY . 

• Unit A generates a random nonce 
AR  and a set of new t-responses * *

0 1 to −tY Y . 

Then, it sends the encrypted responses (ER) to TA. 

• TA decrypts ER by using 
1−tY  as ( )

1 1

* * * '

0 1 1

1 ( ) , ,...,
− −

−

−=
t t t AY YE ER Y Y Y RE . If 

'=A AR R , it accepts and updates unit A’s records. Otherwise it rejects and 

aborts the communication. 

 

Trusted Authority Unit A

→
-1

Authenticate by using 

the last pair  
t

Y

− −
=

1

* * *

0 1 1
ER ( , ,..., )

tY t A A
E Y Y Y R R

Generate random nonce 
A

R

− −

−

−
=

=

1 1

1 * * * '

0 1 1

'

(ER) , ,...,

If  accept

else reject and abort

t tY Y t A

A A

E E Y Y Y R

R R

ER

 

Figure 7.5. Update protocol of SUC based on random stream cipher 

 

7.6 Hardware Complexity 

Mass production requires lightweight authentication mechanisms for economic 

reasons. SUC as clone-resistant identity gain special interest because it is possible to 

be implemented with zero-cost. Most FPGA applications do not consume the total 

resources offered by the deployed FPGA. In such cases, NFSR-SUC requires very few 

FPGA resources and can be added incrementally to the existing application for zero-

costs.  

The KSG described in Figure 7.2 is modeled in VHDL and synthesized to check its 

hardware complexity and performance. Libero SoC with its integrated tools is used to 

implement the design; Mentor Graphics Modelsim ME design tool was used for 

simulation and Synplify pro ME for synthesis. Table 7.2 describes the resources 

consumed for different SmartFusion®2 SoC FPGAs family. The KSG requires 37 

LUTs and 223 DFFs.  
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Table 7.2. Hardware complexity of the KSG in SmartFusion®2 SoC FPGAs 

KSG components Resources usage 
% of usage 

for M2S005 

% of usage 

for M2S150 

Type of resources LUTs DFFs LUTs DFFs LUTs DFFs 

 

NFSRs 

Shift 

registers 
0 223 0 3.71 0 0.15 

Feedback 

Functions 
32 0 0.52 0 0.02 0 

Combining Function 5 0 0.09 0 0.005 0 

Total 37 223 0.61 3.71 0.025 0.15 

*** A comparative table of all proposed SUC designs in this thesis is described in Table 7.6 

To make a fair comparison with state-of-the-art stream ciphers, the hardware 

complexity of the proposed family of stream ciphers is compared to all profile-2 

eSTREAM finalists: Grain v1 [99], MICKEY2 [100] and Trivium [101]. 

To compute the required gate counts for a hardware design, estimations for each 

logical/arithmetic function is done in function of NAND2 gate. For Trivium, authors 

present a detailed hardware complexity with the gate count estimations in [101]. For 

Grain [99], authors used an estimation of 8 GEs for a DFF while 12 was used in [101]. 

Table 7.3 presents the used estimations of Gate Equivalent (GE) for each function to 

estimate the required area for the proposed stream cipher. 

 

Table 7.3. The gate count used for different functions 

Function DFF AND2             XOR2 

Gate Count 8 1.5 2.5 

In the following, an estimation of the number of gate counts required to implement 

each NFSR-SUC is presented. Since, for each NFSR, there exist a set of feedback 

functions having the form described in equation (6.2) (see also Table 7.5), different 

hardware complexities would result for each resulting NFSR-SUC. The hardware 

complexity ranges from a best-case hardware complexity to a worst-case hardware 

complexity. For the best case, the resulting complexity is 223 DFFs, 63 XOR and 29 

AND gates. The worst-case hardware complexity has 95 XOR gates compared to the 

best case. 
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Table 7.4 presents the hardware complexity and an estimation of the total power 

consumption for NFSR-SUCs together with the eSTREAM portfolio-2 finalists. The 

results for the eSTREAM portfolio-2 finalists are based on [102]. 

Table 7.4. Hardware complexity and power consumption results 

Components Grain 

Our Proposal 

Trivium MICKEY2 
Best Case Worst Case 

C
o

m
p

o
n

en
ts

 

DFF 

State Size 160 223 223 288 200 

XOR2 - 63 95 11 - 

AND2 - 29 29 3 - 

Gate count 1294 1985 2065 2580 3188 

Total Power 109.4 120 120 175.1 196.5 
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Table 7.5. Sets of selectable random feedback functions for each NFSR length 

NFSR Length Ni Set of Random Feedback Functions
iNS  

A1 6 

1,2,(1,2); 1,2,(2,4); 1,3,(1,5); 1,4,(1,4); 2,3,(1,3); 2,3,(1,5); 2,3,(2,3); 

2,3,(2,4); 1,(1,2),(4,5); 1,(1,3),(3,5); 1,(2,3),(2,5); 2,(1,3),(2,4); 

2,(1,3),(3,4); 2,(1,3),(3,5); 2,(1,5),(2,4);  2,(1,5),(4,5); 2,(2,3),(3,5); 

2,(3,4),(3,5); 3,(1,4),(2,3); 3,(1,4),(2,4); 3,(1,4),(3,4); 

A2 7 

1,2,(2,6); 1,4,(1,3); 1,5,(1,5); 1,5,(3,5); 1,5,(4,6); 2,4,(1,2); 2,4,(2,5); 

1,(1,2),(5,6); 1,(1,5),(3,4); 1,(1,6),(4,5); 1,(2,3),(3,5); 1,(2,5),(3,5); 

1,(2,5),(4,5); 1,(3,4),(4,5); 2,(1,2),(4,6); 2,(1,4),(3,4); 2,(1,5),(2,6); 

2,(1,6),(2,4); 2,(1,6),(3,6); 2,(1,6),(5,6); 2,(2,4),(3,5); 2,(2,5),(4,6); 

2,(2,6),(4,6); 2,(3,6),(5,6); 3,(1,2),(2,3); 3,(1,3),(1,6); 3,(1,4),(3,6); 

3,(1,5),(3,5); 3,(1,6),(3,4); 3,(2,3),(4,5); 3,(2,5),(3,5); 1,2,3,4,(1,6); 

1,2,3,4,(2,3); 1,2,3,4,(2,6); 1,2,3,6,(1,3); 1,2,3,6,(1,5); 1,2,3,6,(2,6); 

1,2,4,5,(1,2); 1,2,4,5,(1,5); 1,2,4,5,(2,6) 

A3 8 

1,5,(1,5); 1,6,(1,2); 1,6,(1,7); 1,6,(2,4); 1,6,(4,5); 1,6,(5,6); 2,5,(2,4); 

2,5,(3,7); 2,5,(4,5); 3,4,(2,4); 3,4,(2,7); 3,4,(3,4); 3,4,(4,6); 3,4,(4,7); 

3,4,(6,7); 1,(1,4),(2,4); 1,(1,6),(2,5); 1,(2,3),(2,4); 1,(2,4),(6,7); 

1,(3,4),(4,7); 2,(1,3),(4,6); 2,(1,3),(5,7); 2,(1,5),(6,7); 2,(1,7),(2,3); 

2,(3,7),(6,7); 3,(1,2),(2,4); 3,(1,4),(2,4); 3,(1,6),(3,6); 3,(1,6),(4,6); 

3,(1,6),(4,7); 3,(2,3),(5,6); 3,(2,4),(6,7); 3,(2,6),(3,7); 1,2,3,5,(2,6); 

1,2,3,6,(3,5); 1,2,3,6,(5,7); 1,2,4,5,(2,4); 1,2,4,7,(1,5); 1,2,5,7,(2,4); 

1,3,4,7,(1,4); 1,3,4,7,(1,6); 1,3,4,7,(3,7) 

A4 9 

1,6,(4,6); 1,6,(4,8); 2,4,(4,5); 3,4,(3,7); 1,(1,5),(2,5); 1,(1,6),(6,7); 

1,(1,8),(2,7); 1,(1,8),(5,6); 1,(2,3),(3,8); 1,(2,8),(3,7); 1,(3,4),(3,5); 

1,(3,7),(5,8); 2,(1,5),(4,6); 2,(1,6),(2,7); 2,(1,8),(3,4); 2,(2,7),(4,6); 

2,(4,7),(5,6); 3,(1,2),(4,7); 3,(1,6),(1,7); 3,(1,7),(4,8); 3,(2,3),(4,7); 

4,(1,3),(2,8); 4,(1,6),(3,6); 4,(2,3),(5,8); 4,(2,5),(2,8); 4,(2,7),(3,8); 

4,(2,8),(6,7); 4,(3,5),(3,7); 1,2,3,4,(3,7); 1,2,3,7,(4,6); 1,2,4,7,(1,6); 

1,2,5,6,(1,6); 1,2,5,6,(2,6); 1,2,5,8,(2,6); 1,2,6,7,(3,6); 1,3,4,5,(3,7); 

1,3,5,7,(5,6); 1,3,5,8,(3,5); 1,4,6,7,(1,7); 2,3,4,7,(2,8) 

A5 10 

1,2,(8,9); 1,4,(3,7); 1,8,(6,7); 2,5,(1,5); 4,5,(2,6); 4,5,(4,8);   4,5,(4,9); 

1,(1,2),(3,4); 1,(2,4),(2,5); 1,(2,8),(7,9); 1,(3,8),(4,7); 1,(4,8),(6,7); 

2,(1,3),(4,7); 2,(1,4),(3,7); 2,(1,5),(3,5); 2,(1,5),(4,9); 2,(1,6),(1,7); 

2,(1,7),(4,6); 2,(1,9),(5,9); 2,(3,5),(3,7); 2,(3,9),(8,9); 3,(1,2),(2,8); 

3,(1,3),(7,9); 3,(1,6),(3,8); 3,(1,6),(6,9); 3,(2,3),(2,6); 3,(2,7),(8,9); 

3,(2,8),(7,9); 3,(6,7),(8,9); 4,(1,3),(1,7); 4,(1,3),(7,8); 4,(1,3),(7,9); 

4,(1,5),(1,9); 4,(1,5),(7,9); 4,(7,8),(7,9); 1,2,4,8,(1,5); 1,2,4,8,(2,4); 

1,2,5,8,(5,9); 1,3,4,7,(3,6); 1,3,6,7,(1,6); 1,4,5,9,(1,9); 1,4,5,9,(4,9); 

1,4,5,9,(5,9); 1,5,6,7,(2,8); 2,3,4,6,(3,6); 2,4,5,8,(2,4); 2,4,6,7,(1,6) 

A6 11 

1,9,(1,4); 2,5,(1,9); 2,8,(6,9); 1,(1,7),(2,8); 1,(1,9),(2,7); 1,(2,3),(4,5); 

1,(2,5),(3,4); 1,(2,7),(3,10); 1,(3,7),(3,8); 1,(3,7),(7,8); 2,(4,5),(6,10); 

2,(4,6),(9,10); 2,(7,9),(8,10); 3,(1,6),(8,9); 3,(1,9),(5,10); 3,(2,7),(5,7); 

3,(3,5),(6,9); 3,(3,6),(5,8); 3,(3,7),(7,10); 4,(1,2),(9,10); 4,(2,3),(2,10); 

4,(3,7),(4,8); 5,(1,4),(6,9); 5,(2,8),(6,8); 5,(4,7),(6,7); 1,2,3,5,(4,6); 

1,2,4,5,(4,6); 1,2,4,7,(2,3); 1,2,4,7,(4,9); 1,2,4,7,(8,9); 1,2,4,10,(1,9); 

1,2,4,10,(3,9); 1,2,7,8,(1,9); 1,2,7,8,(9,10); 1,3,4,10,(6,10); 1,3,6,8,(6,8); 

1,3,6,10,(7,9); 1,3,7,9,(1,8); 1,4,5,8,(5,7); 1,4,7,10,(1,9); 1,5,6,8,(5,9); 

1,5,7,9,(2,8); 1,6,8,9,(2,6); 2,3,7,8,(4,10); 2,3,7,8,(6,10); 2,3,7,8,(7,10); 

2,4,5,9,(5,9); 3,4,5,6,(2,10); 3,4,6,7,(2,3); 3,5,6,7,(4,8) 

A7 12 
3,8,(3,9); 4,7,(1,7); 4,7,(4,7); 1,(2,3),(3,4); 1,(2,5),(3,10); 1,(2,8),(6,10); 

1,(7,8),(8,10); 1,(8,11),(9,10); 2,(1,3),(3,6); 2,(1,7),(2,8); 2,(1,10),(1,11); 

2,(2,3),(7,9); 2,(3,9),(3,11); 2,(3,9),(5,9); 2,(5,11),(8,11); 2,(7,9),(7,11); 
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3,(1,8),(7,10); 3,(5,11),(6,10); 1,2,3,5,(5,9); 1,2,5,9,(7,11); 1,2,6,11,(2,6); 

1,3,6,7,(4,10); 1,3,6,9,(1,9); 1,3,6,9,(4,10); 1,3,7,10,(4,5); 1,4,8,10,(2,5); 

1,5,6,8,(4,6); 1,5,6,8,(6,10); 1,5,6,11,(7,8); 1,5,7,9,(1,11); 1,5,9,10,(6,7); 

2,3,4,10,(3,8); 2,3,6,8,(3,6); 2,3,6,10,(2,6); 2,3,6,10,(4,10); 2,5,6,10,(2,10) 

A8 13 

1,11,(5,9); 4,8,(9,10); 1,(1,7),(3,7); 1,(2,3),(6,11); 1,(2,5),(5,11); 

1,(2,6),(6,8); 1,(2,9),(4,5); 2,(1,6),(9,12); 2,(7,10),(10,12); 3,(1,9),(2,11); 

3,(4,6),(9,11); 3,(8,9),(9,10); 4,(1,3),(4,6); 4,(1,3),(10,12); 4,(2,9),(8,10); 

5,(1,5),(4,9); 5,(1,12),(7,11); 5,(2,9),(4,5); 5,(3,6),(4,9); 5,(3,12),(9,11); 

6,(1,5),(2,12); 1,2,4,5,(1,7); 1,2,10,11,(6,12); 1,3,4,6,(6,10); 1,4,5,10,(4,8); 

1,5,6,7,(5,9); 1,5,7,9,(8,9); 1,5,7,11,(8,10); 1,7,10,11,(2,6); 1,8,9,10,(8,9); 

2,3,8,11,(1,10); 2,5,6,11,(8,11); 2,6,7,10,(8,12); 3,4,5,12,(4,5); 

3,5,6,10,(8,11); 3,5,7,10,(2,10) 

A9 14 

1,2,(7,12); 1,(2,13),(4,12); 1,(5,12),(9,12); 2,(1,5),(3,11); 3,(1,6),(4,12); 

3,(2,4),(6,12); 3,(2,12),(6,13); 3,(5,10),(7,12); 5,(2,4),(6,13); 6,(1,13),(5,9); 

6,(5,9),(12,13); 1,2,3,5,(1,3); 1,2,4,7,(1,3); 1,4,5,8,(2,8); 1,4,5,13,(1,6); 

1,4,7,11,(1,11); 1,6,10,12,(3,7); 1,6,10,12,(7,9); 1,7,9,12,(3,13); 

2,3,5,7,(1,5); 

2,3,10,12,(9,10); 2,5,6,12,(6,10); 2,7,9,11,(11,12); 4,5,6,8,(1,4); 

4,6,7,10,(5,13) 

A10 15 

5,9,(2,11); 2,(6,8),(12,14); 4,(2,11),(7,10); 4,(5,6),(5,14); 4,(6,10),(9,10); 

4,(7,8),(12,14); 6,(8,11),(12,13); 7,(2,11),(10,13); 7,(3,12),(3,13); 

1,3,7,11,(9,10); 1,4,5,12,(3,4); 1,4,6,11,(2,14); 1,4,9,10,(7,10); 

1,5,11,13,(5,11); 2,3,9,10,(6,10); 2,3,9,13,(3,7); 2,4,10,14,(4,10); 

3,4,5,10,(3,7); 3,5,7,8,(3,13); 4,5,7,10,(1,14); 4,8,12,14,(5,6); 

4,9,11,14,(1,13); 5,6,11,14,(5,8); 5,6,12,13,(5,9) 

A11 16 

2,13,(2,3); 3,(1,5),(5,7; 3,(2,13),(7,14); 5,(4,8),(6,12); 5,(4,12),(7,8); 

7,(2,6),(10,13); 7,(8,14),(11,12); 1,2,3,9,(6,14); 1,5,13,14,(14,15); 

1,11,12,13,(5,15); 2,5,10,14,(6,14); 2,6,11,12,(14,15); 2,7,8,10,(3,6); 

2,7,8,13,(3,15); 4,8,9,10,(8,12) 

A12 17 

1,(7,10),(9,15); 3,(6,9),(13,14); 5,(4,7),(6,13); 6,(2,9),(7,12); 7,(1,8),(9,14); 

8,(10,12),(11,16); 1,3,9,12,(7,13); 1,3,12,14,(2,10); 1,5,9,11,(1,13); 

1,7,11,13,(6,14); 2,4,9,12,(6,16); 3,6,7,10,(9,15); 3,8,11,12,(3,11); 

4,6,10,16,(3,11); 5,6,9,14,(6,14) 

A13 19 
7,10,(6,18); 9,12,(1,13); 2,(6,8),(8,10); 4,(5,16),(7,14); 6,(4,8),(17,18); 

1,4,5,8,(5,15); 1,4,8,17,(1,13); 3,7,9,16,(3,17); 5,6,12,14,(2,18) 

A14 21 1,15,17,19,(13,15); 2,7,12,17,(4,10); 3,5,9,13,(15,17); 4,8,9,11,(3,11) 

A15 22 
1,(4,10),(11,18); 5,(4,12),(7,14); 1,6,8,12,(10,17); 1,10,16,18,(3,21); 

5,6,11,15,(9,21) 

A16 23 3,(13,19),(18,19); 2,6,10,14,(5,13); 3,11,16,18,(4,19) 
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7.7 Hardware Comparison of The Proposed SUCs and PUFs 

This thesis presented novel SUC designs with different design targets while 

maintaining an acceptable security level. This work presented two categories of SDTs: 

SDT-based on random block ciphers and SDT-based on Random stream ciphers. This 

section describes a comparison between all proposed SUC designs.  

Table 7.6 presents a summary about the hardware complexities of all proposed SUC 

designs implementations in Microsemi SmartFusion2 SoC FPGAs. 

Feistel-Like SUC is a full implementation prototype of SUC using the SUC creation 

mechanism described in Section 4.3. Also, it is the first realization of SUC. The other 

two SDT-based on random block ciphers are NI-SUC and I-SUC; while the description 

of their full implementation was more targeted for the SUC creation mechanism 

described in Section 4.2, the mechanism presented in Section 4.3 can also be used to 

have a full realization of NI-SUC and I-SUC. Note that the SUC creation mechanism 

described in Section 4.3 can be used to embed SUCs in both volatile and non-volatile 

FPGAs. All SDT-based on random block ciphers have close hardware performance; if 

all implemented with the mechanism in Section 4.3, Feistel-Like SUC will be faster 

with a factor of about 4 than NI-SUC and I-SUC because it has about half the number 

of rounds and it is optimized to use LSRAM blocks. 

RSC-SUC and NFSR-SUC are the two designs based on random stream ciphers. RSC-

SUC is targeted to make use of free DSP blocks in the FPGA fabric, hence its usage 

of FPGA fabric logic elements is quite small. Contrarily, NFSR-SUC implementation 

uses only logic elements (LUTs and DFFs). Regarding their hardware performance, 

NFSR-SUC can generate one key-bit each clock cycle, while RSC-SUC requires about 

12 clock cycles (for n=68 bit) to generate a keyword with maximum bit-length of 68 

bits.  SDT-based on random stream ciphers seems to have better hardware performance 

than SDT-based on random block ciphers with a factor roughly about 10. 

Table 7.6. Comparison of the hardware complexities of all proposed SUC designs in this thesis 

SUC Design Templates 
Resources usage 

LUT DFF LSRAM MACC eNVM 

SDT-based on 

Random Block 

Cipher 

Feistel-Like SUC 191 208 1 0 2 

NI-SUC 212 72 0 0 0 

I-SUC 226 72 0 0 0 

SDT-based on 

Random Stream 

Cipher 

RSC-SUC 81 80 0 10 0 

NFSR-SUC 37 223 0 0 0 
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Most PUFs were not implemented in FPGAs, or when that happened it was for 

statistical or performance evaluation purposes. Hence, implementation results of PUFs 

in FPGAs were missing in many papers [26][28][103]. 

However, it appears that delay-based PUFs gained more attention for PUFs 

implementation in FPGAs. Table 7.7 presents some PUFs implementations in FPGAs. 

In [104], an implementation of RO-PUF in Spartan-3E requires 747 slices, where each 

slice has 2 LUTs and 2 DFFs. In [105], an implementation of RO-PUF in Xilinx Zynq 

Z-7020 SoC requires 10560 slices, where each slice has 4 6-input LUTs and 8 storage 

elements. This design can generate more than 128 bit key, roughly about 178 bit (see 

[105], section 3.4). In [106] Recyclable PUF (LR-PUF) was proposed, its 

implementation is using arbiter PUF. LR-PUF implementation in Xilinx Spartan6 

requires 425 slices for an area-optimized implementation and 4454 slices for a speed-

optimized implementation. 

According to the research results presented in Table 7.7, it can be said that these PUFs 

implementations in FPGAs are very area inefficient, which was also one of the 

conclusions of [105]. Note that, the implementation cost of a helper data algorithm or 

a fuzzy extractor is not included.  

Compared to PUFs, the proposed SUCs require much lower hardware resources as 

shown in Table 7.6. 

Table 7.7. Some PUFs implementations in FPGAs 

SUC Design Templates 
Resources usage 

Number of ROs LUT DFF 

RO-PUF [104] 130 1494 (4-input LUTs) 1494 

RO-PUF [105] 4272 42 240 (6-input LUTs) 84 480 

LR-PUF 

[106] 

64165 

cycles/response 
- 1700 (6-input LUTs) 3400 

64165 

cycles/response 
- 17816 (6-input LUTs) 35632 
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7.8 Summary 

This chapter presented a new large class of Key Stream Generators KSGs to build 

NFSR-SUCs. The class is created by random selection of a set of maximum-period 

NFSRs with different lengths. It is shown that a random selection of one SUC from 

this class, can serve to convert future VLSI-devices (in a post-fabrication process) into 

clone-resistant entities. The security level of the proposed cipher class is evaluated 

against many attacks and shown to be scalable to cope even with post-quantum 

security requirements. i.e. as the attack complexity exceeds 1602 , the cipher structure 

can cope even with post-quantum cryptographic requirements at relatively moderate 

implementation complexity. A lightweight proposed generic 

identification/authentication protocol for devices embedding NFSR-SUCs is also 

presented. A sample prototype case showed that one SUC structure consumes 

relatively minor FPGA resources; (0.61% of the LUTs, 3.71% of DFFs) in the smallest 

Microsemi SmartFusion®2 SoC FPGA M2S005 devices, and (0.025% LUTs, 0.15% 

DFFs) for the largest M2S150 device. The last section of this chapter presents a 

hardware comparison between all SUCs proposed in this thesis. It also presents a 

hardware comparison between SUCs and some PUFs implementations in FPGAs. 
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 Sample SUC Practical Use-Cases 

8.1 Motivation and Problem Formulation 

With the ever-growing number of connected electronic devices in the Internet of 

Everything (IoE), cyber-attacks are potentially increasing making use of security 

weaknesses of the traditional security defenses deployed in nowadays connected 

devices. As shown through the previous chapters, digital clone-resistant physical units 

as SUCs are an essential requirement to build secure IoE. This chapter shows some 

use-cases for SUC in industrial applications. First, SUC is used to build an end-to-end-

authentication between SUC-enabled devices and their users in 5G networks. Second, 

SUC-based secure vehicles Electronic Control Units (ECU) is proposed, and new 

security architectures for V2X are proposed. Finally, a novel anonymous fair exchange 

e-commerce is introduced, its core idea is to deploy secure hardware tokens embedding 

SUCs as digital clone-resistant functions. 

This chapter is mainly based on the work published in [98][97][107]. 

8.2 SUC-Based Secure D2D in 5G Networks 

8.2.1 Introduction 

The traffic capacity requirements on future broadband mobile system is expected 

to grow over the coming years. An increasing demand on streaming videos, gaming, 

and social media traffic is expected. The fourth generation (4G) network will not be 

able to emerge efficiently. Therefore, a new generation of broadband mobile system is 

required to link the wireless technologies at higher speed. The fifth generation system 

(5G) [108] [109] is expected to be able to cope with all growing services by supporting 

smaller cells. 5G is expected to support device to device (D2D) connectivity where 

devices may communicate with each other directly. D2D links are offering extra link-

capacities on which devices may communicate directly without the interaction of the 

access points or base stations. In this case, the base station offloads the traffic from the 

core network to reduce the energy and cost per bit. This paradigm is a further support 

for services such as social media traffic [109][110]. Applications of D2D in 5G 

networks supports: 

• Local services which include proximity services such as social applications and 

local advertising.  

• Emergency communication; when natural disasters happen and the traditional 

communication networks fails, D2D solves such emergency issues.  
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• IoT enhancement, a typical application is vehicle to vehicle communication 

[97][111][112]. 

D2D authentication represents a fundamental problem which need to be resolved. 

Moreover, user-to-device authentication is another essential requirement to ensure the 

complete authentication chain in the proposed security system architecture. User-to-

device authentication allows only a genuine device user to communicate with another 

user that is also authenticated by its device. D2D authentication should cover joint 

authentication of both devices and their corresponding users. Hence, secure user-to-

user communication is attained by fulfilling jointly both D2D authentication and user-

to-device authentication. In this work, user’s behavior when operating his/her device 

is deployed to prove his/her identity jointly with the used device by applying a machine 

learning (ML) model generated and managed by a trusted authority. It is also proposed 

that each device assures its unique digital clone-resistant identity based on embedding 

an SUC in the device as device identity.  

8.2.2 Related Work 

Mobile devices have become powerful people-centric sensing devices due to many 

embedded sensors such as GPS, Wi-Fi, Bluetooth, accelerometer, etc. Hence, they can 

be used to collect a variety of information about their environments and the behavior 

of their owners. This allows to explore many additional uses such as identification and 

recommendation system. In [113], a behavioral model is presented to discover human 

behavior by collecting personal data of 37 users for 2 months. The resulting user 

identification model achieved up to more than 80% accuracy, but for other cases less 

than 30% accuracy. In [114], a fingerprint framework was developed, which can 

identify a user by using heterogeneous data sensors. The resulting user identification 

model achieved accuracy of 94.68% for 4 users, 93.14% for 10 users and 81.30% for 

22 users. However, many challenging practical issues underlying the previous methods 

still open such as biometric data collection framework, data analysis classification, and 

identification accuracy. 

5G mobile system is expected to support D2D communication. For this purpose, 

strong D2D authentication mechanism would be needed.  We believe that one of the 

major security requirements is to create unclonable devices which protect them against 

physical and mathematical cloning attacks and allow D2D authentication.  

In this work, we propose that each device embeds its unique SUC. SUC can be 

personalized by a trusted authority by storing a set of challenge response pairs for each 

unit that will be used later for end-to-end authentication.  
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8.2.3 Targeted D2D Security System Operation  

This section presents the system security architecture with the required operations 

for the targeted authentication mechanisms. Figure 8.1 describes the proposed user-to-

device and D2D network architecture. The relevant participating entities in the security 

system operation are identified as follows: 

• Trusted Third Party: a TTP is an agreed-on authority that securely manages 

the Challenge Response Pair (CRP) records of all SUCs for device 

identification. Moreover, TTP is responsible for running Machine Learning 

Algorithms (MLA) to build users classifications model based on some users-

mobile features. TTP may be independent on mobile manufacturers and 

operators. 

• Mobile Device: Each device (Mobile) embeds its unique clone-resistant unit 

SUC that allows both devices to build a secure communication link by means 

of a limited intervention of TTP. 

• Users: Each user possessing a mobile can prove his/her identity by means of 

his/her behavior when using his/her mobile. User’ behavior is acquired by 

his/her mobile and then transferred to the TTP to generate the user-

classification model during the training phase. The classification model is used 

by the TTP to identify users from their behavior profiles during the operation.  

Device-User clone-resistant
Biometric identity

SUCT

Trusted Third Party 

Unclonable electronic devices identities

Secure communication link 
between A and B

User B User A

Convey one
time ticket of A

SUCB

Mobile B

SUCA

Mobile A

Convey one
time ticket of B

 

Figure 8.1. Operation scenario of the D2D secured link 

The communication proceeds as follows: user A requests TTP asking to 

communicate with user B. A one-time identification ticket from SUCA’s records is 

used to secure this request. The TTP verifies if user A’s biometric identity corresponds 

to A’s mobile identity based on its device’s SUCA. If this happens to be true, the request 

is then forwarded to user B’s mobile secured by another one-time ticket from SUCB’s 
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records. The verification of the correspondence of user B’ biometric identity to B’s 

mobile device identity SUCB is also done by the TTP. Finally, and if all identities 

match, both mobiles can communicate directly without the interference of the TTP. 

TTP plays a pure mediator role and cannot eavesdrop the D2D link. The resulting D2D 

mutual VPN-link is based on jointly combining user’s biometric identities with the 

clone-resistant identities of their own mobiles (SUCA and SUCB) as illustrated in Figure 

8.1. 

8.2.4 Biometric Key Generation 

The current section presents the approach used to generate users’ biometric keys. It 

exploits the proved unique behavior of users, such as, the movement of the user's hand 

when he/she is writing a message as well as his/her typing speed to recall the biometric 

key. The combination of the aforementioned biometrics would form the user’ profile.  

Figure 8.2 describes the used methodology to build a machine learning model (M) 

based on users’ patterns. Each smartphone acquires its user’s patterns set and sends it 

to the TTP. The TTP runs a selected MLA based on the training data (users’ patterns) 

and generate a model M. 

MLA

Generate 
a Model M

Trusted Third Party

PatternB

PatternA

SUCB

Mobile B

SUCA

Mobile A

 

Figure 8.2. Building a machine learning model M 

Algorithm 8.1 describes a pseudo-code of the proposed approach. As input, the 

algorithm has #R number of readings , , ,i i i ix y z s  where , ,i i ix y z  are the coordinates 

from the accelerometer in the three-dimensional space and 
is denotes the typing speed. 

Each reading corresponds to a different user defined by IDi. The algorithm tries to 

generate the best model by entering the readings to all classifiers that generate the 

corresponding model Mj. The output of the algorithm is the model M which has the 

best accuracy. Our approach implements most common classifiers, these are: K-

nearest neighbor, support vector machine, decision tree, naive Bayes and logistic 

regression. 
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8.2.4.1 Data Specification 

The used dataset is collected from 30 experiments. In each experiment, a new user 

writes a text message and the system records the acceleration on , ,x y z space 

coordinates as well as the time that the user needs to write the same message. Each 

user repeated the experiment several times. 

 

8.2.4.2 Extracting Dynamic Biometric Key 

For training and testing tasks, the data are divided into two parts. Once or while the 

smartphone sends a data to the server, the classifiers train the received data and 

produce a model of dynamic biometric key, which is a set of probabilistic, 

deterministic, or tree based dynamic roles. The dynamicity of the dataset changes the 

roles of the model frequently, which leads to build dynamic model. Accessing 

smartphone is restricted due to energy issue; therefore, the smartphone transmits the 

data of accelerometer and the typing speed to a server for further processing. 

8.2.4.3 Classification Model  

Figure 8.3 describes an example of the extracted decision tree model. For each user, 

a specific threshold for each feature is automatically computed. _X Threshold , 

_Y Threshold , _Z Threshold  and _S Threshold  denote threshold vectors for all 

users correspondingly for , ,x y z  coordinates and the speed of typing s. The thresholds 

are used for classifying the data. If a user is genuine, at least one role should be met 

otherwise it is fake. 

Algorithm 8.1:  User Biometric key detection 
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_Z Z Threshold

 _Y Y Threshold

_X X Threshold

_S S Threshold Genuine User

Fake User

Yes No

NoYesYesNo

Yes

No

 

Figure 8.3. Extracted decision tree model 

The performance of the used MLAs is compared regarding their accuracy and 

Mathew Correlation Coefficient (MCC) metrics. The accuracy is defined as ratio of 

correctly classified cases to the total number of cases. The MCC is the estimator of the 

correlation between the classified results and the actual results. Figure 8.4 presents the 

obtained results for different algorithms. 30 persons were tested, the average accuracy 

was 88%; the highest accuracy attained was 96% in favor of naïve Bayes classifier. 

The average accuracy for a set of only 10 users was 88%, 87% for a set of 20 users 

and 88% for a set of 30 users. The results showed that the accuracy improves by higher 

users count. 

 

Figure 8.4. Classification results 
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8.2.5 Joint User-Device and D2D Authentication  

Figure 8.5 describes a D2D authentication protocol allowing both devices with their 

authentic users to generate a shared key that no other third party can disclose. The 

following authentication protocol is a possible implementation scenario partially based 

on the generic D2D mutual authentication protocol described in Section 5.8.2. The 

protocol proceeds as follows:  

• Step 1: Mobile B starts the authentication request by sending its own serial 

number SNB together with the open number of the requested mobile A having 

the serial number SNA to the TTP. 

• Step 2: TTP checks if both serial numbers do exist in TTP’s UIR. If not, the 

request is rejected and aborted. Otherwise, TTP picks randomly a pair /Bl BlX Y

, and generates a random nonce RT1, then computes 
1( , , )=TB B T BlH H SN R X , 

where H is a public hash function.  TTP then returns 
TBH  concatenated with 

1TR  and  
BlY to the mobile B (SNB) 

• Step 3: Mobile B uses its SUCB to reproduce the corresponding 
1( )−=Bl B BlX SUC Y  and checks whether 

1( , , )=TB B T BlH H SN R X . If not, the 

request is rejected and aborted. Otherwise, TTP generates a random nonce RB1 

and sends 
1 1( || ) ||

Bl

tB

X B B BE xyzs R R  to TTP. Notice that only the TTP and mobile 

B know the encryption key 
BlX . 

• Step 4: TTP decrypts the received message as 
' 1

1 1|| ( ( || ))−=B B

Bl Bl

t t

B B X X B Bxyzs R E E xyzsS R . Then, it checks if '

1 1=B BR R  and 

( )Bt

B BM xyzs SUC . If it is matching, TTP accepts and continues otherwise it 

rejects and aborts. M is the selected classification model according to the 

algorithm in section 8.2.4.3. It takes as input the features Bt

Bxyzs  denoting the 

coordinates in the three-dimensional space (xyz) and the speed of typing (s) of 

user B at time tB. The TTP picks randomly a new SUCB pair XAk/YAk, and 

generates a random nonce RT2, then computes 
2( , , )=TA A T AkH H SN R X  and 

sends 
TAH  concatenated with RT2, YAk and SNB to mobile A as , , ,TA A Ak BH R Y SN

.  

• Step 5: Mobile A uses its SUCA to reproduce the corresponding 
1( )−=Ak A AkX SUC Y  and checks if  

2( , , )=TA A T AkH H SN R X . If not true, mobile 

A rejects and aborts. Otherwise, it generates a random nonce RA1 and sends 

1 1( || ) ||A

Ak

t

X A A AE xyzs R R  to TTP. By receiving SNB, mobile A knows that it is 

going to communicate with mobile B (with user B).  
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• Step 6: TTP decrypts the received message as 
' 1

1 1|| ( ( || ))−=A A

Ak Ak

t t

A A X X A Axyzs R E E xyzs R . Then checks if '

1 1=A AR R  and 

( )At

A AM xyzs SUC (M generates a biometric key allowing the TTP to verify 

the identity of user B). If it matches, TA sends ( / )
BlX Aj AjE X Y  to mobile B and 

( / )
AkX Bi BiE X Y  to mobile A. Otherwise, it rejects. The TTP deletes the used 

pairs: , and ,Aj Aj Bi BiX Y X Y . 

• Step 7: a public key ad-hoc VPN link is built between users A and B. This 

would prohibit any later interception by the TTP. 

• Step 8: Device A decrypts the received encrypted pair as 
1/ ( ( / ))−=
Ak AkBi Bi X X Bi BiX Y E E X Y   and generates a random value RA2. Then, 

challenges device B with the received YBi by sending 
2,B A BiSN R Y to B. 

• Step 9: Device B uses its SUCB to compute 1( )−=Bi B BiX SUC Y . Then generates 

a random value RB2, computes 
2 2( , , , )=B Bi Aj B AH H X X R R  and sends HB 

concatenated with
AjY and RB2 to device A.  

• Step 10: Device A uses its SUCA to compute 1( )−=Aj Aj AjX SUC Y  and then 

computes ( , , , )=A Bi Aj B AH H X X R R . If A BH H ,  A rejects and aborts. 

Otherwise, both units share the same secret key = =A BZ H H  and have built a 

secured VPN using Z as a symmetric shared key. (Notice that TA cannot 

disclose Z). 

8.2.6 Security Analysis 

The security analysis addresses two types of attacks: impersonation attack and 

spoofing attack. In the impersonation attack, an adversary impersonates identities of 

one or more legitimate parties such as users and mobiles. To counteract such attacks, 

SUC is used to provide unique clone-resistant identities for each mobile device and the 

biometric identity is involved to identify users. An adversary attempting to 

impersonate the mobile should clone the corresponding SUC and hence being able to 

possess the identity of a legitimate device. Since SUC is mathematically clone-resistant 

(i.e. the attack complexity is greater than 280) and very difficult to clone physically, 

this type of attack is not possible. Note also that a CRP is used only once. So, even if 

an adversary was able to get a CRP it will be useless. Moreover, biometric identity 

protects against fake users since only the genuine user can have the same behavior 

with higher probability.  
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Figure 8.5. Mutually joint user-device authenticated D2D communication protocol 
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8.3 SUC-Based Secure Vehicular Communications 

8.3.1 Introduction 

Vehicular Ad hoc NETworks (VANET) are the cornerstone of the envisioned 

Intelligent Transportation Systems (ITS). They are aiming to create safer and more 

efficient future roads, to assist and improve the comfort of drivers and passengers. 

Recently, many attacks have been reported on automotive systems making automotive 

companies losing a large share of their intellectual property rights; also, it exposes 

vehicle users to attacks on the internal vehicular system privacy and environment. 

Those kinds of attacks will increase especially when connecting vehicles such as in 

Vehicle-to-Vehicle Communication (V2V) and Roadside-to-Vehicle Communication 

(RVC), which will open other backdoors. Thus, an intensive work has been done in 

developing vehicle security solutions to prevent possible attacks; many security 

modules have been proposed such as Secure Hardware Extension (SHE), Hardware 

Security Module (HSM), Trusted Platform Module (TPM) and Cryptographic Service 

Engine (CSE). Those modules offer necessary cryptographic services such as: secure 

key storage, cryptographic hardware accelerators such as AES, hash function and 

pseudo-random number generators.  

A widely accepted and adopted security principle is based on the secrecy of the key. 

Many solutions based on this principle have been proposed to overcome security 

breaks in automotive systems such as components identifications [115], software 

installation/updating and on-board diagnostics by using a portable memory device 

[116] or over the air [117]. Secure in-vehicle communication was proposed in [118] 

where all networks such as CAN and LIN, are connected to a gateway which is 

handling their encrypted communications; all nodes from the same network possess 

the same key and hence the traffic inside the same network is not encrypted. 

Additionally, components authentication over CAN using Message Authentication 

Codes (MACs) was proposed in [119]. In [120], a security mechanism based on 

constituting trusted communication groups was proposed; a special trustable vehicular 

Electronic Control Unit (ECU) as TTP plays the role of a Key Distribution Center 

(KDC which generates temporary keys for each communication group and transmit 

them to all group members. Each ECU belongs to a group and this is described by 

Access Control Lists (ACL) that are signed by the vehicle’s manufacturing company. 

The KDC is able to verify the signature of the ACL and hence no ECU can fake the 

system to get more accesses. In [121], a security architecture supporting users with 

different access rights and mutual authentication of ECUs was proposed. 

A cheap and secure solution to improve vehicle security was proposed in [122], 

where PUFs were proposed to be used as unclonable components identifiers in in-

vehicle network. PUFs can provide highly secure and unique identities. However, they 

have inconsistent responses requiring using expensive Helper Data Algorithms (HDA) 

(see Chapter 2). 
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In this chapter, SUCs are proposed to serve as unclonable ECUs identifiers. Three 

main SUC-based security applications for vehicular security are discussed and their 

communication protocols are described: in-vehicle communication, V2X 

communication and secure over-the air software update. The proposed vehicular 

security schemes fulfil VANET security requirements as will be discussed in this 

chapter. 

8.3.2 Vehicular Security Requirements 

Nowadays, attacks surface on vehicles security is broad, touching most in-vehicle 

systems and an increasingly wide range of external networks, from Wi-Fi, cellular 

networks, and the internet to service garages, etc. [123]. In [124], attacks on in-vehicle 

CAN network where discussed where the adversary gains access to the CAN network 

via the On-Board Diagnostics port (OBD-II). Remote attack was proposed in [125] 

where the adversary exploits some attack vectors such as Bluetooth, cellular radio and 

wireless communication. A survey of remote attacks on vehicle is presented in [126]. 

It is clear that securing in-vehicle network requires components identification [127], 

[128]. 

VANETs must respect mainly the following security requirements 

[129][122][130][131]: 

• Data confidentiality: unauthorized access to confidential data should be 

infeasible. 

• Data Integrity:  unauthorized data modification should be infeasible, and 

when feasible, it should be detected. 

• Hardware and software components integrity: modifications of the 

hardware (HW) or software (SW) should be infeasible or at least detectable. 

• Service and data availability: authorized HW and SW components should be 

granted access to data and services. 

• Uniqueness: hardware units should be infeasible to clone. 

8.3.3 SUC-Based In-Vehicle Authentication 

Figure 8.6 describes a proposal for integrating SUCs in vehicle ECUs. In-vehicle 

network architecture is different between distinct vehicles models, for instance:  

• (a) presents a vehicle i with a central control unit that is considered as the 

vehicle trusted authority (Vi). 

• In (b), the vehicle network embeds 3 powerful control units (gateways) with a 

bus system: each powerful control unit is a vehicle trusted authority (Vi,1, Vi,2, 
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Vi,3). We propose that ach ECU should embed a unique SUC as a clone-

resistant entity allowing the ECU to communicate securely. 

SUCi

ECUi

SUCi1

ECUi1

SUCim

ECUin

Vehicle Trusted 
Authority (Vi)

SUCi,T

ECUi,T

SUCi,T1

ECUi,T1

Vehicle Trusted 
Authority (Vi,T)

SUCi,Tk

ECUi,Tk

(a) (b)

SUCi,1

ECUi,1

Vehicle Trusted 
Authority (Vi,1)

…

 

Figure 8.6. Integrating SUCs in different vehicle ECUs network architectures. Example: (a) vehicle 

with central master powerful ECU, (b) vehicle with 3 multi-master ECUs and Bus system 

For (a), the Vi challenges each 
ijECU  with a set of challenges 

jkX  and gets the 

corresponding responses 
jkY  where  1,...,k t . Similarly, for (b), each of the trusted 

powerful ECUs collects the CRPs for the corresponding vehicle ECUs. A simple 

identification protocol is described in Section 3.3.2 for SUC based on random block 

ciphers, while Section 7.5.2 describes authentication protocol for SUC based on 

random stream ciphers. 

In case of deploying SUC-based on random block ciphers, it is recommended to use 

an authentication protocol as described in section 5.8.1. This ensures strong 

authentication between a vehicle’s master 
iECU (TA) and the slave ECUs. 

8.3.4 SUC-Based Secure Over-The-Air Software Update 

Over-The-Air (OTA) software update allow vehicles manufacturers to add new 

features and enhance existing ones over Wi-Fi. Figure 8.7 presents an architecture for 

a vehicle manufacturer communicating with a vehicle possessing T-powerful ECUs 

connected with a bus system. Each powerful ECU is a gateway for many other ECUs. 

Figure 8.8 presents the basic principle used to perform an OTA software update. It is 

deploying the special SUC invertibility property to perform multiple encryptions and 

being able to decrypt for recovering the challenges X from the responses Y. For index 

simplification, Unit A (SUCA) represents the gateway 1 (SUCi,1), Unit B (SUCB) 
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represents the gateway 2 (SUCi,2), and Unit C (SUCC) represents ECUi,2v (SUCi,2v) (see 

Figure 8.7). 

SUCi,2

SUCi,20 SUCi,21 SUCi,2v

SUCi,1

SUCi,10 SUCi,11 SUCi,1u SUCi,T0 SUCi,T1 SUCi,Tw

SUCM

Internet
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Vehicle Manufacturer/
Trusted Third Party (TTP)

Bus system

Unit C

Unit A

Sample Secured Data Path
„TTP_Unit A_Unit B_Unit C“
in 3 Hubs

Unit B

1

2

3

TTP

SUCi,T

 
Figure 8.7. Manufacturer-vehicle communication links 

A TTP willing to transfer, over-the-air, a data M to unit C picks X/Y pairs for all 

units in the selected path for example units A, B and C. A multiple encryption of M in 

a reverse order is performed starting with the final node C using 
CX  as encryption key 

then 
BX  and finally 

AX . The TTP sends the Encrypted Message (EM) shown in Figure 

8.8 concatenated with ( )||A AY EM Y  that will be first decrypted by unit A’s SUC then 

by the other units’ SUCs B and C successively in a reverse order of the encryption. At 

the end, the data M can be recovered if and only if all the units participate physically 

in the decryption process in the correct sequence. Note that only the right unit can 

recover X from Y correctly. This inversion process represents a major advantage over 

PUFs mappings that are not invertible.  



 

 Creating Random Unknown Ciphers as Digital PUFs and their Applications 

8. Sample SUC Practical Use-Cases  135 

( )
A B CX X X C B

EM E E E M Y Y  =
  

1

1

( )

( )
A

A A A

B X

X SUC Y

A Y E EM

−

−

=

=

1

1

( )

( )
B

B B B

C X

X SUC Y

B Y E A

−

−

=

=

1

1

( )

( )
C

C C C

X

X SUC Y

M E B

−

−

=

=

B
A Y

C
B Y M

Unit A: 
A

SUC Unit B: 
B

SUC Unit C: 
C

SUC

Trusted Third Party
(TTP)

Decryption process

Encryption process by the TTP:

A
EM Y

 
Figure 8.8. SUC-based chain of trust with multiple encryptions 

Figure 8.9 presents a protocol for SUC-based secure OTA software updates. 

Software updates enables to add new features and enhance existing functionality of the 

ECUs. The protocol proceeds as follows: The vehicle manufacturer as (TTP) gets 

authenticated with the vehicle i represented by the vehicle 
,1iECU  having its unique 

,1iSUC . For this purpose, the authentication protocol described in Figure 5.23 is to be 

used. The TTP selects randomly X/Y pairs from its UIR, corresponding first to the 

powerful ECUs interfering during the communication (
,1iSUC  and 

,i kSUC ) and to the 

ECU(s) that their software should be updated with the new one SW (here only 
,i TkECU  

having its unique 
,i TkSUC  is targeted to update its software by SW). 

,1 ,1/α α

i iX Y , 
, ,/ 

i T i TX Y  

are the randomly selected pairs by the TTP corresponding respectively to 
,1iECU  and 

,i TECU . The TTP encrypts successively the message to be sent to the 
,i TkECU  by 

using 
, ,1and α

i T iX X as keys for the standard cipher E . Each powerful 
,i jECU  is only 

able to decrypt the message decrypted by the unit 
, 1−i jECU . 

At the first encryption step, the TTP uses 
, ,/ 

i Tk i TkX Y  pair to, meanwhile, encrypt the 

SW and prove to the 
,i TkECU  that SW is coming from the TTP, i.e. The 

,i TkECU  

receives 
,

, ,

 

i Tk
i Tk i TkX

E (SW Y ) Y , computes 1

, , ,( ) −i Tk i Tk i TkX SUC Y  and then decrypts the 

received  message  to get the software update concatenated with 
'

,



i TkY  as 

'

,

1 ;

, ( )

 −
i Tk

i T

i Tk SWX
SW Y E E . If 

'

, ,

 i Tk i TkY Y , then 
,i TkECU  rejects and abort the 

communication. Otherwise, it generates a random number R and encrypts it by using 

the same 
,



i TkX  as a proof V, where 
,

( )
i TkX

V E R R
 
to certify undeniably the reception 

of the update to TTP. 
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Attained Security Requirements: SUC-based OTA software update ensures software 

integrity and confidential transfer of data that can be only disclosed by the targeted 

ECU. Malicious ECUs cannot fake the system as the only ECU that can 

encrypt/decrypt is the one with the right SUC. That is, a malicious node can be easily 

detected. Notice also, that sending SW from TTP to unit C is undeniably and 

physically-witnessed by the two nodes A and B in the selected path. Path selection can 

be used to enforce undeniable liability of all nodes in the path. For example, t-

participating nodes in the path have t-different physical tokens as certified Liability 

Entities (LE) secured by SUCLE1 … SUCLEt. Any LE, like service master, taxation 

manager, registration authority etc. None of the participating parties can deny having 

participated in the update process and approving it. The sequence of processing is also 

strict and cannot be changed as SUC ciphers are not commutative. 
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Figure 8.9. SUC-based over-the-air software upgrade protocol by the vehicle manufacturer 

8.3.5 SUC-Based Secure V2X Communication 

8.3.5.1 Proposed V2X Security Architecture 

VANET are the cornerstone of the envisioned ITS.  V2X includes Vehicle-to-

Vehicle communication (V2V), Vehicle-to-Infrastructure communication (V2I), 

Vehicle-to-Roadside Equipment Communication (RVC), etc. V2X aims to create safer 

and more efficient roads, and to assist and improve the comfort of drivers and 
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passengers [132][133]. This section presents SUC-based VANET security 

architecture. Also, it describes SUC-based mutual authentication protocol between 

VANET components. 

Figure 8.10 presents the proposed VANET security architecture. The TTP 

possesses CRPs record for each SUC in the network. The roadside stations, diagnostic 

centers as well as the vehicles and their manufacturers possess each a unique SUC. 

V2X requires an intervention from the TTP to make the two units (even two vehicles 

or a vehicle and a roadside station/diagnostic center) authenticate each other. After 

that, the communication link between the two units is encrypted and the key is only 

known to both units. 

SUCR1 SUCRr

Trusted Third Party
SUCTA

SUCD1 SUCDd

Diagnostic 
Centers

Roadside
Stations

V2V

SUCM1

Vehicle 
Manufacturer 1

SUC1 SUCν
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Manufacturer c

SUCω SUCn

SUCω+1
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Figure 8.10. Secured V2X communication links 

8.3.5.2 V2X Authentication Protocol 

Section 5.8.2 describes a generic mutual authentication protocol between two units 

(in this case, even V2V, RVC or vehicle to diagnostic center). A TTP plays a role of a 

mediator to allow both units to trust each other, then both units can create a common 

shared key such that no third party can disclose it.  

The proposed solution realizes all vehicular security requirements presented in 

Section 8.3.2. SUC-based mutual authentication protocol ensures data confidentiality 

and integrity respectively by encrypting data with a shared secret key known only to 

both units, and encrypting data concatenated with randomly generated numbers. 

Furthermore, the system ensures services availability by allowing services only to the 
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units that have privilege. Since, access to the HW and SW is secured, this ensures HW 

and SW components integrity. Finally, SUC is clone-resistant which makes the system 

units involved as ECUs also resistant against cloning attacks. 

8.3.6 Software Implementation Prototype 

This section presents sample software implementation of authentication and mutual 

authentication protocols between a TTP unit and other units. The TTP could be one of 

the vehicle master ECUs while the other ECUs could be two slave ECUs under the 

same TTP gateway.  

This work covers three main partial system implementations: 

• SUC implementation  

• Enrollment process of an SUC/ECU 

• Authentication protocol between a master ECU (TTP) and another ECU 

• Mutual authentication protocol between two ECUs with the help of master 

ECU 

The evaluation board S32K144 [134] from NXP was selected and it is shown in 

Figure 8.11. It is targeted for general purpose automotive and high-reliability industrial 

applications. S32K144 has an ARM Cortex-M4F with clock frequency 64-112 MHz, 

512kB Flash and 64kB RAM, CSE, etc. 

 

Figure 8.11. NXP S32K144 evaluation board 

8.3.6.1 Software Implementation of SUC 

In our implementation, I-SUC described in Section 5.4 is deployed without keys. I-

SUC Implementation results are shown in Figure 8.12, the I-SUC consumes about 
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0.06% from the available area in the flash memory and 0.02% from the RAM memory 

as shown in Figure 8.12.  

Basic design
only

arm-none-eabi-size --format=berkeley  ECU1.elf 
text data bss dec hex filename
2260 0 3072 5332 14d4 ECU1.elf

Basic design
Plus I-SUC

arm-none-eabi-size --format=berkeley  ECU1.elf 
text data bss dec hex filename
2596 16 3072 5684 1634 ECU1.elf

Unkeyed I-SUC
overhead

Flah: 336 bytes
RAM: 16 bytes
Software performance: 482 us

 

Figure 8.12. I-SUC software implementation overhead in S32K144 

8.3.6.2 Enrollment Protocol 

Figure 8.13 shows an enrollment protocol for device D embedding an 
DSUC . The 

enrollment protocol is executed in a trusted environment. Device D provides its serial 

number 
DSN  to the TTP which generates a set of challenges 

,0 , , 1{ , ,..., }−= D D i D tX X X X  and challenges device D to generate the corresponding 

responses 
,0 , , 1{ ,..., ,..., }−= D D i D tY Y Y Y . TTP stores the sets /X Y  in the unit’s individual 

records (UIR) for future use.  

X

D
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{ ,..., ,..., }

D i D i

D D i D t

Y SUC X

Y Y Y Y
−

=

=

,0 , , 1

Generate a set of 

challenges { , ,..., }
D D i D t

X X X X
−

=

Trusted  Third PartyDevice D : SND

Units Individual 
RecordsI-SUC 

Y
save X/Y 

 

Figure 8.13. Enrollment protocol for device D 

Figure 8.14 describes the experiment setup. Two S32K144 evaluation boards were 

used in this experiment; one representing the TTP and should handle firstly the 

required operations described in Figure 8.13, similarly the second board plays the role 

of device D. The oscilloscope RIGOL DS1104 was used for execution time 
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measurements by setting an output pin of the board at logic “1” directly after that the 

required operations are done. 

TTP Device D

 
Figure 8.14. Experiment setup for the enrollment protocol 

Figure 8.15 shows delay measurements when executing the enrollment protocol 

described in Figure 8.13. 

Total(Initialisation)

ECU(Initialisation)

TTP(Initialisation)

 

Figure 8.15. Measurements results on the RIGOL DS1104 oscilloscope for the enrollment protocol 

Table 8.1 presents the execution time results of the enrollment protocol for an 

increasing number of challenge response pairs. 

Table 8.1. Latency of the enrollment protocol in function of the number of CRPs 

Number of XD,i/YD,I pairs Execution time 

1 5.46 ms 

512 1.256 s 
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1024 2.510 s 

Table 8.2 presents the software complexities for both TTP unit and device D. 

Table 8.2. Software complexities for the enrollment protocol 

Functions 

RAM Flash 

Time 
Value 

(byte) 

Usage 

(%) 

Value 

(byte) 

Usage 

(%) 

Unkeyed I-SUC 16 0,025 336 0,065 482 µs 

Device D Authentication  516 0,806 2140 0,417 5.2ms 

TTP Authentication  684 1,068 2500 0,488 5.2ms 

8.3.6.3 Mutual Authentication Protocol  

This section describes an implementation of a mutual authentication protocol 

between two SUC-enabled devices (ECUs) 
1D  and 

2D . It is similar to the protocol 

described in Section 5.8.2 but it overcomes the need of building a VPN session between 

both devices to create a shared secret that is unknown even to the TTP. Even though, 

both devices still can build a shared secret key that is not hidden to the TTP but no other 

party can disclose it. Figure 8.16 describes a modified authentication protocol for 

implementation purpose. We list the main improvements and differences with the 

protocol shown in Section 5.8.2 in the following: 

• This protocol does not require building a VPN channel between both devices 

1D  and 
2D  which reduces the protocol latency. 

• In the protocol of Section 5.8.2, the shared secret key is computed as 

1 2 1 2 1 2, ,( , , , )= =D D D i D j D DH H H X X R R  where  
2DH  is shared by device 

2D with 

1D  for authentication purpose by means of the VPN channel. If the VPN session 

is not used, the shared secret key will be disclosed to everybody. To overcome 

this issue, the shared secret key is computed as 
2 1 2, ,( , , )= D D i D jZ H H X X , where 

1,D iX  and 
2 ,D jX  are known only to both devices 

1D  , 
2D  and the TTP. 
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Figure 8.16. Mutual authentication protocol between SUC-enabled ECUs 

8.3.6.3.1 Hardware Setup 

Figure 8.17 describes the experiment setup for mutual authentication protocol. 

Three S32K144 evaluation boards were used in this experiment; one representing the 

TTP, the other two boards play the role of device D1 and D2. RIGOL DS1104 

oscilloscope was used for execution time measurements by setting an output pin of 

each board at logic “1” directly after that the required operations are done. 
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TTPD1D2

 

Figure 8.17. Experimental setup for the mutual authentication protocol 

8.3.6.3.2 Software Complexity and Performance 

Figure 8.18 shows the time measurements when running mutual authentication 

described in Figure 8.16 between devices D1 and D2. 

Total

v
ECU

w
ECU

 

Figure 8.18. Measurements results of the execution time for the mutual authentication protocol 

described in Figure 8.16 

Table 8.3 presents the software complexities and performance of the mutual 

authentication protocol for participating units. 

Table 8.3. Software complexities for the mutual authentication protocol 

Devices 

RAM Flash 

Time Value 
(bytes) 

Usage  

(%) 

Value 
(bytes) 

Usage 

(%) 

Starting Device D1 676 1,056 3632 0,709 5.8 ms 

Device D2  676 1,056 3768 0,735 5.5 ms 

 



 

 Creating Random Unknown Ciphers as Digital PUFs and their Applications 

8. Sample SUC Practical Use-Cases  144 

  



 

 Creating Random Unknown Ciphers as Digital PUFs and their Applications 

8. Sample SUC Practical Use-Cases  145 

8.4 SUC-Based Anonymous Fair Exchange E-Commerce  

8.4.1 Introduction 

E-commerce has become a viable solution to online shopping. It provides consumers 

with an easy way to buy desirable items from merchants distributed in the world. The 

purchase of digital contents demands an electronic payment (e-payment); the main 

concerns in any e-payment system are security and privacy of participants and contents. 

Nowadays, cryptocurrencies are increasingly used as anonymous or pseudo-

anonymous e-payment systems, they either use proof of work, such as in Bitcoin [135], 

or proof of stake, such as in BitcoinDark to verify transactions and add new blocks to 

the blockchain which is used as a public ledger accessible to everyone. Bitcoin is a 

peer-to-peer electronic cryptocurrency system; it makes intensive use of cryptographic 

functions to transfer crypto-money from a user to another without revealing its identity. 

Since transactions are associated with users’ public addresses, users are encouraged to 

create multiple public addresses to make it difficult to link the transactions and hence 

increase users’ privacy [135][136]. Blockchain solves both tampering and double 

spending issues in many cryptocurrencies. In Bitcoin, the difficulty of proof of work is 

auto-adjusted every two weeks targeting 10 minutes block generation, this causes the 

possibility of fast double spending when Bitcoin is used in fast payment systems [137]. 

Moreover, in cryptocurrencies, users are anonymous and do not trust each other, 

however, Blockchain does not consider the notion of fairness [138]. Fair exchange 

allows two participants to exchange digital items fairly, so either both participants get 

the other’s item, or neither participant does. 

This chapter presents a new e-commerce system where each participant has its 

unique physical clone-resistant unit based on SUCs.  The contributions of this work are 

threefold: firstly, a novel architecture of an anonymous e-commerce is proposed where 

each unit has its own clone-resistant hardware token based on SUCs. Secondly, we 

propose a strong fair exchange protocol based on online trusted third party. Finally, 

we propose to use One Time Coin generator as Automated Teller Machine (OTC 

ATM) targeted for SUC applications to allow anonymous exchange of OTCs with 

money. 

8.4.2 Related Work 

E-commerce transactions reveal private information of customers whose identities 

are ultimately disclosed during payment. Private information such as their health 

condition, religion, and ethnicity can be also deduced.  Many e-commerce schemes 

have been proposed to provide user privacy protection and fairness. According to 

[139], e-commerce privacy is based on the following properties: 
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• Customer Anonymity: No unauthorized third party, including the TA, may 

acquire any identifiable information (name, address or internet address) of an 

individual or customer participating in an e-commerce activity.  

• Transaction Unlinkability: No single entity (third parties, online payment 

systems, etc.) should be able to link one or more shopping activities or 

transactions to a unique (personally identifiable) user. 

In [140], a privacy preserving e-commerce protocol has been proposed, it allows 

unlinking online transactions from customer identities, hence the customer privacy 

will be preserved. Furthermore, Rial [141] categorized privacy preserving protocols as 

follows: 

• Private purchase protocols: The protocol reveals to the service provider the 

identities of users but hides from the service provider which items users 

purchase. This type of protocols can only be used to purchase digital products 

since for other items the delivery process can reveal the purchased items. The 

communication between users and the service provider employs an 

authenticated channel. 

• Anonymous purchase protocols: The protocol hides, from the service provider, 

the identity of users. However, the service provider learns which items are 

purchased by users. Communication between users and a service provider 

should be done through an anonymous channel. 

• Private Billing: The protocol reveals to the service provider the identity of 

users but hides from the service provider the consumption measurements 

output by the meter. Communication between users and service provider 

employs an authenticated channel. 

• Anonymous Billing:  The protocol hides from the service provider the identity 

of users but it reveals consumption measurements. 

Our proposed anonymous e-commerce scheme based on clone resistant units with 

fair exchange protocol ensures customer anonymity with anonymous purchase and 

anonymous billing. Furthermore, the TTP cannot learn which items are purchased but 

it measures the consumption of each user for every transaction. 

In traditional transactions, the customer and the merchant are face-to-face and 

hence they can fairly exchange money and goods. For online transactions, fairness is 

unpredictable since one of the two parties can cheat the other. i.e. the customer may 

not receive the goods after payment of the merchant or the merchant may not receive 

the money after providing the goods to the customer. Fair exchange protocols ensure 

that, at the end of the transaction, either the service provider receives a payment and 

the user receives the product, or both of them receive nothing. Fair exchange protocols 

are classified into:  
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• Gradual exchange protocols [142]: the two parties exchange secret data bit per 

bit. In normal cases, no participant has an unfair advantage over the other 

participant, but it can be seen that one of the participants can get more secret 

bit data than the other and terminate the exchange procedure. In addition to 

that, this protocol requires a lot of communications during the same 

transaction. Hence, it is inefficient. 

• Trusted Third Party protocols: they involve a TTP that guarantee the fairness 

of the transactions. TTP is divided into online and offline. In online TTP [143], 

whenever the two participants intend to communicate, they send their data to 

the TTP, which checks for correctness. If it is the case, the TTP validates the 

transaction and the two participants get the correct data, if not both parties get 

nothing. In offline TTP [144][145][146][147], the TTP is involved only in case 

of dispute.  

In [148], Pagnia et al. provide a formal definition of the strong fair exchange 

problem and prove that it could not be reached without a trusted third party. In this 

paper, fairness in our proposed e-commerce system is ensured by the electronic 

commerce server that constitutes a TTP. 

8.4.3 Proposed E-Commerce Business Model 

Traditional commerce is based on physically exchanging items between users 

fairly. In e-commerce, the identity of a user cannot be verified directly with the other 

users in an online transaction, thus the need of a TTP to realize secure and fair 

exchange between users. In traditional e-commerce, users are enforced to reveal their 

identities to the TTP, which violates users’ anonymity and privacy. To ensure e-

commerce participants anonymity, we propose to deploy anonymous Commercial 

Hardware Token (CHT) based on SUC where the TTP will be able to verify each 

anonymous CHT based on SUC, but the participants identities are not revealed. 

Furthermore, the proposed anonymous e-commerce is targeted for e-goods, where the 

participants do not need to provide a delivery address that may disclose their identity. 

8.4.3.1 E-commerce Model 

This section describes the business model of the proposed physically anonymous e-

commerce. The proposed e-commerce involves the Electronic Commerce Server 

(ECS), which is considered as a TTP, merchants providing e-goods, consumers 

wondering to get anonymously e-goods and the One Time Coin generator that can be 

an Automated Teller Machine (OTC ATM). The OTC ATM is able to generate one-

time coins and sell them to the users.  

Figure 8.19 describes the proposed business model.  
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Figure 8.19. E-commerce business model 

The business model proceeds as follows: 

• Step 1: the customer orders a digital item anonymously from a merchant. 

• Step 2: the merchant delivers anonymously the encrypted digital item with a 

secret key known only to the merchant and the ECS. 

• Step 3: the customer orders a One Time Coin (OTC) from the OTC ATM. The 

ordered OTC should have a value equivalent to the ordered digital product from 

the merchant. 

• Step 4: the customer sends the encrypted OTC to the merchant. 

• Step 5.a: the merchant sends a proof to the ECS that he/she sends the encrypted 

digital product to the customer and confirms to the ECS that he/she gets paid 

for the digital product. 

• Step 5.b: the customer confirms to the ECS that he/she got the encrypted 

digital product from the merchant and that he/she paid the merchant for it. 

• Step 6: the ECS verifies that both the merchant and the customer are providing 

identical data with no conflict. If it is not the case, it rejects and aborts.  

• Step 7: the ECS sends the OTC to the OTC ATM, which verifies that the 

provided OTC is not spent before; this protect against double spending. Steps 
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6 and 7 ensure a fair exchange between the merchant and the customer such 

that even both parties get the other’s item or none does. 

• Step 8.a: the ECS provides the merchant with the decryption key of the OTC. 

• Step 8.b: the ECS provides the merchant with the decryption key of the digital 

product. 

• Step 9: the merchant provides the OTC to the OTC ATM and gets the 

equivalent money of the digital product even in cash or the OTC ATM transfers 

it to an anonymous merchant account. 

8.4.3.2 SUC-Enabled E-Commerce Hardware Token 

The CHT based on SUC constitutes the heart of the proposed fair exchange 

physically anonymous e-commerce. Each CHT embeds its SUC as physical clone-

resistant unit. SUC will be challenged during the personalization process with a set of 

challenges that will be stored together with the corresponding responses in the TTP’s 

UIR (CRPs database). The recorded X/Y pairs in the TTP’s UIR will be used in the field 

to identify CHTs. In addition to that, a system controller is required to allow secure 

communication with the environment, basically to the ECS and the other participants 

in the e-commerce via internet and to the OTC ATM via standard interconnection like 

USB when wondering to buy/sell coins by cash. The control system should include 

some standard cryptographic primitives such as a standard cipher and a standard hash 

function, those are required during identification/authentication and fair exchange 

protocols. Figure 8.20 describes the commercial hardware token architecture with the 

parties that can communicate with it. 

SUCi

Control System
(with Standard Cryptographic 

Primitives)

Standard interface (USB …)  

Commercial Hardware Token (CHT)

One Time 
Coin ATM 

(OTC ATM)

SoC FPGA

MerchantECS

Internet

CHTM

CHTi

CHTT

 

Figure 8.20. Architecture of commercial hardware tokens 
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8.4.3.3 Commercial Hardware Token Setup and Delivery 

Figure 8.21 describes the main personalization process of the CHTs by the ECS and 

the delivery to the users: 

• Step 1: The CHTs manufacturer is responsible for producing CHTs. They are 

fabricated such that each CHT embeds an SUC ensuring its uniqueness and 

unclonability or at least clone-resistance.  

• Step 2: The ECS gets N CHTs from the CHTs manufacturer. 

• Step 3: The ECS challenges each CHT, for instance CHT having serial number 

SNM, with  a set of t-challenges 
,M iX ( 0 1  −i t ) and gets the corresponding 

responses 
,M iY and stores them in the corresponding area on the ECS UIR 

defined by SNM. 

• Step 4: The ECS delivers the certified CHTs to the shop.  

• Step 5: Merchants and consumers can buy CHTs without revealing their 

identities to the shop. 
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..     ..
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Figure 8.21. CHTs setup and delivery 
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8.4.3.4 Threat Model 

Our proposed e-commerce scheme considers the followings assumptions: 

• ECS is a trusted third party: It is assumed that the trusted third party will not 

misbehave or collude with one of the transacting parties. 

• CHTs are clone-resistant or Unclonable: SUC is designed to be resistant 

against mathematical cloning. It is also resistant to physical cloning by 

deploying countermeasures against side channel attacks. This results with 

secure CHTs, such that even the manufacturer will not be able to clone them. 

• Merchant is not considered honest: The merchant can try to cheat or provide 

counterfeit services. 

• The consumer may try to cheat: After receiving the e-good, the consumer could 

claim the inverse and try not to pay the merchant. 

8.4.4 Fair Exchange and Anonymous E-Commerce Based on CHTs 

Anonymity constitutes an appealing requisite in e-commerce. Anonymous e-

commerce aims to protect the identity of the actors in the e-commerce scheme, 

especially the consumers. Cryptocurrencies such as Bitcoin provide pseudo-anonymity 

because they are based on a public ledger blockchain making all the users transactions 

visible to the public [135], [136]. To improve privacy in Bitcoin, users should use 

different public addresses for different transactions; this makes it difficult to link users’ 

transactions.  

In our proposed scheme, each participant (ECS, Merchant and Customer) has a 

CHT. When a service is required by a consumer from a merchant, the ECS lets the 

customer and the merchant authenticate each other with a simple intervention by the 

ECS. For this purpose, the generic mutual authentication protocol described in Section 

5.8.2 can be used. A secret shared key (Z) between the consumer and the merchant is 

generated at the end of this protocol. The key Z will be used in the fair exchange 

protocol. this would allow both parties to communicate securely such that no other 

third party even the ECS will not be able to eavesdrop the communication and get 

knowledge about the exchanged digital items, 

The ECS acts like an escrow agent where it ensures fairness at the end of the 

exchange, but it does not have any access to the shared services between the consumer 

and the merchant in normal case. After completion of the exchange, if there is a dispute 

between the merchant and the consumer, the ECS gets the secret shared key and 

verifies which participant was not honest.  



 

 Creating Random Unknown Ciphers as Digital PUFs and their Applications 

8. Sample SUC Practical Use-Cases  152 

8.4.4.1 CHT Based Fair Transaction Protocol 

Fair exchange protocol ensures that the exchange of digital items between the 

merchant and the customer is fair, so at the end of the exchange, either both the 

merchant and customer get the other’s item, or neither of them does. Figure 8.22 

describes the proposed fair exchange protocol involving the ECS as a trusted third 

party acting as an escrow agent. The customer and the merchant rely on the ECS to 

ensure fairness when finishing the exchange of the digital item. The fair exchange 

protocol proceeds as follows: 

• Step 1: the customer C, identified by its serial number SNC, asks for a service 

Pt from the merchant M identified by its serial number SNM. 

• Step 2.a: merchant M requests one response 
,M jY  from the ECS. The ECS 

sends 
,
( )

M jX Mj MjE Y Y  to M which computes 1

, ,( )−=M j M M jX SUC Y . M will use 

,M jX  as an encryption key. 

• Step 3: merchant M encrypts the service 
tP  by using the key 

,M jX  and sends 

it to the customer as 
,1 ( )=

M jX tY E P .  

• Step 4.a: the customer receives the encrypted service and it confirms that to 

the ECS by encrypting it with the session key Z and sends it concatenated with 

the encrypted: service value VC, the required product Pt and the coin to be used 

to pay the service 
tOTC  as 

,1 ,( ) ( , )
C iZ X C t C iE Y E V OTC Y .  

• Step 4.b: merchant M confirms to the ECS that the service is transferred to the 

customer. It encrypts the sent encrypted service Pt by using the session key Z  

as 
3 1( )= ZY E Y  and sends it concatenated with the encrypted service value 

,
( )

M jX ME V  to the ECS. 

• Step 5: the ECS verifies if both received confirmations correspond. If 
2 3=Y Y  

and =M CV V , then the ECS contacts the OTC ATM to check for the validity of 

the OTCt. If OTCt is valid and =t tOTC V , then the ECS continues the 

communication. Otherwise, even the customer or the merchant or both of them 

are dishonest. After completing this operation, the merchant did not get the 

service value yet and the customer still has only the encrypted service, in case 

that the service is the right one; it requires the decryption key that is known 

only to the ECS and the merchant. In All cases, the ECS deletes and replace 

the used CRPs. 

• Step 6.a: in case of successful verification, the ECS provides the customer with 

the decryption key 
,M jY , the customer can get yet the service and verifies if it 

corresponds to the required one. 

• Step 6.b: the ECS provides the merchant with the payment coin OTCt. 
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Figure 8.22. Fair exchange protocol between the consumer and the merchant 

8.4.4.2 Payment Management Concept 

The payment management concept is described in Figure 8.23. It proceeds as follows: 

• Step 1: the customer orders a one-time coin that has a value equal to the 

ordered digital product from the service OTCt. The customer pays the one-time 

coin generator (seller) to get the OTCt. 

• Step 2: the OTC ATM generates OTCt and provides it to the customer. 

• Step 3: The customer forward OTCt to the ECS 

• Step 4: the ECS sends OTCt to the OTC ATM to verify its validity and provide 

its value to the ECS. 

• Step 5: the OTC ATM verifies the validity of OTCt. if it is valid, it will provide 

the ECS with its value, else it declares the invalidity of OTCt. 

• Step 6: the ECS receives the value of the OTCt and verifies if it is equal to the 

ordered digital product value. If it is not the case, it rejects and aborts. Else, it 

provides the merchant with the OTCt and the customer with the decryption key. 
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Figure 8.23. Payment management system 

8.5 Summary 

This chapter presented three novel security architecture deploying SUC as main 

building block. The core idea is that each connected device should embed an SUC as 

its digital clone-resistant function. This allows first to build strong device to trusted 

authority authentication and D2D authentication by means of the proposed protocols 

in this chapter. Also, it is showed that two devices can authenticate each other by a 

small interference of a trusted authority, and then they can build a secret shared key 

that cannot be disclosed even by the trusted authority. These generic protocols can be 

deployed in many IoE systems as shown in this chapter: D2D in 5G, vehicular security, 

and anonymous fair exchange e-commerce. Moreover, a secure OTA software update 

was proposed. It is deploying SUC invertibility property, i.e. SUC can encrypt and 

decrypt, this property is not fulfilled by any of the PUFs as PUFs are equivalent to 

one-way hash functions. The OTA software update is based on building a chain of 

trusted between involved SUC-enabled devices, showing the efficiency of SUCs over 

PUFs. 
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  Conclusion 

Cybersecurity is the main concern for connected devices; today’s devices should 

meet the functional requirements of their design in a secure way. To reach this security 

requirement, each IoT device should embed its unique unclonable identity. This thesis 

addressed designing and embedding low-cost digital clone-resistant functions, coined 

as SUCs, in modern SoC FGPAs that are widely used in connected electronic devices. 

It has also addressed applications of SUC in diverse industrial applications such as 

vehicular security, secure device-to-device communication in 5G network and fair 

exchange anonymous e-commerce. 

Chapter 2 presented PUFs concept, properties and drawbacks characterizing the 

instable responses of mismatch-based PUFs and their vulnerability to various attacks. 

PUFs’ inconsistency issue is buried by deploying complex FEs, which make the full 

system degenerate into an expensive solution. Chapter 2 also described mathematical 

and physical cloning attacks on PUFs with or without FEs. Chapter 3 introduces the 

paradigm of unknown ciphers and its security bounds and requirements. 

Chapter 4 presented novel and efficient concepts for implementing SUCs in modern 

SoC FPGAs. Both proposed concepts deploy SDTs with possible to select random 

mappings. In our first concept, we proposed to embed a manipulator GENIE inside the 

SoC FPGA, precisely in the system controller, which is responsible for configuring 

the SoC FPGA. The GENIE will be able to manipulate some exact bits from the clear 

configuration bitstream to generate random hardware mappings selected randomly 

from a cipher database. This first proposed concept can be easily integrated by SoC 

FPGAs manufacturers to allow internal self-creation of SUCs inside each chip. 

However, since the configuration bitstream format is not publicly known, other 

manufacturers/users cannot deploy this concept. Hence, we have proposed a realizable 

and practical methodology for embedding SUCs in SoC FPGAs; Feistel-Like SUC 

utilizes SRAM blocks in the FPGA fabric as a building block of its SDT. The SRAM 

block(s) are used to store the randomly selected mappings by the GENIE; encrypted 

randomly selected mappings are stored in the eNVM to reinitialize the SRAM block(s) 

after power-on.  

After describing two mechanisms for embedding SUC in SoC FPGAs, Chapter 5 

described our proposed SUCs based on random block ciphers. Three SUC designs were 

proposed: NI-SUC, I-SUC and Feistel-Like SUC; NI-SUC is a non-involutive SUC 

design having higher possible entropy bound compared to I-SUC. I-SUC and Feistel-

Like SUC are two involutive SUC designs allowing to deploy the same SUC design for 

both encryption and decryption operations. All three proposed SUCs based on random 

block ciphers should be implemented in a localized compact area in the FPGA fabric 
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to achieve lower hardware complexity and better performance. We have developed a 

complete SUC prototype based on Feistel-Like SUC. Similarly, NI-SUC, I-SUC can be 

implemented by storing the randomly selected 16 4-bit S-Boxes in SRAM block(s).  

The second category of SUCs is based on random stream ciphers. Two design 

strategies were proposed in this thesis: RSC-SUC and NFSR-SUC. Chapter 6 described 

RSC-SUC, which deploys DSP hard-cores that are available in most modern SoC 

FPGAs, as main building blocks of the SDT. SmartFusion2 SoC FGPAs embed 

hardware DSP blocks with various integrated properties, such as: accumulation and 

input shift, allowing wide multiplications. We have deployed DSP blocks to 

implement single cycle T-functions with parameters that are possible to select 

randomly. RSC-SUC is a best choice SUC design to deploy when integrating SUC with 

customer design making no-use of DSP blocks. Similarly, to SUC based on random 

block ciphers, RSC-SUC should be implemented in a compact FPGA fabric area. 

Chapter 7 described a novel SUC design based on combining NFSRs with randomly 

selected feedback functions. Each n-bit NFSR has a set of possible feedback functions 

ensuring a maximum period 2 1−n . The main advantage of NFSR-SUC compared to 

SUCs based on random block ciphers and RSC-SUC, is that NFSRs can be easily 

distributed over all the FPGA fabric. Only one connection layer is used to connect the 

output of an NFSR to the combining function. A hardware comparison between all 

proposed SUC designs and some of the available PUFs implementations is described 

in Section 7.7 

Chapter 8 described three SUC-based security architectures: ○1  a strong standalone 

authentication technique for U2D and D2D communication is proposed and can be 

used in 5G networks. User’s keystroke dynamics and accelerometer data are used to 

generate user’s biometric key by means of a machine learning technique. Strong U2D 

and D2D authentication results with strong end-to-end authentication. ○2  SUC-enabled 

ECUs is proposed, allowing various vehicular security applications such as secure in-

vehicle and V2X communications, and secure OTA software update. ○3  a novel 

anonymous fair exchange e-commerce is described. It is based on utilizing SUC-based 

hardware tokens as the core building blocks. Compared to state-of-the-art anonymous 

e-commerce systems, our proposed e-commerce architecture ensures a strong fairness 

in the transactions. 

As a summary, this thesis proposed SUC creation mechanisms in SoC FPGAs, 

design templates-based SUC creation, and SUC-based security architectures for 

various use-case applications. One of the main security concerns is the SUC creation 

mechanism; the first mechanism is an ultimate one based on embedding a bitstream 

manipulator in device infrastructure.  However, this requires knowledge of the 

bitstream format known basically only to the SoC FPGA manufacturer. Hence, this 

mechanism can be implemented if the manufacturer allows bitstream manipulation in 

the future. To overcome this limitation, this thesis proposed a less-secure second SUC 
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creation mechanism that can be used in volatile and non-volatile FPGAs; this 

mechanism achieves an acceptable security level because an attacker aiming to retrieve 

the key protected by the PUF has a small window of opportunity to mount the attack 

and need to have control of the SoC FPGA. The first mechanism has better 

performance since the bitstream manipulator can manipulate the configuration 

bitstream in real-time with no latency overhead on the device configuration time. 

Finally, a hardware comparison between SUCs and PUFs implementations in FPGAs 

(see Section 7.7) shows that SUCs are more suitable for SoC FPGAs and they require 

much less hardware resources and offer much larger usable entropy space. 

Furthermore, SUC utilization-protocols require less time, management and operational 

complexity. SUC’s ultimate digital consistency makes it as an optimum choice for 

future real field mass-product applications. 
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Acronyms 

SUC Secret Unknown Cipher 

I-SUC Involutive SUC 

NI-SUC Non-Involutive SUC 

PRF Pseudo-Random Function 

PRP Pseudo-Random Permutation 

PRI Pseudo-Random Involution 

CRE Cloning Resistance Entropy 

CCBS Cipher Codebook Size 

SDT SUC Design Template 

BS Bitstream 

EBS Encrypted Bitstream 

BMT Configuration Bitstream Manipulation Tool 

PUF Physical(ly) Unclonable Function 

HDA Helper Data Algorithm 

FE Fuzzy Extractor 

VT PUF Threshold Voltage PUF 

PP Power Port 

POWF Physical One-Way Functions 

SoC System on Chip 

FPGA Field Programmable Gate Array 

NV-FPGA Non-Volatile FPGA 

ASIC Application Specific Integrated Circuit 

VLSI Very Large-Scale Integration 

DSP Digital Signal processing 

IC Integrated Circuit 

MSS Microcontroller SubSystem 

eNVM Embedded Non-Volatile Memory 

SRAM Static Random Access Memory 
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eSRAM embedded SRAM 

LSRAM Large SRAM 

TRNG True Random Number Generator 

DRBG Deterministic Random Bit Generator 

LUT Look Up Table 

DFF D-Flip Flop 

IP Intellectual Property 

RTL Register Transfer Level 

HDL Hardware Description Language 

API Application Program Interface 

APB Advanced Peripheral Bus 

EDA Electronic Design Automation 

GE Gate Equivalent 

RSC Random Stream Cipher 

NFSR Nonlinear Feedback Shift Register 

KSG Key Stream Generator 

IV Initial Vector 

RFF Random Feedback Function 

ANF Algebraic Normal Form 

D2D Device to Device 

IoT Internet of Things 

RFID Radio Frequency Identification 

TTP Trusted Third Party 

TA Trusted Authority 

CDB Cipher Data Base 

UIR Unit Individual Record 

CRP Challenge Response Pair 

SN Serial Number 

SPN Substitution Permutation Network 

RKSA Random Key Stream Generator 
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BN Branch Number 

SL Substitution Layer 

SAN Substitution Affine Networks 

NL Nonlinearity 

IS Involutive S-Box 

SPA Simple Power Analysis 

DPA Differential Power Analysis 

MCC Mathew Correlation Coefficient 

ITS Intelligent Transportation Systems 

VANET Vehicle Ad-hoc NETwork 

ECU Electronic Control Unit 

V2V Vehicle to Vehicle 

V2I Vehicle to Infrastructure 

V2X Vehicle to everything 

RVC Roadside-to-Vehicle Communication 

OTA Over The Air 

SHE Secure Hardware Extension 

HSM Hardware Security Module 

TPM Trusted Platform Module 

CSE Cryptographic Service Engine 

AES Advanced Encryption Standard 

MAC Message Authentication Code 

ACL Access Control Lists 

OBD-II  On-Board Diagnostics port 

OTC One-Time Coin 

ATM Automated Teller Machine 

CHT  Commercial Hardware Token 

ECS Electronic Commerce Server 
 


